SURFconext connection agreement - GDPR related questions
Fuelled by the General Data Protection Regulation, institutions have started asking certain privacy related questions about services connected to SURFconext. To prevent lots of mails, SURFnet requests the Service Provider to fill out the below questions. These will be published to provide Institutions basic GDPR related information. If you have access to the SP Dashboard, please edit the answers there.

	Question
	Answer

	What kind of (personal) data is processed in the service? If you process ‘Sensitive Personal Data’ as mentioned in the GDPR, explicitly mention what type of data exactly.
	For every answer, you can either type a text here, but also provide a URL if the info is published on your website.

	For the attributes you request via SURFconext: why do you need each of them/why can’t you do without them?
	

	What organisations have access to the data? Your own company? What parties you contracted?
	

	Which individuals or job roles  have what (read, write...) access to the user data? We assume you are limiting access. Consider both within your company as well as third parties you use.
	(like “Company Y: System admins: read and write”)

	In which country/countries does the data reside? Also consider any copies.
	

	List all security measures you have taken to secure the data? Also think about any encryption (during transport, in rest).
	

	Can you provide a certificate like ISO27001, ISO27002, ISAE 3402 etc, including a Statement of applicability?
	No/Yes. If No: <specify reason why>. If Yes:
· Which certification?
· How can an institution examine the certification? Can it be found online (URL), requested by email (how/with whom) etc?
· Provide the valid from/until dates for the certificate(s)

	Are you prepared to sign the SURF example Data Processing Agreement 
[bookmark: _GoBack]English: https://www.surf.nl/binaries/content/assets/surf/en/knowledgebase/2017/model-processor-agreement-english-surf-oktober-2017.pdf
Dutch: https://www.surf.nl/binaries/content/assets/surf/nl/kennisbank/2017/model-verwerkersovereenkomst-surf-oktober-2017.pdf
If not, which articles would you want to discuss/negotiate with an institution interested in your service?
	Yes/No. If No: <explanation of articles you want to discuss, and why>

	What is the URL of your privacy policy?
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