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Inleiding

In deze handleiding lees je hoe je jouw organisatie kunt aansluiten op SURFconext als Identity
Provider met behulp van ADFS (in ADFS-terminologie Claims Provider genoemd).

De procedure voor het aansluiten als Identity Provider bestaat uit de volgende onderdelen:

* Een ADFS serversysteem inrichten; waaronder Windows Server 2012(R2) configureren en
ADFS installeren. Let op dat de installatie onder Windows Server 2012R2 anders verloopt
dan onder Windows Server 2012.

* De ADFS server configureren voor aansluiting als Identity Provider (IdP) voor
SURFconext.

* Een ADFS proxy inrichten indien toegang van buiten het lokale netwerk gewenst is. Hier
verschilt Windows Server 2012R2 erg veel van Windows Server 2012!

* Attributen vrijgeven aan SURFconext

Deze handleiding is gebaseerd op de release van ADFS 6.2.0.0 zoals meegeleverd in Windows
Server 2012 en Server 2012R2.

Waarom een server én een proxy inrichten?

Om de ADFS-server minder kwetsbaar te maken voor aanvallen van buitenaf, moet je naast een
ADFS server ook een ADFS-proxy inrichten buiten het Windows-domein. De ADFS-server moet
namelijk bij voorkeur niet bereikbaar zijn van buitenaf. Je doet dit door een ADFS-proxy in te
richten en deze ‘voor’ de ADFS-server te plaatsen. Dit houdt in dat je twee verschillende Windows
Server machines moet configureren in deze setup. De proxy mag geen lid zijn van het domein en
wordt bij voorkeur in de DMZ (zie verklarende woordenlijst achterin dit document) geplaatst.

Internet

Intranet
AD domein

ADFS server
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De proxy zorgt ervoor dat gebruikers die niet zijn ingelogd op het (windows-)domain, via een
webpagina (username/ password formulier) kunnen inloggen. Dit formulier kan aan de look-and-
feel van jouw organisatie worden aangepast.
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ADFS 2.0-Server inrichten
Inleiding

Dit document beschrijft de installatie van een ADFS server op Windows Server 2012 en Windows
Server 2012R2. Deze installaties hebben voldoende gemeen om beide in dit document te bespreken
maar wijken op een aantal punten af, zodat dan verwezen wordt naar de R2 specifieke schermen.
Met name het installeren van de ADFS proxy in Windows Server 2012R2 is volledig anders dan in
Windows Server 2012.

Voordat je de specifieke instellingen voor SURFconext kunt invoeren, moet je een basisinstallatie
op de ADEFS server uitvoeren. Hiervoor moet je onderstaande stappen doorlopen:

* Installeer en configureer Windows Server 2012(R2).
*  Voeg de ADFS software als feature toe.

* Configureer de basisinstellingen van ADFS.

Windows Server 2012 installeren en configureren

Om een ADFS 2.0-server te kunnen inrichten, moet je eerst Windows Server 2012 installeren en
configureren. Hiervoor moet je onderstaande stappen doorlopen:

* Installeer de juiste versie van het besturingssysteem op de server: Windows Server 2012 of
Windows Server 2012R2 (standaard of enterprise).

* Stel de tijd op de server correct in en zorg ervoor dat je deze synchroniseert met een time
server (NTP).

* Neem de server op in het domein van de Active Directory waaruit de accounts voor de
SURFconext federatie komen.

* Installeer een geldig certificaat voor de voorgenomen login URL in de Personal Certificate
store van de Local Computer ten behoeve van veilige gegevensuitwisseling met de IdP
(SSL) . Zie appendix A: Certificaat installeren.

ADFS Server Software installeren

Onderstaand gedeelte van deze handleiding is te gebruiken voor het installeren van de ADFS Server
Role op zowel Windows Server 2012 en Windows Server 2012R2.
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Start de Server Manager tool op de machine die als ADFS Server ingericht wordt en klik op “Add

Roles and Features”.

6= Server Manager

Server Manager * Dashboard @1 rF

Manage

Tools

B Local Server

ii All Servers

o Configure this local server

-5'

ile and Storage Services P

QUICK START

ro

Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1
=m File and Storage - -
[ 1 Local Server 1 Al Servers 1
¥ Services i i
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

De Roles and Features Wizard wordt gestart:

s Add Roles and Features Wizard | = = [

DESTINATIOM SERVER

Before you begin DIN-SKEFREAT

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
Installation Type hosting a website.

Server Szlection i
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[[] Skip this page by default

< Previous Install
Klik op “Next”

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2

(6/62)



Befors You Bagin

In

Server Selection

DESTINATION SERVER

Select installation type WIN-SKSFFNPFAT)

Select the installation type. You can install reles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

o B, Desk p Se = - n
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | MNext > ‘ | Install | | Cancel

Selecteer “Role-based or feature-based installation” en klik op “Next”

Before You Begin

Installztion Type

Server Roles

Features

Select destination server WIN-SKSFENPRAL)

Select a server or a virtual hard disk on which to install roles and features,

(@) Select a server from the server pool
() Select a virtual hard disk

Server Pool

DESTINATION SERVER

Filter: |

Name IP Address Operating System

Microsoft Windo

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| < Previous | | Next > | | Install | ‘ Cancel

Selecteer de juiste server en klik op “Next”
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Select server roles

Befors You Begin
Installation Type

Server Selection

Faatures
ADFS
Role Services
‘Web Server Role {1IS)
Role Services

Confirmation

Select one or more roles to install on the selected server,

DESTINATION SERVER
WIN-SKSFFNPFAT)

Roles Deseription
- - Active Directory Federation Services
O AEU-VE Dfrector}r Certificate Services — {AD FS} provides simplified, secured
[ Active Directory Domain Services identity federation and Web single
Active Directory Federation Service: sign-on (550) capabilities. AD F5
[[] Active Directory Lightweight Directory Services |nc|:(|1&s|)a Federa:osr;zexlcsst;g
enables browser-ba = X
[[] Active Directory Rights Management Services Federation Service Proxy to
[ Application Server customize the client access
[ DHCP Server = experience and protect internal
resources, and Web Agents used to
[ DNs Server provide federated users with access
[] Fax Server to internally hosted applications,
b [H] File And Storage Services (Installed)
[ Hyper-v
[[] Metwork Policy and Access Services |
[] Print and Document Services
7] Remate Access
] Remate Desktop Services
v
| < Previous ‘ | MNext > | | Install ‘ | Cancel |

Selecteer “Active Directory Federation Services” en klik op “Next”

=

Select server roles

Add Roles and Features Wizard

Add features that are required for Active Directory
Federation Services?

You cannot install Active Directory Federation Services unless the
following role services or features are also installed,

4 MET Framework 4.5 Features
4 WCF Services
HTTP Activation
ASPMNET 4.5
4 Web Server (IIS)
4 Management Tools
[Tools] 1S Management Conscle
4 Web Server

4 Application Development

Include management teols (if applicable)

DESTINATION SERVER
WIN-SKSFFNPFAT)

X

tory Federation Services
ides simplified, secured
eration and Web single
[0) capabilities. AD FS
lederation Service that
wser-based Web 550, a
Bervice Proxy to
e client access
pnd protect internal
nd Web Agents used to
ferated users with access
hosted applications.

| <Previous | | Nexts |

| Install H Cancel |

Er verschijnt een waarschuwing dat er meerdere afhankelijkheden zijn en dat deze ook geinstalleerd
zullen worden. Let op dat IIS onder Windows Server 2012R2 geen afhankelijkheid is van ADFS en

ook niet geinstalleerd mag worden!

Klik op “Add Features” of “Next” om verder te gaan
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DESTINATION SERVER
Select features WIN-SKSFENRRAT]
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
Server Selection ~ NET Framework 3.5 combines the
power of the .NET Framework 2.0
server foles b [H] NET Framework 4.5 Features {Installzd) APls with new technolagies for
I [] Background Intelligent Transfer Service (BITS) = building applications that offer
ADFS [ BitLocker Drive Encryption appealing user interfaces, protect
) . .| your customers' personal identity
Role Services [ BitLocker Netwark Unlack information, enable seamless and
Web Server Role (II5) [] BranchCache secure communication, and provide
- the ability to model a range of
Role Services L Client for NFS o business processes,
: [] Data Center Bridging
Confirmation
[] Enhanced Storage
[] Failover Clustering
[ Group Policy Management
[ Ink and Handwriting Services
[] Internet Printing Client
[ 1P Address Management (IPAM) Server ||
— e - . v
<| m [ [>]
< Previous | ‘ Next > | | Install | | Cancel

Klik op “Next”

DESTINATION SERVER

Active Directory Federation Services (AD FS) WIN-SKEFE AT

Active Directory Federation Services (AD FS) provides Web single-sign-on (S50) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS helps organizations
Installation Type bypass the need for secondary accounts by allowing you te project a user's digital identity and access
Server Selection rights to trusted partners. In this federated environment, each organization continues to manage its
own identities,

Before You Begin

Server Rolas

Featurss Things to note:

F5 * This computer must be joined to a domain before you can successfully install the Federation Service

Role Services or Windows Token-based Agent.

Web Server Role {IIS) * The Federation Service and Federation Service Proxy cannot be installed on the same computer.
Role Services

Confirmation

Learn more about AD FS

<Previous | [ Net> | [ nstal | [ Cancel

Klik op “Next”
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Before You Begin
Installation Type
Server Selection

Server Roles

Features
ADFS

Web Server Role (I5)
Role Services

Confirmation

DESTINATION SERVER

Select role services WIN-SKSFENPFAL

Select the role services to install for Active Directory Federation Services

Role services Description

Federation Service provides security
eration Se

tokens to client applications in
4[] ADFS1.1Web Agents response to requests for access to
[] AD F5 1.1 Claims-aware Agent TESCUrces,
[[] AD FS 1.1 Windows Token-based Agent

[] Federation Service Proxy

| < Previous ‘ ‘ Next > | | Install ‘ ‘ Cancel

Selecteer “Federation Service” en klik op “Next”.

Web Server Role (IIS) i

Befors You Begin
Installation Type
Server Selection

Server Roles

Faatures

Role Services

Confirmation

‘Web servers are computers that let you share information over the Internet, or through intranets and
extranets, The Web Server role includes Internet Information Services ([15) 8.0 with enhanced security,
diagnestic and administration, a unified Web platform that integrates |15 8.0, ASP.NET, and Windows
Communication Foundation.

Things to note:

* Using Windows System Rescurce Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you ta serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

More information about Web Server IS

[ <previous | [ Net> | | sl |[ Cancel |

Klik op “Next” (Let op dat Windows Server 2012R2 geen IIS afhankelijkheid heeft en de volgende
schermen daardoor niet getoond worden).
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Before You Begin
Installation Type
Server Selection
Server Roles
Features

ADF3

Role Services

Web Server Role (I19)

Confirmation

DESTINATION SERVER

Select role services WIN-SKSFFNRFAT)

Select the role services to install for Web Server (1IS)

Role services Description
A ‘Web Server provides support for
HTML Web sites and optional
Common HTTP Features support for ASP.NET, ASP, and Web
Default Document = server extensions. You can use the

rectory Browsing ‘Web Server to host an internal or
external Web site or to provide an

HTTP Errors | environment for developers to

Static Content create Web-based applications.

HTTP Rediraction

[[] WebDAV Publishing
a Health and Diagnostics

HTTP Logging

[] Custom Logging

[ Logging Tools

[[] ODBC Logging

O Reguest Monitor

— - v

<] [ [ ] |

<Previous | [ Met> | [ nstal || Concel

Klik op “Next”.

= Add Roles and Features Wizard = X
Confirm installation selections bt

Before You Bagin
Installation Type
Server Selection
server Roles
Features
ADFS

Role Services
Web Server Role (15)

Role Services

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these aptional features, click Previous to clear
their check boxes.

NET Framework 4.5 Features al
ASPNET 45

WCF Services D

If a restart is required, this server restarts automatically, without
additional notifications. Do you want to allow automatic restarts?

[<]

Export configuration seFings
Specify an alternate source path

[<previous | | newt> | [ instal | [ cancel |

Kies wat voor deze server toepasselijk is. Klik op “Install”
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= Add Roles and Features Wizard - |o [

DESTINATIOM SERVER
WIN-SKSFFMPFAT)

Installation progress

View installation progress

o Feature installation
—
Installation started on WIN-SKSFFNPFAT)

.MET Framework 4.5 Features il
ASPNET 4.5
'WCF Services
HTTP Activation

Active Directory Federation Services
Federation Service
Web Server (115)
Management Tools
1S Management Console
Web Server

Annlication Develonment

You can close this wizard without interrupting running tasks. View task progress or cpen this
H page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

Close Cance

Wacht eventueel tot de installatie afgerond is. De wizard mag afgesloten worden, de installatie zal
op de achtergrond doorgaan.

< Previous Next >

= Server Manager

§i Post-deployment Canfig |
WELCOME TO SERVER MANAGER

QUICK START

io s 2

IE2 Dashboard

T Local Server

i Al Servers

2 ADFS

W File and Storage Services b

WHATS NEW

Kide

LEARN MORE

ROLES AND SERVER GROUPS
Roles:3 | Servergroups: 1 | Servers total: 1

2% ADFs

R File ?r\d Storage
Services

e s

(@ Manageability
Events
Services
Performance

BPA results

@ Manageability
Events
Performance

BPA results

@ Manageability
Events
Services
Performance

BPA results

1 | ‘ fii_All Servers 1 ‘ B

Als de installatie afgerond is zal er een “Post-deployment” waarschuwing “Configuration required
for Federation Service at ...” verschijnen in het Server Manager Dashboard. Klik op “Run the AD
FS Management snap-in” om de installatie van ADFS te voltooien.

‘ B __Local Server

Vanaf hier verschillen de interfaces van Windows Server 2012 en Windows Server 2012 R2.
Hieronder volgt de configuratie voor Windows Server 2012.

Zie voor de verdere installatie Windows Server 2012R2 “ADFS Configuration Wizard 2012R2” in
het volgende hoofdstuk.
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ADFS Configuration Wizard 2012

Wanneer op de “Post-deployment” link in het Server Manager Dashboard geklikt wordt zal de
ADEFS Manager Snap-in gestart worden. Hierin is een link “AD FS Federation Server Configuration
Wizard” opgenomen:

g AD FS = I:'-

‘EFHE Action Wiew  Window  Help
e == 8=

. ADFS -
ederation server Configuration Wizar:
AD FS Federation S Config iizard
AD FS provides single-sign-on [550] access for client computers. Wiew »

Mew Windou fram Here

‘0‘ Configure This Federation Server B Hep

The AD F5 Federation Server Configuration “wizard must first be completed successfully before pou can use this
snap-in to manage your Federation Service.

=} AD FS Federation Server Confiquration Wizard

Learn About:

Confiquring Claims Provider or Relying Party Trusts

Adding Federation Servers to a Farm and Setting Up Load-Balancin

Configuring Federation Server Proxies

Troubleshooting AD FS

Klik op deze link.
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Y
Welcome

Steps

@ Welcome

@ Select Deployment Type
@ Federation Service Mame
@ Summary

@ Results

AD F5 Federation Server Configuration Wizard

Welcome to the AD F5 Federation Server Configuration Wizard

Thiz wizard helps you configure Active Directory Federation Services [AD FS) software on this computer,
which zets up the computer as a federation server. An instance of AD FS iz referred to as a Federation
Service.

(¥ Create a new Federation Service

) Add a federation server to an existing Federation Service

Select thiz option to get up either a stand-alone federation server or the first zerver in a federation

server farm.

Select thiz option to join thiz computer to an existing federation server farm.

< Previous

Mest >

Cancel

Help

Selecteer “Create a new Federationn Service” en klik op “Next”.

3

Select Stand-Alone or Farm Deployment

Steps

@ ‘Welcome

@ Select Deplopment Type
@ Federation Service Mame
@ Summary

@ Results

Kies voor een eenvoudige installatie “Stand-alone federation server” en klik op “Next”.

AD FS Federation Server Configuration Wizard

Y'ou can create either a stand-alone federation server for evaluation purposes or a small production
envirohment, of you can cieate a federation server in a new farm for load balancing and high availability.

Select one of the following options. Either of these options will use the \Windows Intemal D atabase ta store
canfiguration data.

3 Mew federation server farm

®

Thiz option will create a new Federation Service with settings for high availability and load balancing.
This computer will be the primary federation server in the farm. Later, pou can scale out this farm by

adding more federation servers.

To create a federation server farm, pou must run this wizard while you are logged on with an account
that haz sufficient permizsions in Active Directory to create a container object [for sharing certificates]
and ta set an SPM [for the service account), such as an account that iz a member of the Domain

Admins group.

Stand-alone federation server

Thiz option will create a new Federation Service on this computer. This option is recommended for
evaluation purpozes or a small production environment. If pou select this option, you will not be able

to add more servers to create a farm.

rou can use SOL Server with AD FS to take advantage of the full feature set and achieve maximum
scalability. To set up AD FS to use SOL Server, uge the command-line version of this wizard. For

mare information, click Help

| < Previous | |

Nest »

Cancel ||

Help

Let op dat deze optie bedoeld is voor evaluatie en kleine productie omgevingen. Een Stand-alone
federation server is niet meer om te zetten naar een farm. Een single-server farm kan daarentegen
later uitgebreid worden naar meerdere (load balanced) servers maar vereist bij initiéle installatie iets
meer configuratie die hier niet behandeld zal worden. Over het algemeen is de belasting op een
ADFS server niet erg hoog en volstaat deze Stand-alone installatie.
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<7

Specify the Federation S

Steps

@ ‘Welcome

@ Select Deployment Type
@ Federation Service Mame
@ Summary

@ Results

AD FS Federation Server Configuration Wizard

ervice Name

This wizard determines the Federation Service name from the Subject field of the S5L certificate for the
Default ‘web Site. If the wizard cannot determine the Federation Service name fram the 550 settings, pau
must select a certificate.

Select the cerificate and/or port, and then click Mext.

S5L certificate: Poit:
loginZ.wind. surfret.nl 443
Federation Service name:
loging. wind. surfriet.nl -
‘wihat kind of certificate do | need?
‘ < Previous | | Mext » | | Cancel | | Help |

Selecteer het eerder geinstalleerde SSL certificaat dat gebruikt gaat worden (Appendix A) voor het
ontsluiten van de ADFS dienst en klik op “Next”.

\a

Ready to Apply Settings

Steps

@ Welcome

@ Select Deployment Type
@ Federation Service Mame
@ Summary

@ FResults

Klik op “Next”.

AD FS Federation Server Configuration Wizard

The following zettings will be configured for AD FS:

+  Stop AD FS zerver.

+  Windows Internal D atabasze service will be started and zet to automatic startup.

+ Signing and token-encryption certificates will be generated and zet to automatic roll over.
+  Selected 551 certificate will be used for securing service communication.

.

endpoints, and the service will run under this account.
+  Default zet of endpoints will be enabled.
.

115,
+  Federation Service name is loging. wind. surfnet.nl
+  Start A0 F5 server.

Metwork Service account will be given access to the databaze, to the certificate private keys and

Browser zsign-in web site will be deployed to the '/adfs/ls' virtual directory under the Default Web Site in

To begin configuring this computer with these settings, click Mext.

< Previous | | Mest > | | Cancel | |

Help
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Configuration Results

Steps The Following settings are being configured
@ “Welcome

Companent Statug
@ Select Deployment Tppe -

X . ()| Stop the AD F5 Windows Service Configuration finished
@ Federation Service Name —
(12 Install \Windows Intemnal Database Canfiguring components. ..

@ Summary -

Start the Windows Interal Datsbase service
@ Results

Create &0 FS configuration database

Configure service settings

Deplay browser sign-in Web site
Start the AD FS Windows Service

Create default claim set

Create default Active Directom claim acceptance les

Create W55 Express ‘Writer for use with backup solutions

Wacht tot de Wizard klaar is met installatie en klik dan op “Close”.

%File Action  MWiew  Window  Help

p [ Service
b [ Trust Relationships

ks jpos ~_______________ |em= I
Overview Add Relying Party Trust...

AD FS provides single-sighon (550] access for client computers. Add Clairms Provider Trust...

Add Attribute Store.
@ Required Configuration Incomplete

Edit Federation Service Properties...

Before pou can uge AD FS to manage 550 access for users and services, you must complete the following task: Edit Published Clairns
=} Required: Add a trusted relying party Revake All Prosies
Provide Feedback
@ Learn About: Wiew ’
New Window from Here
Configuring Claims Provider or Relying Party Trusts @ Refresh
Adding Federation Servers to a Farm and Setting Up Load-Balancin n Help

Confiquring Federation Server Proxies

Troubleshooting AD FS

Zodra de Wizard afgesloten is, kan een “Trusted Relying party” (SURFConext) toegevoegd worden.
Klik hiervoor op de link “Required: Add a trusted relying party”.
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S

G File
L

Action

Wiew Window Help

AD FS - (O] x

| ADFS
4 || Service

_| Endpaoints

| Certificates

~| Claim Descriptions
B[] Trust Relationships

ADFS -
L, .

; Party Trust..,
G Add Relying Party Trust Wizard BE }ina Pary Trus
ims Provider Trust..,

Welcome ribute Store..,
Steps . . eration Service Properties..,

‘Welcome to the Add Relying Party Trust Wizard
@ ‘Welcome lished Claims

Thiz wizard will help pou add a new relying party trust to the AD FS configuration database. Relying parties
® Select Data Source conzume claims in security tokens that are izsued by this Federation Service to make authentication and Il Prosdies
@ Choose Issuance authorization decisions. Feedhack

Authorization Rules

@ Ready toadd Trust

The relying party trust that this wizard creates defines how this Federation Service recagnizes the relying
party and iszues claims to it You can defing issuance transform ules far izsuing claims ta the relying party
alter you complete the wizard.

@ Finish hdow fram Here

< Previous Start | | Cancel ‘ ‘ Help

Klik op “Start”.

3

Select Data Source

Steps
@ ‘welcome
@ Select Data Source

@ Choose Issuance
Authorization Rules

@ Feady to Add Trust
@ Finish

Add Relying Party Trust Wizard

Select an option that this wizard will uze to obtain data about this relving party:

@) Import data about the relying paty published online or on a local network.

Use this option to import the necessary data and cerlificates from a relying party organization that
publishes its federation metadata online or on a local network.

Federation metadata address (host name or LIRL]:

hitps: #engine. surfconest. nl/ authentication/sp/metadatd

Example: fz.contoso.com or hitps:/Awwe. contoso. comdapp

) Impart data about the relying party from a file

Usze this option ta import the necessary data and certificates from a relying party organization that has
exported itz federation metadata ta a file. Ensure that this file is from a trusted source. This wizard will
not validate the source of the file.

Federation metadata file location:

() Enter data about the relying party marualy

Use this option to manually input the necessary data about this relying party organization.

| < Previous | | Mest » | | Cancel | | Help |

Selecteer “Import data about the relying party published online or on a local network” als de server
toegang tot het internet heeft en geef als Federation metadata address

“https://engine.surfconext.nl/authentication/sp/metadata” op. Als de server geen toegang tot het
internet heeft kan deze metadata ook op een andere computer opgehaald worden en hier middels
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“Import data about the relying part from a file” optie geimporteerd worden.

< Add Relying Party Trust Wizard | x|

Specify Display Name

Steps Type the display name and any optional notes for this relying party.
@ ‘Welcome
@ Select Data Source Eisployineine;
SLIRFoones
@ Specify Digplay Name
@ Choose lssuance MNotes:

Authorization Rules
@ Feady toAdd Trust
@ Finish

| < Previouz || Mext » || Cancel || Help |

Noem de connectie SURFconext en klik op “Next”. Er is geen expliciete SURFconext acceptie
omgeving met eigen metadata. Deze aansluiting zal na technische goedkeuring van SURFnet
“productie” status krijgen en hiervoor is geen aanpassing in de metadata nodig.

O Add Relying Party Trust Wizard =]
Choose Issuance Authorization Rules

Steps Issuance authorization rules determine whether a user is permitted to receive claims for the relving party.

@ “welcome Chaose one of the following options for the iritial behavior of this relying party's issuance authorization
tules.
@ Select Data Souice

@ Specify Display Name (®) Pemit all users to access this relving party

The issuance authorization riles will be configured to permit all users to access this relping party. The

@ Choose lssuance 1elying party service or application may stil deny the user access.

Authorization Rules
@ Ready toAdd Trust (O Deny all users access to this relving party

@ Finish The issuance authorization rles will be configured to deny all users sccess to this relying party. ou must
later add izsuance authorization rules to enable any users to access this relying party.

You can change the issuance autharization rules for this relying party trust by selecting the relving party
tiust and clicking Edit Claim Rules in the Actions pane.

| < Previous H Mext » H Cancel H Help ‘

Selecteer hier “Permit all users to acces this relying party” tenzij anders gewenst.
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E
Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Dizplay Name

@ Choose lssuance
Authonization Rules

@ FReady to &dd Trust
@ Finish

Klik op “Next”.

Finish

Steps

@ ‘Welcome

@ Select Data Source

@ Specify Display Mame

@ Choose lssuance
Autharization Rules

@ Ready to Add Trust
@ Finish

Add Relying Party Trust Wizard -

The relving party trust has been configured. Review the following settings, and then click Next to add the
relying party trust to the A0 FS configuration database.

Monitaring | |dentifiers I Encryption I Signature | Accepted Claims I Organization I Endpoints I Nl

Specify the monitoring settings for this relying party trust

Fielying party's federation metadata URL:

hitps: /fengine. surfconest.nlfauthentication/sp/metadata/F ederationtd etadata/ 2007-06Federation]

This relying party's federation metadata data was last checked on:

1142172014
This relying party was last updated from federation metadata on:
11212014
< Previous | | MNext > | | Cancel | | Help
Add Relying Party Trust Wizard -

The relying party tiust was successfully added to the AD FS configuration databage.

You can maodify this relying party trust by uzsing the Properties dialog box in the A0 F5 Management snap-in.

[] Open the Edit Claim Rules dislog For this relying party tust when the wizard closes

Close

Klik op “Close”. Als het vinkje voor “Open the Edit Claim Rules dialog for this relying party trust
when the wizard closes” aangevinkt blijft zal direct de hieronder beschreven “Edit Claim Rules”
dialoog geopend worden.
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€ File  Action View Window Help

«=| 5= BE

[ ADFS

4 [ Service
| Endpuoints
[ Certificates
7] Clairm Descriptions

4 [ Trust Relationships
7] Claims Provider Trusts
7 Relying Party Trusts
7] Attribute Stores

Enabled

Identifier

| Update fram Federation Metadata..,

uthenti

Edit Clairn Rules...

Disable

Properties

Delete

Help

Relying Party Trusts | Actions

Add Relying Party Trust..,

Wietw

Mew Windou fram Here
@ Refresh

n Help

Update frorm Federation Metadata, .,
Edit Claim Rules...
Disable
Froperties
K Delete
n Help

Edit claitn rules for the selected relying party trust

Nu kunnen de claim rules gedefinieerd worden door met de rechtermuis knop op de “Relying Party
Trusts” te klikken en “Edit Claim Rules...” te kiezen.

Claim Rules toevoegen

Vanaf hier zijn de Windows Server 2012 en 2012R2 installatie weer identiek.

lssuance Transfom Rules | |ssuance Autharization Rules | D elegation Authorization Rules |
The following tranztom rules specify the claims that will be zent to the relying party.
Order  Rule Name Iszued Claims
AddRule.. | | EdiFule.. | | Remove Fule.
Ok | | Cancel | | Apply | | Help
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Om informatie over gebruikers aan SURFconext door te geven zullen we Claim rules toe moeten
voegen. We beginnen met de eenvoudigste vorm: het transformeren van LDAP (AD) attributen naar

SURFconext attributen.

Klik op “Add Rule...”

I Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for the claim wle that you want to create from the following list. The description
@ Choose Fule Type provides detalls about each claim ule template
@ Configure Claim Fule Claim rule template:

Send LOAP Attributes as Claims

Claim rule template description:

Using the Send LDAP Attribute &= Claims il template pou can select attributes from an LDAP attribute
store such as Active Directory to send az daims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule tvpe. Far example, you can use this wle template ta
create a rule that will extract atiribute values for authenticated users from the displapM ame and
telephonet umber Active Directory attributes and then zend thoge values as wo different outgaing
claimz. This rule may also be used to send all of the user's group memberships. 1f you want to anly send
individual group memberships, use the Send Group Membership ag a Claim rule template.

Tell e more about this rule termplate. .

< Previous | Mewt >

Cancel | ‘ Help ‘

Selecteer “Send LDAP Attributes as Claims” en klik op “Next”. Hiermee geven we bestaande

attributen in AD uit als Federatie attributen naar SURFconext.

[ Add Transform Claim Rule Wizard
Configure Rule

Steps

“YY'ou can configure this rule to send the values of LDAP attributes as claims. Select an attribute stare from

@ Chooze Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

issued from the rule.
@ Configure Clairm Rule
Claim rule name:

AD Attributen

Rule template: Send LDAP Attibutes as Claims

Attribute store:

Active Directory w

Mapping of LDAP attributes ta autgoing claim types:

I;g:ﬁ:;g;‘bme [Select o type to Outgoing Claim Type [Select or tupe to add more)
User-Principal-M ame & |Mame 1D v
SAM-Account-Name || urremnace: dir attribute-def uid v
Digplay-Mame w | uircmace: dir; attribute-def displayM ame w
» E-Mail-&ddresses || urremace: dir attribute-def:mail v
* ] v
| < Previous | | Finish Cancel | | Help |

Geef de rule een naam “AD Attributen”, kies “Active Directory” als Attribute store” en voeg een

voor een de volgende Mappings toe:

LDAP Attribute

Outgoing Claim Type

User-Principal-Name

Name ID

SAM-Account-Name

urn:mace:dir:attribute-def:uid

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2

(21/62)



Display-Name urn:mace:dir:attribute-def:displayName

E-Mail-Addresses urn:mace:dir:attribute-def:mail

Kies “Finish”.

Vervolgens willen we voor iedereen het schacHomeOrganization met een vaste uitgaande waarde
configureren. We doen dit door deze claim afhankelijk te laten zijn van lidmaatschap van de groep
“Domain Users” (waar iedereen lid van is, als het goed is).

Selecteer weer “Add Rule...”
v Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim le that you want ta create from the following list. The description

@ Choose Rule Type provides detals about each claim rule template.

@ Configure Claim Rule Claim rule templats:

Send Group Membership as a Claim W

Claim rule template description:

Using the Send Group Membership as a Claim rule template you can select an Active Directory security
group to send az a claim. Only a single claim will be emitted from this rule, bazed on the group selected
For example, you can use this rule template to create a rile that will send a group claim with a value of
“dadmin'' if the user iz a member of the "Domain Adming'’ security group.  This rule template should only
be uzed for ugers of the local Active Directory Domain,

Tell me rmore about this nule termplate...

< Previous | Mert > H Cancel || Help |

En selecteer “Send Group Membership as a Claim” en klik op “Next”.

L] Add Transform Claim Rule Wizard -
Configure Rule

Stepe “fou can configure this rule to send a claim based on a user's Active Directory group membership. Specify
@ Chooze Rule Type the group that the user is a member of. and specify the outgoing claim type and value to issue.

@ Configure Claim Rule Claim rule narne:

schacHomelrganization

Flule template: Send Group Membership as a Claim
Uszer's group:

[WIND\D omain Users | [ Browse

Outgoing claim ype:

|um:maca:terema.olg:attnbute-def:schacHomeDrgamizat\on W |

Unzpecified

Outgoing claim value:

wind. surfret. rl

‘ < Previous | | Finizh | | Cancel ‘ ‘ Help |

Noem de rule “schacHomeOrganization” selecteer User's group “Domain Users”, Outgoing claim
type “urn:mace:terena.org:attribute-def:schacHomeOrganization” en Outgoing claim value de DNS
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domeinnaam van de instelling (bijvoorbeeld 'surfnet.nl'). Klik op “Finish”.

Nu gaan we twee rules toevoegen die beide een andere waarde voor hetzelfde attribuut
(eduPersonAffiliation ) uitgeven afhankelijk van de groep waarin de gebruiker zit.

Selecteer “Add Rule...” en weer “Send Group Membership as a Claim” en klik op “Next”.

a

Configure Rule

Steps
@ Chooze Rule Type
@ Configure Claim Rule

Add Transform Claim Rule Wizard

Y'ou can configure this rule to gend a claim bazed on a uger's Active Directory group membership. S pecify
the group that the uger is a member of, and specify the outgoing claim wpe and value to issue.

Claim rule name:

eduPersondffiiation [employes]

Rule template: Send Group Membership as a Claim

Usger's group:

|\-\-"IND\M edewerkers | Browse...
Outgoing claim type:

| urrirnace;dir: attribute-def eduPersond filiation v |
Unzpecified

Outgoing claim value:

| employes

| < Previous | |

Geef de Claim rule name “eduPersonAffiliation (employee)”, kies als User's group de AD groep

voor alle medewerkers en Outgoing claim type “urn:mace:dir:attribute-def:eduPersonAffiliation”.
Geef als waarde voor Outgoing claim value “employee”. Klik op “Finish”.

Selecteer nogmaals “Add Rule...” en weer “Send Group Membership as a Claim” en klik op

“Next”.
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Y7 Add Transform Claim Rule Wizard -

Configure Rule

Steps “ou can configure this rule to send a claim based on a user's Active Directory group membership. Specity
@ Choose Rule Type the group that the user is a member of, and specily the outgoing claim type and value to issus.
@ Canfigure Claim Rule Claim rule narne:

eduPersondffiiation (student]

Rule template: Send Group Membership as a Claim
User's group:

[WIND G tudenten | [ Browse. |

Outgoing claim kype:

|um:mace:d\r:altnbute—del:eduF'ersonAffiIiation v |

Unspecified

Outgaing claim value:

|sludeml1

| < Previous ‘ | Finish | | Cancel | ‘ Help |

Noem de rule “eduPersonAffiliation (student)”, kies als User's group de AD groep waar alle
studenten in zitten en Outgoing claim type “urn:mace:dir:attribute-def:eduPersonAffiliation”.
Selecteer als Outgoing claim value de waarde “student”. Klik op “Finish”.

Het eduPersonEntitlement attribuut wordt door SURFConext gebruikt om toegang te verlenen tot
de TCS dienst. Als het atribuut de waarde “urn:mace:terena.org:tcs:personal-admin” bevat mag de
gebruiker hier gebruik van maken. We gaan de uitgifte van dit attribuut en deze waarde koppelen

aan lidmaatschap van de AD groep “Admins”.

Selecteer nogmaals “Add Rule...” en weer “Send Group Membership as a Claim” en klik op

“Next”.
Y7 Add Transform Claim Rule Wizard -

Configure Rule

Steps *Y'ou can configure thiz rule to zend a claim based on a user's Active Directory group membership. Specify
@ Choose Rule Type the group that the user is a member of. and specify the outgaing claim tppe and value to issue.
@ Configure Claim Rule Claim rule name:

eduPersorEntitlement [admin]

Rule template: Send Group Membership as a Claim
User's group:

[WIND & dimins | [ Bromse.. |

Qutgaing claimn type:

‘um mace:dir attribute-def eduPersonE ntilement v ‘

Unzpecified

Outgoing claim value:

e mace:terena ong-tes: personal-admin

| < Previous | ‘ Finish | ‘ Cancel ‘ | Help ‘

Noem de rule “eduPersonEntitlement (admin)” en kies de AD groep waar alle beheerders lid van
zijn. Geef Outgoing claim type “urn:mace:dir:attribute-def:eduPersonEntitlement” en de Outgoing
claim value de waarde “urn:mace:terena.org:tcs:personal-admin”.
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Het Claim Rules overzicht zou er nu ongeveer zo uit moeten zien:

[ Edit Claim Rules for SURFconext

_I:I-

Issuance Transform Rules | |zsuance Authorization Fules I Dielegation Autharization Rules |

The following transform rles specify the claims that will be sent to the relying party.

Order  Rule Mame

AD Attributen
zchacHomeOrganization
eduPerzondffiliation [employes)
eduPerzondffiliation [student)
eduPerzonE ntitlement [admin]

[ I

lzsued Claims

Marne [0 urm:mace:di attr...
urn:mace:terena. org; attrib. ..
urrcmace: dir: attribute-def:...
urrcmace: dir: attribute-def:...
urrcmace: dir: attribute-def:...

+
\ 4
| Ok || Cancel || Apply || Help

Als alles klopt, klik op “OK”.

I Dashboard

I Local Server

fli All Servers

il ADDs

&% ADFS

& DNS

¥§ File and Storage Services P
o s

Server Manag

=

WEL

2

WH

LEA|

&
Server Manage

IE2 Dashboard WELCC

i Local Server
ii All Servers
i§ ADDs

=% ADFS QUICK
&5 DNS

ii File and Storage Services B

WHAT

LEARN

Zo horen het Dashboard van een Windows Server 2012 (links) en Windows Server 2012R2 (rechts)

er na installatie uit te zien. Let op het verschil dat IIS niet geinstalleerd is onder 2012R2.

Controleer onder Windows Server 2012 of er een IIS service geinstalleerd is met een default Web
Site waaronder de applicatie(s) adfs/lIs te vinden zijn.
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o » ADFS2-A481 » Sites » DefaultWeb Site »

Wiew  Help

“ Default Web Site Home

» 0 Go - Show Al | Group by Avea LFER

% Start Page e
a ‘ﬂ ADFSZ-A48] MYIMDVWAministr '
£} Application Pools ASP.NET
a.[&] Sites ) €
2 €9 Default Web Site "& @
4. adfs MET MET
N @ Authorizat.. Cornpilation

b1 aspnet_client
= &

Connection  Machine Key
Strings

R 9

Authentic.,., Compression

Logging  MIME Types

Management

Configurat...
Editor

k4
MET Error MET
Pages Globalization

HF @&

Pages and Providers

Cantrols
Default Directory
Document  Browsing
a0
Modules Output
Caching

)

{MET Profile  .METRoles  MET Trust

Lewels
&

Session State SMTP E-mail

& 2

Error Pages Handler HTTP
Mappings  Redirect
=
o=
Request  SSL Settings
Filtering

MET Users

HTTP
Respon...

Application
Settings

b

IS4P Filters

~
)

et viow | Centantien

ﬂ Explore
Edit Permissions..
Edit Site
Bindings...
Basic Settings...
Wiew Applications
Wiew Virtual Directories
Manage Website '@
z Restart
P Start
B Stop
Browse Website
E] Browse *:80 (http)
] Browse 443 (https)
Advanced Settings...
Configure

Lirnits...

@ Help

Online Help

Let op: onder Windows Server 2012R2 ontbreekt deze stap!
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ADFS Configuration Wizard 2012R2

De ADFS installatie Wizard zie er onder Windows Server 2012R2 anders uit. We pakken hier de
draad na installatie van de “ADFS Role” zoals hierboven beschreven op.

[= Active Directory Federation Services Configuration Wizard I;Ii-
. . . . TARGET SERVER
Connect to Active Directory Domain Services adfs3-asiwind.surfnetnl

Specify an account with Active Directory domain administrator permissions to perform the
federation service configuration.

WINDVAdministrator (Current user)

Kies voor een AD Administrator account waarmee de rest van deze Wizard voltooid zal worden en
klik op “Next”.

= Active Directory Federation Senvices Configuration Wizard = [ = -
S _l; S - P t . TARGET SERVER
pem y gervice roper 125 adfs3-aai.wind.surfnet.nl
S5L Certificate: | login3.wind.surfnet.nl | v| | Import...
View
Federation Service Name: | login3.wind.surfnet.nl | v|

Example: fs.contaso.com

Federation Service Display Name Login3 SJRFned

Users will see the display name at sign in.
Example: Contoso Corporation

| < Previous || Mext » | Configure

Kies het vooraf geinstalleerde SSL certificaat waarmee de ADFS dienst ontsloten zal worden en een
handige “Display Name” (bijvoorbeeld Login SURFnet). Klik op “Next”.
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. - TARGET SERVER
Specify Service Account adfs3-aai.wind.surfnetnl

| A, Group Managed Service Accounts are not available because the KD5 Root Key has not been set. Use the foll... Show more x

Welcome 3 . .

Specify a domain user account or group Managed Service Account,
Connact to AD DS . .

(_) Create a Group Managed Service Account
Specify Service Proparties

Account Name: WINDY

Specify Service Account
Spacify Database

(®) Use an existing domain user account or group Managed Service Account

Account Name: WIND\Administrator Clear | | Select..
Account Password: sessssenene
| < Previous | | Next > | | Configure | | Cancel |

De waarschuwing in de gele balk kan opgelost worden door op “Show more” te klikken en het
voorgestelde commando “Add-KdsRootKey -EffectiveTime (Get-Date).AddHours(-10)” in een
Powershell uit te voeren. Kies voor een eenvoudige installatie een domain Administrator account
voor het installeren van de ADFS service. Er kan ook gekozen worden voor een “Group Managed

Account”.

. - - TARGET SERVER
Specify Configuration Database adfs3-aaiwind.surfnetnl

Welcome

Specify a database to store the Active Directory Federation Service configuration data.
Connact to AD DS

(®) Create a database on this server using Windows Internal Database.
Specify Service Properties

Specify Service Account O Specify the location of a SQL Server database.

Specify Database

Database Host Name:
Review Options

Pra-requisite Checks Database Instance:

To use the default instance, leave this field blank.

‘ < Previous | | Mext > | ‘ Configure | | Cancel |

Selecteer “Create a database on this server using Windows Internal Database.” en klik op “Next”.
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. - TARGET SERVER
ReVIeW Opt‘ons adfs3-aai.wind.surfnet.nl
Welcome Review your selections:
Connectto AD DS This server will be configured as the primary server in a new AD FS farm 'login3.wind surfnetnl’.

Specify Service Properties

Specify Service Account
pecify Windows Internal Database feature will be installed on this server if it is not already installed.
Specfy Databaze

AD FS configuration will be stored in Windows Internal Database,

Federation service will be configured to run as WIND\Administrator.

Pre-requisite Chacks

These settings can be exported to 2 Windows PowerShell script to automate
additional installations

< Previous || Mext > | ‘ Configure || Cancel |

Klik op “Next”.

. TARGET SERVER
Pre-requisite Checks adfsd-asiwind.surfnetanl

| ® Al prerequisite checks passed successfully, Click "Configure’ ta begin installation, Show mare x

Welcome

Prerequisites must be validated before Active Directary Federation Services is configured on this
Connect to AD D5 computer.

Spedify Service Properties Rerun prerequisites check

Specify Service Account

Specify Database ~ View results

Review Cptions @ Prerequisites Check Completed

° All prerequisite checks passed successfully. Click ‘Configure’ to begin installation.

<pravicus | | nests | [ confiure | [ Camcal

Klik op “Configure”.
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Results TARGET SERVER

adfs3-aai.wind.surfnet.nl

| ® This server was successfully configured Show more x

 View detailed operation results

MNext steps required for completing your federation service deployment

| < Previous | | Next » | | Close | | Cancel

Wacht tot de installatie voltooid is en Klik op “Close”.

Start de ADFS Management Snap-in,

i File  Action  View ‘indow Help

—|& =
=7 B
o= [rors e e
b [ Service i ii
B Trust Relationships OVeNieW I
b [ Authentication Palicies Add Relying Party Trust...
AD FS provides single-sign-on [S50) access for client computers. ) )
Add Clairns Provider Trust.,
Lean More Add Attribute Store..,
Configuing Trust Relationships Edit Federation Service Properties..
Configuring Authentic ation Policies Edit Published Claims
Troubleshooting A0 F5 Revoke All Proxies
AD F5 Help Wiew »

Mew Window from Here
| Refresh

EH Help

en selecteer “Add Relying Party Trust...” aan de rechter kant onder “Actions” of navigeer aan de

linkerkant naar “Relying Party Trusts” en selecteer met de rechtermuis knop “Add Relying Party
Trust...” zoals hieronder.
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5 File  Action  View Window Help

- || %
e8| 2
[ ADFS Relying Party Trusts | Actions
s B T e DilyHore Endled | Tipo | dener (RebyngParyTnsts =
4 rust Relationsnips Device Registration Service Yes WS-T.. urrems-drs logind. wind, surfnet.nl
7 Claitnis Prowider Trusts Add Relying Party Trust..,
_ Relying Party Trusts Add Non-Claims-&ware Relying Party Trust..,
] Attribute Stores | Add Relying Party Trust.., v N
- - e
b [ Authentication Policies Add Non-Claims-fuware Relying Party Trust...
Mews Windaw from Here
View 3
Refresh
Mew Wind our from Here
Help
Refresh
Help

Audd a new relying party trust to the configuration database

Welcome

Steps Welcome to the Add Relying Party Trust Wizard

@ Welcome . ] ) . . ; .
Thiz wizard will help you add a new relving party trust to the 4D F5S configuration database. Relying parties

@ Select Data Source congume claims in security tokens that are isswed by this Federation Service to make authentication and

. . autharization decisions.
@ Configure Multi-factor

Authentication Mow? The relying party trust that thiz wizard creates defines how this Federation Service recognizes the relying

Ch | party and izzues claims to it You can define izsuance transform rules for izsuing claims ta the relying party
® Lhoose Issuance after you complete the wizard,
Autharization Rules

@ Ready toAdd Trust
@ Finish

< Previous | | Start | | Cancel

Klik op “Start”
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i Add Relying Party Trust Wizard -
Select Data Source

Steps Select an option that thiz wizard will uze to obtain data about this relying party:
@ ‘Welcome . . .
(® |mport data about the relving party publizhed online or on a local network

@ Select Data Source . . . " . L .

Usze this option to import the neceszary data and certificates from a relying party organization that publishes
@ Configure Multi-factor itz federation metadata online or on a local network.

Authentication Now? .
Federation metadata address [host name or LIRL]:

@ Choose lssuance

Autharization Bules hittps: //enging. surfconest. nl/authertication/sp/metadat
@ PFeady toAdd Trust Example: fz.contozo.com or https:/Awww. contoso.comdapp
@ Finish ) Import data about the relving party from a file

Use this option to import the necessary data and certificates from a relying party organization that haz
exported its federation metadata to a file. Ensure that thiz file iz from a trusted gource.  Thiz wizard will not
validate the source of the file.

Federation metadata file location:

Browse...

) Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization.

|<F'revi0us || Mext » || Cancel |

Selecteer “Import data about the relying party published online or on a local network” als de server

toegang tot het internet heeft en geef als Federation metadata address

“https://engine.surfconext.nl/authentication/sp/metadata” op. Als de server geen toegang tot het
internet heeft kan deze metadata ook op een andere computer opgehaald worden en hier middels

“Import data about the relying part from a file” optie geimporteerd worden.

L Add Relying Party Trust Wizard 1

Specify Display Name

Steps Enter the dizplay name and any optional nates for this relying party.
@ Welcome Dizplay name:
@ Select Data Source SURFcones]

@ Specify Dizplay Name Mates:

@ Configure Multi-factor
Authentication Mow?

@ Choose lssuance
Autharization Rules

@ Ready toAdd Trust

@ Finish

| < Previous | | Mest > | | Cancel

Kies als Display name “SURFconext” en Klik op “Next”.
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i

Steps

@ "Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multi-factor
Authentication Now'?

@ Choose lssuance
Authorization Rules

@ Ready to Add Trust
@ Finish

Add Relying Party Trust Wizard -

Configure multi-factor authentication settings for this relying party trust. kulti-factor authentication is required if
there iz a match for any of the specified requirements.

ulti-factar Authentication Global Settings
Requirements Users/Graups MNat configured
Device Mot configured
Location Mot configured

(®) | do ot want to configure multi-factor authentication settings for this relying party trust at this time,

() Configure multi-factor authentication settings for this relying party tust.

You can alzo configure multifactor authentication settings for this relying party tust by navigating to the
Authentication Policies node. For mare information, see Configuring Authentication Policies.

| < Previous || Next » H Cancel |

Selecteer voor een eenvoudige installatie zonder “multi-factor authentication” voor “I do no want to
configure multi-factor authentication settings for this relying party trust at this time” en Klik op

“Next”.

)

Add Relying Party Trust Wizard -

Choose Issuance Authorization Rules

Steps

@ ‘wWelcome

@ Select Data Sowce
@ Specify Digplay Mame

@ Configure Multi-factor
Authentication Mow?

@ Choose lssuance
Autharization Rules

@ Ready to Add Trust
@ Finizh

Selecteer “Permit all users to acccess this relying party” indien gewenst en Klik op “Next'.

|3suance autharization rules determine whether a user is permitted ta receive claims for the relying party.
Choose one of the fallowing optians for the initial behavior of this relying party's issuance authorization rules.

Permit all uzers to access this relying party

The izsuance authorization rules will be configured to permit all users to access this relving party. The relwing

party service or application may stil deny the user access.

O Deny all users access to this relying party

The izsuance autharization rules will be configured to deny all users access ta this relying party. Y'ou must
later add izsuance authorization rules to enable any users to access this relying party.

‘Y'ou can change the issuance authorization riles for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane

| < Previous | | Next > ‘ | Cancel
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(% Add Relying Party Trust Wizard -
Ready to Add Trust

Steps The relying party trust has been configured. R eview the following zettings, and then click Mest to add the
‘Welcome relying party trust to the A0 FS configuration databaze.

Select Data Source

Moritoring | |dentifiers | Encryption | Signature | Accepted Claims | Organization | Endpoints | Mot € [
Specify Dizplay Mame

Specify the monitoring settings for this relying party trust,
Configure kulti-factor
Authentication Mow?

Relying party's federation metadata URL:

https: //engine. surfconest. nld authentication/sp/metadata/F ederationkd etadata/2007-06/F ederationtd e
Choose |ssuance

Authorization Rules

Feady to Add Trust

@ Finish
Thiz relying party's federation metadata data was last checked on:
11/21/2014
Thiz relying party was last updated from federation metadata on:
11/21/2014
< Previous | | st = | | Cancel
: “« ”»
Klik op “Next”.
i Add Relying Party Trust Wizard -
Finish
Steps The relying party trust was successfully added to the AD FS configuration database
@ Welcome

You can madity this relying party trust by using the Properties dialog box in the AD FS Management snap-in
@ Select Data Source

@ Specify Display Mame

5 Conii Multi-fach ["] Open the Edit Claim Rules dialog for this relving party trust when the wizard closes

@ Configure Multi-factor
Avthentication Mow?

@ Choose lssuance
Avthorization Rules

@ Ready toAdd Trust

Cloze

Klik op “Close”. Als het vinkje voor “Open the Edit Claim Rules dialog for this relying party trust
when the wizard closes” aangevinkt blijft zal direct de hieronder beschreven “Edit Claim Rules”
dialoog geopend worden. Anders kunnen de claim rules gedefinieerd worden door met de
rechtermuis knop op de relying party te klikken en “Edit Claim Rules...” te kiezen. Ga daarvoor
naar “Claim Rules toevoegen” terug in het Windows Server 2012 hoofdstuk.
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ADFS Proxy installeren

Omdat de installatie van de ADFS proxy onder Windows Server 2012 en 2012R2 erg veel verschilt
van elkaar, is deze voor beide servers van begin tot eind beschreven. Hieronder volgt de uitleg voor
Server 2012, daarna komt Server 2012R2.

Algemeen

Het is belangrijk dat de ADFS Proxy de ADFS server onder de voor de ADFS service gekozen DNS
naam kan bereiken. De Proxy zelf moet echter onder dezelfde naam voor de buitenwereld (het
internet) bereikbaar zijn. Hiervoor kan een split-DNS (zie verklarende woordenlijst) configuratie
ingericht worden. Als dat niet mogelijk is, moet de Proxy op een andere manier verteld worden wat
het IP adres van de ADFS server is. Dat kan met behulp van de hosts file
(C:\Windows\System32\Drivers\etc). Voeg hiervoor een regel toe met vooraan het fysieke adres van
de ADFS server en daarachter de servicenaam waaronder de ADFS dienst beschikbaar is:

= hosts - Notepad Iili-

File Edit Format View Help
# Copyright {c) 1993-2809 Microsoft Corp.
#

# This i1s a sample HOSTS file used by Microsoft TCR/IP for Windows.

#

# This file contalns the mappings of IP addresses to host names. Each

# entry should be kept on an indiwvidual line. The IP address should

# be placed in the first column follawed by the correspeonding host name.
# The IP address and the host name should be separated by at least one

# space.

#

# Additionally, comments {(such as these) may be inserted on indiwvidual
# lines or following the machine name dencted by a "#' symbol.
#

# For example:

#

# 182.54.94.97 rhino.acme.com # source serwver
# 38.25.63.19 M. acme, com # % client host
# localhost name resolution i1s handled within DNS itself.

# 127.8.9.1 localhost

# H localhost

145.8.6.22 login2.wind.sur‘fnet.nl|

Let op: dit bestand is alleen als Administrator te bewerken. Start hiervoor een Notepad op onder
“run as Adminstrator” conditie.

ADFS Proxy installeren onder Windows Server 2012

Kies in het Server Manager Dashboard weer voor “Add roles and features” en klik zoals hiervoor
beschreven door de eerste schermen en selecteer wederom “Active Directory Federation Services”:
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DESTIMATION SERVER
Select server roles WIN-SKSFFNPFALS
Before You Bagin Select one or more roles to install on the selected server,
Installation Type Roles Deseription
Server Selection i i i
[] Active Directory Certificate Services al ?;SEE;?J;Z:;?:E;:: :E::::
[] Active Directory Domain Services identity federation and Web single
Faatures ederation Services sign-on (550) capabilities. AD FS
ADFS Active Directory Lightweight Directory Servi includes a Federation Service that
a NE rectery IF =g rectory ErffI(ES enables browser-based Web 550, a
Role Services [[] Active Directory Rights Management Services Federation Service Proxy to
Web Server Role (IIS) [[] Application Server customize the client access
. DHCP 5 = experience and protect internal
Role Services J =reEr resources, and Web Agents used to
Canfirmation (1 DNS Server provide federated users with access
[] Fax Server to internally hosted applications.
> [m] Filz And Storage Services (Installed)
O Hyper-y
[] Metwork Policy and Access Services L
[] Print and Document Services
[7] Remote Access
] Remaote Desktop Services —
v
‘ < Previous | | Next > | | Install | | Cancel |

Klik op “Next” tot de AD FS Role services gekozen kunnen worden en selecteer “Federation
Service Proxy”:

DESTINATION SERWER
WIN-12525M0J405

Select role services

Before You Begin Select the role services to install for Active Directory Federation Services

Installation Type
Server Selection

Server Roles

Features
ADFS

Role services

[] Federation Service
4[] ADFS 1.1 Web Agents
[] AD F5 1.1 Claims-aware Agent
[] AD FS 1.1 Windows Token-based Agent

Deseription

Federation Service Proxy collects
user credentials from browser clients
and Web applications and forwards
the credentials to the federation
service on their behalf,

Rt 5
Web Server Role (II5)
Role Services

Confirmation

| < Previous | | Mext » | | Install | | Cancel |

Accepteer de afhankelijkheden door “Add Features” te kiezen en klik op “Next”.
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Befors You Bagin
Installation Type
Servar Sslection
Server Roles
Features

ADFS

Role Services

Role Services

Confirmation

DESTINATION SERVER

Web Server Role (”S) WIN-19525N0J40S

Web servers are computers that let you share information over the Internet, ar through intranets and
extranets, The Web Server role includes Internet Information Services (115) 8.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IS 8.0, ASP.NET, and Windows
Communication Foundation,

Things to note:
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer,

* The default installation for the Web Server (lIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression,

More information about Web Server lIS

<previous | | Net> | | nstal || cancel

Klik op “Next”.

Select role services

Befors vou Begin
Installation Typs
Server Selection
Server Roles
Features

ADFS

Role Services

Web Server Role (15)

Confirmaticn

DESTIMATION SERWER
WIN-1P52EM0I405

Select the role services to install for Web Senver (115)

Role services Deseription
7 A Web Server provides support for
HTML Web sites and optional
4 Common HTTP Features support for ASP.NET, ASP, and Web
Default Document = server extensions. You can use the

- - Web Server to host an internal or
v| Directory Browsi
v " external Web site or to provide an

HTTP Errors N environment for developers to
Static Content create Web-based applications,
HTTP Redirection
[[] WebDAY Publishing
4 Health and Diagnostics
HTTP Logging
[[] Custom Logging
[] Logging Tools
[[] ODBC Logging
[] Request Monitor

— V]
<l " [ [>]

<Previous | [ Mext> | | sl | [ Cancel

Klik op “Next”.
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. . . DESTIMATION SERVER
Confirm installation selections WIN-19525N0I4QS
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
server selection Optional features (such as administration tocls) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
server Roles their check boxes.
Features
AD FS MET Framework 4.5 Features kad
) ASP.NET 4.5
Role Services =
WCF Services
Web Server Role {1IS) HTTP Activation ||
Role Services
Active Directory Federation Services
Federation Service Proxy
‘Web Server (IIS)
Management Tools
115 Management Conscle
Web Server ™M
Export configuration settings.
Specify an alternate source path
| < Previous | | Next > | | Install | | Cancel |

Kies indien gewenst “Restart the destination server automatically if required” en Klik op “Install”.

DESTINATION SERVER

Installation progress WIN-15525N01QS

View installation progress

o Feature installation
L |
Installation started on WIN-1PS25N0J4QS

.NET Framework 4.5 Features
ASPNET 4.5
WCF Services =
HTTP Activation
Active Directory Federation Services
Federation Service Proxy
Web Server (IIS)
Management Tools
1IS Management Console

Web Server

Annlication Develonment

[>]

L<]

You can close this wizard without interrupting running tasks, View task progress or open this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | ‘ Mext > | | Close | | Cancel

Wacht eventueel de installatie af en Klik op “Close™.
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[ Server Manager

Server Manager *» Dashboard

1, Post-deployment Configura... | ot

i Dashboard WELCOME TO SERVER MANAGER o

= Configuration required for Federation Service Proxy
Local Server oty 9 L
i at WIN-1PS25N0J405

i All Servers . -
CO I'Thg LIIe Run the AD FS Federation Server Proxy Configuration
Wizard

=t ADFs
¥E File and Storage Services b QUICK START ﬂ ——————
o s 2 Addrole Configuration required. Installation succeeded on
WIN-1PS2SNOMOS.
3 Addoth Add Roles and Features
WHAT'S NEW

4 (Create g Task Details

5 Connect this server to cloud services
Hide

LEARM MORE

ROLES AND SERVER GROUPS

Roles: 3 | Server groups: 1 | Servers total: 1

Y = File and Storage -
29 ADFS 1 R 9 1 o 11s 1
@ Manageability @ Manageability @ Manageability |
Events Events Events
Services Performance Services
Performance BPA results Performance
BPA results BPA results

Na installatie verschijnt een Post-deployment alert “Configuration required for the Federation
Service Proxy at ...” in het Server Manager Dashboard. Klik op deze link.
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e Server Manager

Server Manager *» Dashboard -@ I ['A Manage  Tools

2% Dashboard WELCOME TO SERVER MANAGER

B Local Server

s AIs . .
-'; AD :swers o Configure this local server

g File and Storage Services P QUICK START
io s 2 Add roles and features
3 Add other servers to manage

WHAT'S NEW
4 Create a server group

Error .

Hide

LEARN MO The following component is required for running the configuration wizard, and it
is notinstalled or enabled: 3501 is not configured on the DefaultWeb Site in lI5,
Configure an 55L binding with an S3L certificate on the DefaultWeb Site,

ROLES AN
Roles: 3 | oK
2% ADFS 1 W e 1 @ s 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Performance Services
Performance EPA results Performance
BPA results BPA results

De Proxy configuratie vereist een geldig en werkend SSL certificaat in de zojuist geinstalleerde IIS
omgeving. Installeer hiervoor eerst het SSL certificaat dat ook op de ADFS Server geinstalleerd is
door het daar bijvoorbeeld als .pfx bestand te exporteren. Zie voor de installatie van een SSL
certificaat “Appendix A: Certificaat Installeren”.

Open vervolgens de IIS manager:
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ﬂ Explore
Edit Permissions..
~ Edit Site
Bindings..
Basic Settings...
Wiew Applications
Wiew Virtual Directories
Manage Website '@

o b OWIN-TPS2SNQMOS » Sites » DefaultMWeb Site »
Help
0 Default Web Site Home
W5 Start Page - =
Filter: - W Go - Showr All | Group by Area - 58~
-9 WIN-1PS2SMOMOS (WIN-1PS - & ! il E
L[5} Application Pools ASP.NET
- . s
a.[&] Sites ‘ f“ ,II\?) rET\ 4
+ 1@ Db S = & v L
B | aspnet_client MET MET WMET Error MET WMET Profile  \WETRoles  MET Trust  MET Users  Application
N Authaorizat,,  Compilation Pages Glohalization Lewels Settings
B & B R & &
Connection  Machine Key  Pages and Providers  Session State SMTP E-mmail z Restart
Strings Contrals B Start
s ~ B stop
@ b | @ & Browse Website
& /] d B8] Browse “80 (http)
Authentic.. Compression  Default Directory  Error Pages Handler HTTP HTTP 158P1 Filters
Docurnent  Browsing Mappings Redirect Respon.. Advanced Settings...
i L g . Configure
i E " o= v
JE R gl ﬁD o= a Limits...
Logging  MIME Types  Modules Qutput Request S5 Settings
Caching  Filtering @ Help
Online Help
Management -~
Configurat.,
Editor
<] m [> [ Features View |12 Content View
Ready ‘i
3 3 13 3 3 » [13 3 3 »
en kies voor de Default Web Site rechts bovenaan “Bindings...” onder “Edit Site”.
& Internet Information Services (11S) Manager = | =] =
® 0 ‘0 » WIN-TPSZSNOMQS b Sites » Defaulteb Site » ‘ = 5@ -
File  Wiew Help
Default Web Site Home _
“-' Il_“l |E Iﬂ. o ﬂ Explore
G Start Page Filter, « V6o - GShowall | Group by Area ot ez o e
€3 WIN-1PS2SNOMQS (IN-1PS, Edit Site
: @ Application Pools ASP.NET ~ Bind.
4@ Sites m. mgs....
4 € Default Web Site Bt
I -] aspret_client N t}lq = Host 1 r P Add Binding Inf Wiew Applications
uthoriz:
ype  Host Name ore ress inding Infarma il View Virtual Directaries
http 80 *
Manage Website '@
Connect| :‘, Restart
al
Browse Website
] Browse *80 (http)
Authenti
Advanced Settings
Configure
= Limits...
Loggin| o Help
Online Help
Manag -~
Configur;
Editor
<| m [> [ Features View |12 Content View
Ready
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Klik op “Add...”
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Site Bindings ?| x

IP address:
|https v| |AII Unassigned

[[] Require Server Name Indication

Host narne:

S5L certificate:

lagin2wind.surfriet.nl

Selecteer Type “https” en selecteer het eerder geinstalleerde SSL service certificaat en klik op
“OK”. De “Site Bindings” configuratie zou er nu als volgt uit moeten zien:

Type Host Name Port, IP Address Binding Informa... Add...
http 80 *

Klik op “Close”.

De ADFS Proxy Configuration Wizard kan nu opnieuw gestart worden vanuit het Server
Management Dashboard:
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g AD F5 Federation Server Proxy Configuration Wizard -

Welcome
Steps . ) . )
- Welcome to the AD FS Federation Server Proxy Configuration Wizard
@ ‘Welcome
@ Specify Federation Service Thig wizard helps you configure Active Directory Federation Services [AD FS) software on this computer,
Hame which getz up the computer as a federation server proxy. A federation server prosy redirects requests from

Intermet clients to federation servers that are behind a firewall on your corporate network.
@ FReady to Apply Settings .
Before you begin

@ Configuration Resuits @ A federation server and a federation server prosy cannot be configured on the same computer.

@ vou wil need the name of the Federation Service that has already been deployed in your
organization.

To continue, click Mest

< Previous Mext » || Cancel || Help

Klik op “Next”.

L% AD F5S Federation Server Proxy Configuration Wizard -

Specify Federation Service Name

Steps Specify the name of the Federation Service to which thiz federation server prosy will redirect client
@ ‘Welcome requests.
@ Specify Federation Service Federation Service name:

M ame

| loging. wind. surfnet.nl

® Ready to Apply Settings Example: fs.contoso.com

Configuration Result ) . . .
@ Lonfiguration Results [] Use an HT TP proxy server when sending requests to this Federation Service

HTTP prosy server address:

Example: hitp://prosy. contoso. com: 3000/

Test Connection

| < Previous | | Mext > | | Cancel | | Help |

Kies dezelfde DNS naam als de ADFS Server voor “Federation Service Name” en test eventueel de
connectie met de ADFS Server door op de knop “Test Connection” te klikken.
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L AD FS Federation Server Proxy Configuration Wizard =

Specify Federation Service Name

Steps Specify the name of the Federation Service ta which this federation server prosy will redirect client
@ ‘Welcome requests.
@ Specify Federation Service Federation Service name:

Mame

| loging. wind.surfnet.nl

® Ready to Apply Settings Example: fs.contoso.com

Configuration B esul: . . . .
@ Lonfiguration Restlts [[] Use an HTTP proxy server when sending requests to this Federation Service

HTTP proxy server addiess:

Example: http: //prosy. contoso. com: 9000/

T

AD FS Federation Server Proxy Configuration Wizard .

o The specified Federation Service was contacted successfully,

| < Previous || Mext > || Cancel || Help

Als deze test slaagt kan “OK” en “Next” gekozen worden.

G AD FS Federation Server Praxy Configuration Wizard 2%
Specify Federation Service Name

Steps
@ 'Welcome

@ Specily Federation Service Windows Security -
Mame -
login]
@ Ready to Apply Settings Enter Credentials
Enter the credentials that will be used to establish a trust between this
federation server proxy and the Federation Service,

@ Configuration Results

|wind\Admimstratnr |

Demain: wind

Conrnect a smart card

Plea

< Previous Mest » Cancel

Voer de gegevens van een domein Administrator in voor het eenmalig opzetten van de trust tussen
de Proxy en Server en klik “OK”.
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Y AD FS Federation Server Proxy Configuration Wizard -
Ready to Apply Settings

Steps The following settings will be configured for this federation server prosy:

@ Welcome

) . ) Stop the AD FS Windows service
@ Specify Federation Service

Name Establish trust with the Federation Service

@ Ready to Apply Settings Configure endpoints

@ Corfiguration Results L .
J Deploy browser signein ‘Web site
Start the AD FS Windows service

Create S5 Express Wiiter for use with backup solutions

Ta begin configuring this computer with these settings. click Mest.

< Previous ‘ | Mext > | | Cancel | | Help
: « ”»
Klik op “Next”.
(| AD FS Federation Server Proxy Configuration Wizard -
Configuration Results
Steps . . . "
The following settings are being configured.
@ Welcome
C k Stab
@ Specily Federation Service ompenen e
Mame )| Stop the AD F5 Windows service Caonfiguration finizhed
@ Ready to Apply Settings )| Establish trust with the Federation Service Configuration finished
@ Configuration Results “4| Configure endpaints Caonfiguration finizhed
)| Deploy browser sign-in Web site Configuration finizhed
)| Start the AD FS Windows service Configuration finished
4| Create W55 Express “Witer for use with backup solutions | Configuration finished

“You have successfully completed the AD FS Federation Server Proxy Configuration \wizard.

To close this wizard, click Close.

Cloze

Wacht tot de installatie voltooid is en klik op “Close”.

Surf te controle naar de ADFS service URL (zowel vanuit een plek die op de ADFS Server uitkomt
als vanaf een plek die op de Proxy uitkomt) en controleer de inhoud van de volgende URL:

https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml
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_I:I-

@k@‘ https:/flogind wind sufnet.nlfederationmetadata/2007- 06/federationmetadata,xml P-a c'| ﬂ:l} q.::.? @

2 login2wind.surfret.nl

wBTKPLffkaW CZvxFIDg0C+HnPUbSDROVEPxyIZE2I=BEyUAled3Tm24G/cRCvph/0eal c 5zP0wogg T WrdyeBdrLvhigEalmblL kRy3 JCYEz62M3we[AQqr 4
AddressThe e-mail address of the userGiven NameThe given name of the userNameThe unique name of the userUPNThe user principal name (UPN) of the
userCommon NameThe common name of the userAD FS 1 x E-Mail AddressThe e-mail address of the user when interoperating with AD FS 1.1 or ADFS

1.0GroupA group that th
hasSurnameThe surnam
display the titne and dat:
group SID of the userDe
userGroup SIDThe grou
nameThe domain accou
=domain=\=user=https:/
AddressThe e-mail adds|
uvserCommon NameThe
1.0GroupA group that t
hasSumameThe sumam| -
display the time and dat %
group SID of the userDe
userGroup SIDThe grou
nameThe domain accou
<domain=\=<user=https:/|

Back . T TT771e UPN of the user when interoperating with AD FS 1.1 or ADFS 1.0RoleA role that the user

Search using copied text  Cirl+Shift+L

Select all

All Accelerators

Create shortcut
Add to favorites..,

f the userName IDThe SAML natne identifier of the userAuthentication time stampUsed to
cation methodThe method used to authenticate the userDeny only group SIDThe deny-only
1ary SID of the userDeny only primary group SIDThe deny-only primary group SID of the
primary group SID of the userPrimary SIDThe primary SID of the userWindows account

t/2005/1ssuedtokenmixedasymmetricbasic2 36https://login? wind.surfhet nl/adfs/services/trust/
ne of the userNameThe unique name of the userUPNThe user principal name (UPI) of the
vlail AddressThe e-mail address of the user when interoperating with AD FS 1.1 or ADFS
ie UPN of the user when interoperating with AD FS 1.1 or ADFS 1.0RoleA role that the user
f the userName IDThe SAML name identifier of the userAuthentication time stampUsed to
cation methodThe method used to authenticate the userDeny only group SIDThe deny-only

v 1ary SID of the userDeny only primary group SIDThe deny-only primary group SID of the
primary group SID of the userPrimary SIDThe primary SID of the userWindows account

in2 wind surfhet nl/adfs/ls MIICTjCCAdag AwIBAgIQYV/UvBOves6dBZgl4+pzGgyANBgkql

format:emailAddressurn |

“iew source

at:persistenturn-oasis:names:tc:SAML:2 0:nameid-

format:transientMIIC7;(
format:email Addressurn

Inspect element
Encoding

Print..,
Print presiews..,
Refresh

Properties

4+pzGgjANBgkqhkiGIw0IBAQsFADAZMTEWLwYDVQQDEvEBREZTIEVuY3J5cHRpb24
y atpersistenturn-oasisinames:tc:SAML:2 0:nameid-format:transient

>

Deze URL dient zoals hierboven te zien is een XML document te bevatten. Als de browser geen

document laat zien kan met “View Source” het document in een editor getoond worden.
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o =S

@ httpsi/flagin2mwind.surf

2 login2mind.surfret.nl

w8 TKPIjffkaWCZvxFIDg0C+jnj
AddressThe e-mail address of the|
userCommon NameThe common
1.0GroupA group that the user is
hasSumameThe surname of the ul
display the time and date that the
group SID of the userDeny only g
userGroup SIDThe group SID of
nameThe domain account name o
<domain>\<user=https://login2 w|
AddressThe e-mail address of the|
userCommon NameThe common
1.0GroupA group that the user is
hasSumameThe surname of the ul
display the time and date that the
group SID of the userDeny only g
userGroup SIDThe group SID of
nameThe domain account name o
<domain>\<user=https://login2 w|
format:emailAddressum:oasis:naf
format:transientMIIC7jCCAdagA

format:emailAddressum:oasis:nag

3

File

po

https:/flogin2avind.surfnet.nl /ffederationmetadata/2007-06/federationmetadataxml - Criginal Source

Edit

kEntityDescriptor ID="_982a80@5-5e5a-478e-9705-1b9825d1141e” entityID="http://login2.wind.surfret.nl/adfs/services/trust” ~
smlns="urn :oasis :names rtc:SAML:2. @:metadata™><Signature smlns="http://uuw.u3. org/2000/09/3mldsiga"s <signedInfor<Canonicalizationtethod
Algorithm="http://waw. 3. org/ 200118/ sml -exc -c1an#¥" /><signaturedethod Algorithm="http://uwu.u3.org/ 2081/ 04/ xml dsig-more#rsa-shalse"/»<Reference
LURT="# 982a8085-5e55-478e-0785-1b9823d1141e"><Transforms><Transform Algorithm="http://uwu.w3. org/2000/@9/:mldsig#enveloped-signature”/>
<«Transform Algorithm="http:f/ www.w3.org/2081,/18/xml -exc -clan#" /></Trans forms»<Digesthethod
Algorithm="http:/fwuw. w3 . org/ 2001/ 84 smlencisha2Se” (> <DigestValues wETKPT  FFkallCZvxFlDgAC+inPUBSDRAVFP: ]y 1ZE2T= < /Digestyalues </ References
<fsignedInfor<signaturevaluer
BEyURlcdS7m24G/ cRCyph7@eale5zPausggTUrdyeBdrLvhIgEaImbLkRy 3] CYEZE2M3ne I AJqrhANCwrl FTab+bnCeesShruFe8clOMi 8EnDk LMd Lu+kagsF @vnGhNUTd@WHOOE / zEc+xh
+uhLHgIupkted1bla3enggnhCythQIEBrhuocwwigTAs/ ASmaH+t1PREIHACh 9158E 2ui RTx67p] @cShFnhKS61 kS UnTWrWSFIXhYUrScpackUHKEtPkizf av6H3NER jx50ak /RixvVEKILAn
paGuPheqtod fmadllmiPy bxaGAuLKe PENSIARBHCUIIG 74 pwCHbUcg==</Signaturevaluer<keyInfor<X50o0atar<{5@2Certificates
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Als deze test slaagt kan de metadata URL aan SURFnet doorgegeven worden zoals beschreven in
het hoofdstuk “Metadata doorgeven aan SURFnet”.

Op de ADFS Proxy is deze URL nu nog plaintext (http) beschikbaar. Dit kan geen kwaad, maar kan
voor de zekerheid uitgeschakeld worden door de binding van de default site in IIS met poort 80
ongedaan te maken.
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ADFS Proxy installeren onder Windows Server 2012R2

Zorg ervoor dat de Proxy server de ADFS server onder de ADFS service URL kan bereiken zoals
beschreven in de inleiding van het ADFS Proxy hoofdstuk. Dit kan met split DNS of een hosts file
regel opgelost worden.

Kies in het Server Management Dashboard voor “Add roles and features” en klik door tot de Server
Role “Remote Access” gekozen kan worden:

& Server Manager =

Manage Tools View Help

[ Add Roles and Features Wizard

Local Server

DESTINATION SERVER
WIN-53HTLEFRLFE

Select server roles

i
ii All Servers
B F

ile and Storage

Before You Begin Select one or more roles to install on the selected server,

Installztion Type Roles Description

Server Selection

Server Roles

Features

[] Active Directory Certificate Services
[ Active Directory Domain Services
[] Active Directory Federation Services

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On

and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity, Web Application Proxy
enables the publishing of selected

Remote Access [] Active Directory Lightweight Directory Services

Role Services [ Active Directory Rights Management Services

Hide

[[] Application Server
[] DHCP Server

LI DNS Server HTTP- and HTTPS-based
[] Fax Server applications from your corporate
I [m] File and Storage Services (1 of 12 installed) network to client devices outside of
the corporate network. Routing
[] Hyper-v

provides traditional routing
capabilities, including NAT and other
connectivity options, RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

[ Metwork Policy and Access Services
[] Print and Document Services
Remote Access

[[] Remote Desktop Services

oT TSI

Cancel

oT TSI

11/21/2014 6:44 AM 11/21/2014 6:44 AM

Klik op “Next”.
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Select features

Befors You Bagin
Installation Type

Server Sglection

Server Reles

Remote Accass

Role Services

DESTINATION SERVER
WIN-53HTLGFRLFE

Select one or more features to install on the selected server,

Features Description
A .MNET Framework 3.5 combines the
power of the .NET Framework 2.0
[ [M] .MET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
I [] Background Intelligent Transfer Service (8ITS) | =|  building applications that offer
[ BitLocker Drive Encryption appealing user interfaces, protect
) P —] your customers' personal identity
[ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
o business processes.
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[ Failover Clustering
[ Group Policy Management
[] 115 Hostable Web Core
[] Ink and Handwriting Services ||
—_ . S v
<] ] [ [>]
< Previous | | Next > | | Install | | Cancel

Klik op “Next”.

Remote Access

Before You Begin
Installation Typs
Server sglaction

Server Roles

Features

Role Servicas

DESTINATION SERVER
WIN-53HTLGFRLFE

Remote Access integrates Directfccess, VPN, and Web Application Proxy in a single management
conscle.

Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate
network as DirectAccess clients, Connectivity is seamless and transparent, and is available any time
client computers are located on the Internet. DirectAccess administrators can remotely manage clients,
ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
reguirements,

Deploy VPN to allow client computers running operating systems net supported by Directiccess, or
configured in a workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network, It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality for your AD FS servers,

Configure RRAS routing fi using the Routing and R te Access console.

g

<Previous | [ Nedt> | | sl |[ cancel

Klik op “Next”.
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Add Roles and Features Wizard = | =] =

EI

DESTINATION SERVER
WIN-53HTLGFRLFE

Select role servif &

X
Add features that are required for Web Application
?
Proxy? ion
The following tools are required to manage this feature, but do not plication Proxy enables the
have to be installed on the same server. g of selected HTTP- and
pased applications frem your
Group Policy Management re network to client devices

RAS Connection Manager Administration Kit (CMAK) E:Z ET:;:: ::::Sr:;:t

4 Remote Server Administration Tocls enticated before they gain

4 Role Administration Tools b published applications.
plication Proxy also provides

4 Remote Ac M. t Tool:
sma cess Management focls nctionality for your AD FS

[Tools] Remote fccess GUI and Command-Line Tools
[Tools] Remote Access module for Windows PowerShel

<] " [[>]

Include management tools (if applicable)

|Add Feau.lrs| | Cancel |

| < Previous | ‘ Mext > | | Install | | Cancel |

Accepteer de afhankelijkheden door “Add Features™ te kiezen en klik op “Next”.

DESTIMATIOM SERVER

Select role services WIN-53HTLEFRLFE

Before You Begin Select the role services to install for Remote Access

Installation Type Role services Description
Server Selection icati
[ Directhccess and VPN (RAS) WebrArtllecatlon Proxy enables the
publishing of selected HTTP- and
Server Roles : -=d
[[] Routing HTTPS-based applications from your
Features Web Application Prox corporate network to client devices

Remate Access outside of the corporate network, It
can use AD FS to ensure that users
are authenticated before they gain
Confirmation access to published applications.
Web Application Proxy also provides
proxy functionality for your AD F5

SEMVErs.

| < Previous || Next > | | Install || Cancel |

Kies tijdens de Role Services keuze “Web Application Proxy” en klik op “Next”.

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2 (50/62)



Before You Begin
Installation Type
Server Selection
Server Roles
Features

Remote Accass

Role Services

Confirm installation selections N EsniaraLre

WIN-53HTLGFRLFE

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remaote Access

‘Web Application Proxy
Remote Server Administration Tools

Rele Administration Tools

Remate Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access medule for Windows PowerShell

Export configuration settings
Specify an alternate source path

[ <Previous | | nNect> | [ nstall |[ Cancel |

Selecteer eventueel “Restart the destination server automatically if required” en klik op “Install”.

Insta I | ation prog ress DESTINATION SERVER

WIN-53HTLEFRLFE

View installation progress

o Feature installation
—
Installation started on WIN-53H7L6FRLFE

Group Policy Management
RAS C ction Manager Administration Kit (CMAK)
Remote Access

Web Application Prosxy

Server Administration Tools
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Ri Access module for Wind PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | MNext > | | Close | | Cancel

Wacht eventueel de installatie af en klik op “Close”.
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2 Server Manager - | o[

=
Server Manager * Dashboard - @ | FA Manage Tools  View  Help
| Post-deployment Configura... el
& Dashboard WELCOME TO SERVER MANAGER  —
= Cenfiguration required for Web Application Proxy at
L TR WIN-53H7LGFRLFE
BE All Servers . . :
LT i O AL [ Ey ) (FERE]
. o Conﬂgure th|5 ‘O Open the Web Application Proxy Wizard
BE File and Storage Services P i
- 0 Feature installation
Ell Remote Access QUICK START ————————
2 Add roles and fez Configuration required. Installation succeeded on
WIN-53H7L6FRLFE.
3 Add other servers Add Roles and Features
WHAT'S NEW .
4 Create a serverg Task Details
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:2 | Servergroups: 1 | Servers total: 1

ii ;ifv?:eds Storage 1 EI-I Remote Access 1 § Local Server 1
@ Manageability @ Manageability @ Manageability
Events Events Events T
Performance Services Services
BPA results Performance Performance
BPA results BPA results

I ll v
In het Server Manager Dashboard verschijnt weer een “Post-deployment” waarschuwing
“Configuration required for Web Application Proxy at ...”. Zorg eerst dat het ADFS Service URL
certificaat zoals geinstalleerd op de ADFS server ook op deze server geinstalleerd is voordat deze
“Post-deployment actie” gekozen wordt. Hoe dit moet staat beschreven in “Appendix A: Certificaat

installeren”.

Kies daarna de “Post-deployment” configuratie voor de ADFS Proxy activiteit:
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DESTIMATION SERVER
WIN-53HTLGFRLFE

‘Web Application Proxy is a Remote Access service used to publish web applications that end users can
interact with from any device. It also provides proxy functionality for Active Directory Federation Services
[AD FS) to help syster administrators provide secure access to an AD FS server, By using Web Application
Proxy, system administrators can choose how end users should authenticate themselves to a web
application and which users are authorized to use a web application.

Federation Server

< Previous || Next > | | Configure || Cancel

Klik op “Next”.

Federation Server i SarreraLre

WIN-53HTLE6FRLFE

Welcome Select the ﬁfcﬁve Diredor)r. Fec:]eration Services (AD FS) server to use for Web Application Proxy
authentication and authorization.

AD FS Proxy Certificate Federation service name:

lagin3.wind surfnet.nl

Enter the credentials of a local administrator account on the federation servers,

User name:

wind\Administrator

Password:

‘ < Previous H Next > | ‘ Configure H Cancel |

Geef als service naam precies dezelfde service URL als waaronder de ADFS service te bereiken is
op en geef de gegevens van de lokale Administrator op. Klik op “Next”.
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DESTINATION SERVER

AD FS PFO)(y Certificate WIN-53HTLEFRLFE

welcome Select a certificate to be used by the AD FS proxy:

Federation Server ||ug\'l|3.wind.mrfnet.nl |,| ‘ View...

Confirmation

[ <Previous | [ Next> | | confiure | [ Cancel |

Selecteer het zojuist geinstalleerde ADFS Service certificaat en klik op “Next”.

DESTIMATION SERVER

Confirmation WIN-53HTLEFRLFE

The following PowerShell command will be run when you click Configure. It can also be used to automate
additicnal installations, If you want to use automation, copy the command before you click Configure.

Welcome

Faderation Server

AD FS Proxy Certificate

Install-WebApplicationProxy
-Federati iceTrustCredential System.Manag ion.PSCredential
-CertificateThumbprint "93C3E78A2740E1D28075E179C10B8207ET0BECEY
-FederationServiceName ‘login3.wind.surfrnetnl®

To configure Web Application Proxy, click Configure.

<Previous | | nNext> | | configure || cancel

Klik op “Configure”.
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DESTINATION SERVER

Results WIN-53HTLEFRLFE

‘Web Application Proxy was configured successfully.

[ <Previous | [ Nex> | [ @Gose |[ cancel

Wacht het configuratieproces af en klik op “Close”.

= Remote Access Management Consale

< ? Tasks

7} Configuration PUBLISHED WEB APPLICATIONS

Wehb Application Proxy All published web applications | 0 total Ea=r)

Publish
&M Operations Status

Refresh
No web applications are currently published. To publish

= WIN-53H7L6FRLFE a weh application, click Publish.

Last Refresh On 11/21/20714 6:58:51 AM

Een correct geconfigureerde ADFS proxy ziet er nu in het “Remote Access Management Console”

als hierboven uit.
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Metadata doorgeven aan SURFnet

Als de ADFS server en ADFS Proxy of Web Application Proxy geinstalleerd zijn en hun werking
gecontroleerd kan de metadata URL doorgeven worden aan SURFnet. Om er voor te zorgen dat de
metadata voor de Identity Provider langer houdbaar is verlengen we de duur van het Token Signing
certificaat op de ADFS server eerst even door in een Powershell de volgende commando's uit te
voeren:

Set-ADFSProperties -CertificateDuration 1825

Als er nog geen andere Relying Party Trusts configuraties bestonden voor deze installatie:

Update-ADFSCertificate -CertificateType Token-Signing -Urgent
(deze worden namelijk onbruikbaar door het uitvoeren van bovenstaande commando)

en ter controle:

Get-ADFSCertificate -CertificateType Token-Signing

=) Administrator: Windows PowerShell

n-Signing -Urgent

Certificate
ing - login2.wind. surfnet.nl

ing - loginz.wind,surfnet.nl

Het Token-Signing certificaat is nu als het goed is vijf jaar geldig.
Aanleveren Metadata
Vervolgens kan een mail naar SURFconext gestuurd worden met daarin de volgende informatie:

* Metadata URL: https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml
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En alle onder deze URL genoemde extra gegevens:
https://wiki.surfnet.nl/display/surfconextdev/Vereiste+metadata
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Appendix A Certificaat installeren

Deze handleiding gaat er vanuit dat het certificaat plus private key beschikbaar is in de vorm van

een .pfx bestand. Als het certificaat en de private key alleen los beschikbaar zijn als respectievelijk

cert.pem en cert.key met certificate chain chain.pem, is daar met het volgende openssl commando

een cert.pfx bestand van te maken:

#openssl pkcsl2 -export -passout pass:123welkom -in cert.pem -certfile chain.pem

-inkey cert.key -out cert.pfx

Het cert.pfx bestand heeft nu als voorbeeld wachtwoord 123welkom.

Open de MMC en voeg de cerrtificate manager Snap-in voor Local Computer toe. Selecteer de

Personal Certificate Store en kies Import... zoals hieronder laat zien.

Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

& File  Action  Wiew Favorites  Window  Help

YA EEEENE

_| Cansale Roat

4 [ Personal
| Certificater

4 __D)J Certificates {Local Computer)

lssued To

-

| Trusted Root (

lssued By

There are no iterns to show in this view,

I

I [ Enterprise Tru
b [ Intermediate (
b ] Trusted Publis
b [ Untrusted Cer
b | Third-Party Rg
B [ Trusted Peopl
B Client Authen
I [ Rermnote Deskt
I

[

| Trusted Devices

< m

| Srart Card Trusted Hoots

All Tasks Request Mew Certificate..,
Views Impart...
ey Windowe frorm Here Advanced Operations 4

MNews Taskpad Yiews,,
Refresh

Export List..

Help

Expiration Date  Intended F| | Actions

Certificates

More Actions

Add a certificate to a store
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Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

=T

& File  Action View Favorites Window Help ||_ IE‘IX|
LRI ]
7] Consale Root - F | Actions
4 If%}‘ Certificates {Local Computer)
4[] Personal
] Certificates hore Actions »
B 1 Trusted Root Certification Authorid
b ] Erterprise Trust
B 0 Interrmediate Certification Suthorit - .
b ] Trusted Publishers Welcome to the Certificate Import Wizard
b 1 Untrusted Certificates
Third-Party Root Certification Auth
v 3 r This wizard helps you copy certificates, certificate trust lists, and certificate revocation
b [ Trusted People lists From your disk to a certificate stare.
b L] Client Authentication Issuers
b [ Remate Desktop A certificate, which is issued by a certification authority, is a confirmation of your identity
b 1 Smart Card Trusted Roots and contains information used ko protect data or to establish secure netwaork
b 7 Trusted Devices connections. A certficake stare is the system area where certificates are kept,
Stare Location
() Current User
(®) Local Machine
To continue, click Mext.
(<] m [ T2« m [=]
Klik op next.
& Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] = [=] ==
ﬁ File  Action  Wiew  Favorites  Window  Help "_ |5'|x|

e n

Bl ez H

7] Consale Root
Fl Iﬁ Certificates {Local Computer)

4[] Personal
] Certificates
b 1 Trusted Root Certification Autho
p [ ] Enterprise Trust
b 1 Interrmediate Certification Sutho
b [ Trusted Publishers
b 1 Untrusted Cettificates
b (] Third-Party Root Certification 2
b [ Trusted People
b [ Client Authentication Issuers
p ] Remote Desktop
b 1 Smart Card Trusted Roots
b 0 Trusted Devices

ned T, -~ lseiied P Ewmiraticm Dat

Intended F I Actions

[ ]

(€) = Certificate Import Wizard

Mare Actions

4 |j, < Users » Henry Bekker » WWerk » adfs2wind.surfnet.nl

v G| | Search adfs2wind.surfnet.nl

2|

Organize =  New folder

¢ Favorites Marme

Date modified

= - @

Type Size

B Cesktop

@ login2avind.surfnet.n

11/21/2014 3:46 Ard

Personal Informati...

j Downloads
(E_.-ﬂ Recent places

= Libraries

@ Documents

J' husic

[ Pictures

B videos

il Cornputer
L, Local Disk (C3)

[v][<]

\ [>

File name: |Iogin2‘wind‘surfnet.n|

v| |Persnna| Information Exchange v‘

Open Cancel |

K

<] m \ [>]

Zoek het bestand waarin het certificaat inclusief private key staat (meestal een pfx bestand) en klik
op “Open”.
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Private key protection
To maintain security, the private key was protectsd with a password,

Type the password for the private key.

Passwiord:

[] Display Password

Import options:

[ Enable strana private key prokection, You wil be prompred every time the
private key is used by an application if you enable this option,

[ Mark this key as exportable., This wil allow you to back up or transport your
keys at a later time.

[#]Include all extended properties,

Learn more about protecting private kevs

[ex ] [ |

Geef het wachtwoord waarmee de pfx opgeslagen is en klik op “Next”.

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or you can specify a location for
the certificate.

(O putomatically select the certificate store based on the bype of certificate
(®) Place all certificates in the following store:

Certificate store:

|Persuna| | | Browse. ..

Learn more about certificate stores

Kies de Personal store en klik op “Next”.

Klik op “Finish”.

Completing the Certificate Import Wizard

The certificate wil be imported after you click Finish,

Y¥ou have specified the Folowing settings:

[j Personal
Content PFY
File Mame CiUsers\Henny Bekler\Werkdadfs2. wind. surfret.nl|
[<] m [>]
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o The importwas successful.

Klik op “OK”.

E File  Action  Wiew Favorites  Window  Help - |5 %
e zE a6z B
[ Cansale Root Issued To - Is5ued By Expiration Date  Intended F | Actions I
4 [ Centificates (Local Computer) FlloginZwind.surfnetnl TEREMA S5L T4 2 11/16/2017 SeNerAutl Certifi I
4[] Personal
] Certificates More Actions »

b 1 Trusted Root Certification Authori
b [ ] Erterprise Trust

b 1 Intermediate Certification Suthorit
b [0 Trusted Publishers

p [ Untrusted Certificates

(| Third-Party Root Certification Suth
p ] Trusted People

b 1 Client Authentication Issuers

b [ ] Remote Desktop

b 1 Smart Card Trusted Roots

b [ Trusted Devices

Personal store contains 1 certificate,

Controleer of het certificaat, inclusief private key, correct geimporteerd is. Aanwezigheid van de
private key is te herkennen aan het sleuteltje linksboven het icoontje van het certificaat.
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Verklarende woordenlijst
DMZ

DMZ staat voor Demilitarized Zone en is een netwerksegment dat zich tussen het interne en externe
netwerk bevindt. Het externe netwerk is meestal het internet.

Een DMZ is feitelijk een andere naam voor een extranet, een gedeelte van het netwerk dat voor de
buitenwereld volledig toegankelijk is.

Op het netwerksegment van de DMZ zijn meestal servers aangesloten die diensten verlenen die
vanuit het interne en externe netwerk aangevraagd kunnen worden (bijvoorbeeld een webserver
en/of mailserver). De DMZ dient door een firewall beschermd te worden, maar moet wel zodanig
geconfigureerd worden (gaten in de firewall) dat de diensten binnen de DMZ toegankelijk blijven.
(Bron: Wikipedia)

Split-DNS

Is de een Domain Name System (DNS) implementatie waarbij verschillende verzamelingen DNS
gegevens worden geleverd afhankelijk van de bron van het DNS verzoek. In de praktijk komt het er
op neer dat de DNS server voor een computer binnen het intranet een private adres van de server
binnen de intranet grenzen geeft en voor gebruikers van buitenaf (het internet) het adres van de
server in de DMZ (zie hierboven) of de firewall/router die verbonden is met de server.
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