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Inleiding

In deze handleiding lees je hoe je jouw organisatie kunt aansluiten op SURFconext als Identity
Provider met behulp van ADFS (in ADFS-terminologie Claims Provider genoemd).

De procedure voor het aansluiten als Identity Provider bestaat uit de volgende onderdelen:

» Een ADFS serversysteem inrichten; waaronder Windows Server 2012(R2) configureren en
ADFS installeren. Let op dat de installatie onder Windows Server 2012R2 anders verloopt
dan onder Windows Server 2012.

* De ADFS server configureren voor aansluiting als Identity Provider (IdP) voor
SURFconext.

* Een ADFS proxy inrichten indien toegang van buiten het lokale netwerk gewenst is. Hier
verschilt Windows Server 2012R2 erg veel van Windows Server 2012!

» Attributen vrijgeven aan SURFconext

Deze handleiding is gebaseerd op de release van ADFS 6.2.0.0 zoals meegeleverd in Windows
Server 2012 en Server 2012R2.

Waarom een server én een proxy inrichten?

Om de ADFS-server minder kwetsbaar te maken voor aanvallen van buitenaf, moet je naast een
ADFS server ook een ADFS-proxy inrichten buiten het Windows-domein. De ADFS-server moet
namelijk bij voorkeur niet bereikbaar zijn van buitenaf. Je doet dit door een ADFS-proxy in te
richten en deze ‘voor’ de ADFS-server te plaatsen. Dit houdt in dat je twee verschillende Windows
Server machines moet configureren in deze setup. De proxy mag geen lid zijn van het domein en
wordt bij voorkeur in de DMZ (zie verklarende woordenlijst achterin dit document) geplaatst.

Internet

Intranet
AD domein

ADFS server

.

De proxy zorgt ervoor dat gebruikers die niet zijn ingelogd op het (windows-)domain, via een
webpagina (username/ password formulier) kunnen inloggen. Dit formulier kan aan de look-and-
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feel van jouw organisatie worden aangepast.
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ADFS 2.0-Server inrichten
Inleiding

Dit document beschrijft de installatie van een ADFS server op Windows Server 2012 en Windows
Server 2012R2. Deze installaties hebben voldoende gemeen om beide in dit document te bespreken
maar wijken op een aantal punten af, zodat dan verwezen wordt naar de R2 specifieke schermen.
Met name het installeren van de ADFS proxy in Windows Server 2012R2 is volledig anders dan in
Windows Server 2012.

Voordat je de specifieke instellingen voor SURFconext kunt invoeren, moet je een basisinstallatie
op de ADFS server uitvoeren. Hiervoor moet je onderstaande stappen doorlopen:

» Installeer en configureer Windows Server 2012(R2).
* Voeg de ADFS software als feature toe.
* Configureer de basisinstellingen van ADFS.

Windows Server 2012 installeren en configureren

Om een ADFS 2.0-server te kunnen inrichten, moet je eerst Windows Server 2012 installeren en
configureren. Hiervoor moet je onderstaande stappen doorlopen:

» Installeer de juiste versie van het besturingssysteem op de server: Windows Server 2012 of
Windows Server 2012R2 (standaard of enterprise).

» Stel de tijd op de server correct in en zorg ervoor dat je deze synchroniseert met een time
server (NTP).

* Neem de server op in het domein van de Active Directory waaruit de accounts voor de
SURFconext federatie komen.

+ Installeer een geldig certificaat voor de voorgenomen login URL in de Personal Certificate
store van de Local Computer ten behoeve van veilige gegevensuitwisseling met de IdP
(SSL) . Zie appendix A: Certificaat installeren.

ADFS Server Software installeren

Onderstaand gedeelte van deze handleiding is te gebruiken voor het installeren van de ADFS Server
Role op zowel Windows Server 2012 en Windows Server 2012R2.

Start de Server Manager tool op de machine die als ADFS Server ingericht wordt en klik op “Add
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Roles and Features”.

Server Manager * Dashboard Manage Tools View Help

WELCOME TO SERVER MANAGER

i Local Server
fii AIS . .
o Al server _ ﬂ Configure this local server
W File and Storage Services P

QUICK START

2 Add roles and features
3 Add other servers to manage
4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
i ;:(:v?:eds Storage 1 § Local Server 1 ii All Servers 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

De Roles and Features Wizard wordt gestart:

DESTINATION SERVER

Before you begin WIN-SKSFENPFAT)

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Before You Begin

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous ‘ | Next > | ‘ Install ‘ | Cancel

Klik op “Next”
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Before You Begin

Installation

Server Selection

Select installation type

DESTINATION SERVER
WIN-SKSFFNPFAT)

Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

O R Desktop Services installati

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

I < Previous || Next > |

[ Install H Cancel

Selecteer “Role-based or feature-based installation” en klik op “Next”

Before You Begin

Installation Type

Server Roles

Features

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

(® Select a server from the server pool
() Select a virtual hard disk

Server Pool

DESTINATION SERVER
WIN-SKSFFNPFAT)

Filter: |

Name IP Address Operating System

WIN-SK5FFNPFA1) 145.0.6.22 Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

|<Previous|| Next > | I

Install H Cancel

Selecteer de juiste server en klik op “Next”
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Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Features

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services
[ Active Directory Domain Services

Active Directory Federation Services

|>

DESTINATION SERVER
WIN-SKSFFNPFAT)

Description

Active Directory Federation Services
(AD FS) provides simplified, secured
identity federation and Web single
sign-on (SSO) capabilities. AD FS

includes a Federation Service that
enables browser-based Web SSO, a
Federation Service Proxy to
customize the client access
experience and protect internal
resources, and Web Agents used to

AD FS [] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server

[] DHCP Server

Role Services

Web Server Role (I1S)

Role Services

Confirmation [J DN Server provide federated users with access
[] Fax Server to internally hosted applications.
b [H] File And Storage Services (Installed)
[J Hyper-v

[ Network Policy and Access Services L |
[[] Print and Document Services
["] Remote Access

[] Remote Desktop Services

|<Previous|| Next > | ‘ Install || Cancel |

Selecteer “Active Directory Federation Services™ en klik op “Next”

= Add Roles and Features Wizard =

DESTINATION SERVER
‘WIN-SKSFFNPFAT)

X

Select server roles

Add features that are required for Active Directory

Federation Services? . .
ory Federation Services
ides simplified, secured
eration and Web single
) capabilities. AD FS
lederation Service that

Server You cannot install Active Directory Federation Services unless the
following role services or features are also installed.

A
4 NET Framework 4.5 Features cer-based Web S50, a
4 WCF Services - Lo
HTTP Activation i
ASP.NET 4.5 pnd protect internal

nd Web Agents used to
erated users with access
hosted applications.

4 Web Server (IIS)
4 Management Tools
[Tools] IIS Management Console

4 Web Server

4 Application Development o

Include management tools (if applicable)

‘ < Previous ‘ ‘ Next > ‘ ‘ Install

H Cancel I

Er verschijnt een waarschuwing dat er meerdere athankelijkheden zijn en dat deze ook geinstalleerd
zullen worden. Let op dat IS onder Windows Server 2012R2 geen athankelijkheid is van ADFS en

00k niet geinstalleerd mag worden!

Klik op “Add Features” of “Next” om verder te gaan
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Select features

Before You Begin
Installation Type
Server Selection

Server Roles

AD FS
Role Services
Web Server Role (11S)
Role Services

Confirmation

DESTINATION SERVER
WIN-SKSFFNPFAT)

Select one or more features to install on the selected server.

Features Description

AW NET i Leatiis power of the .NET Framework 2.0

b [®] .NET Framework 4.5 Features (Installed) APIs with new technologies for

b [] Background Intelligent Transfer Service (BITS) = building applications that offer
[] BitLocker Drive Encryption appealing user interfaces, protect

. L | your customers' personal identity
[ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
[ Data Center Bridging business processes.
[[] Enhanced Storage

[] Failover Clustering

NET Framework 3.5 combines the

|>

[J Group Policy Management

[] Ink and Handwriting Services

[] Internet Printing Client

[] 1P Address Management (IPAM) Server

— e - B v

<] " E

<Previous|| Next > | l Install || Cancel

Klik op “Next”

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Role Services
Web Server Role (IIS)

Role Services
Confirmation

DESTINATION SERVER

Active Directory Federation Services (AD FS) WIN-SKEFRPEAT)

Active Directory Federation Services (AD FS) provides Web single-sign-on (SSO) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS helps organizations
bypass the need for secondary accounts by allowing you to project a user’s digital identity and access
rights to trusted partners. In this fed; d envi each organization conti to manage its
own identities.

Things to note:

* This computer must be joined to a domain before you can successfully install the Federation Service
or Windows Token-based Agent.

* The Federation Service and Federation Service Proxy cannot be i

d on the same c

Learn more about AD FS

<Previous | [ Next> | [ nstall | [ Cancel

Klik op “Next”
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[[] Federation Service Proxy

Web Server Role (IIS)

Role Services

Confirmation

. DESTINATION SERVER
Select role services WIN-SKSFENPFAT)
Before You Begin Select the role services to install for Active Directory Federation Services
Installation Type Role services Description
Server Selection Federatio . - 3
" senice provides securly
Server Roles tokens to client applications in
4[] ADFS 1.1 Web Agents response to requests for access to
Featurss [[] AD FS 1.1 Claims-aware Agent resources.
AD FS [[] AD FS 1.1 Windows Token-based Agent

|<Previous|| Next > | l Install || Cancel

Selecteer “Federation Service” en klik op “Next”.

Web Server Role (lIS) b

Before You Begin

Installation Type diagnostic and administration, a unified Web platform that integ 11S 8.0, ASP.NET, and Windows
Server Selection Communication Foundation.

Server Roles

Things to note:
Features . . . .
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
ADFS server traffic, especially when there are multiple roles on this computer.
Role Services * The default installation for the Web Server (IIS) role includes the installation of role services that

errors), monitor and log server activity, and configure static content comp

Role Services

Confirmation

More information about Web Server IIS

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IIS) 8.0 with enhanced security,

enable you to serve static content, make minor customizations (such as default documents and HTTP

| < Previous || Next > | l Install | | Cancel |

Klik op “Next” (Let op dat Windows Server 2012R2 geen IIS afhankelijkheid heeft en de volgende

schermen daardoor niet getoond worden).
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Before You Begin

Select role services

DESTINATION SERVER
WIN-SKSFFNPFAT)

Select the role services to install for Web Server (IIS)

Installation Type Role services Description
Server Selection A Web Server provides support for
Server Rolas ' HTML Web sites and optional
Common HTTP Features support for ASP.NET, ASP, and Web
Features Default Document = server extensions. You can use the
AD FS - ) Web Server to host an internal or
. Directory Browsing external Web site or to provide an
Role Services HTTP Errors environment for developers to
Web Server Role (IIS) Static Content create Web-based applications.
HTTP Redirection
‘WebDAV Publishi
Confirmation [0 webd ublishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[ Logging Tools
[] ODBC Logging
[[] Request Monitor [
—_ = . v
< " [ ]
< Previous | | Next > | [ Install ‘ | Cancel
: (13 b2
Klik op “Next”.
= Add Roles and Features Wizard =|O] x

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features
ADFS

Role Services
Web Server Role (11S)

Role Services

DESTINATION SERVER
WIN-SK5FFNPFAT)

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

NET Framework 4.5 Features
ASP.INET 4.5
WCF Services

If a restart is required, this server restarts automatically, without
additional notifications. Do you want to allow automatic restarts?

[<]

Export configuration settings
Specify an alternate source path

[<previous | | met> | [ instal ][ Cancel |

Kies wat voor deze server toepasselijk is. Klik op “Install”
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= Add Roles and Features Wizard [= [ =

DESTINATION SERVER

Installation progress WINSCEFENPEAT

View installation progress

o Feature installation
—

Installation started on WIN-SK5FFNPFA1)

.NET Framework 4.5 Features n
ASP.NET 4.5
WCF Services
HTTP Activation

Active Directory Federation Services
Federation Service

Web Server (IIS)

1IS Management Console
Web Server

Annlication Develonment v

You can close this wizard without interrupting running tasks. View task progress or open this
i) page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Wacht eventueel tot de installatie afgerond is. De wizard mag afgesloten worden, de installatie zal
op de achtergrond doorgaan.

= Server Manager -[a]

Server Manager * Dashboard

T Dashboard WELCOME TO SERVER MANAGER
§ Local Server

i Al Servers )
3¢ ADFs Confi

¥R File and Storage Services > QUICK START
o 1is 2 Add roles and features

ji Post-deployment Configura.. |

3 Add other servers to mz Add

WHAT'S NEW n -
4 Create a server group Task Details
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS
les:3 | Servergroups: 1 | Serverstotal: 1

o == File and Storage -
2% ADFs 1 L 9 1 o s 1
(® Manageability @ Manageability @® Manageability
Events Events Events
Services Performance Services
Performance BPA results Performance
BPA results BPA results
i Local Server 1 i _All servers 1 v

Als de installatie afgerond is zal er een “Post-deployment” waarschuwing “Configuration required
for Federation Service at ...” verschijnen in het Server Manager Dashboard. Klik op “Run the AD
FS Management snap-in” om de installatie van ADFS te voltooien.

Vanaf hier verschillen de interfaces van Windows Server 2012 en Windows Server 2012 R2.
Hieronder volgt de configuratie voor Windows Server 2012.

Zie voor de verdere installatie Windows Server 2012R2 “ADFS Configuration Wizard 2012R2” in
het volgende hoofdstuk.
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ADFS Configuration Wizard 2012

Wanneer op de “Post-deployment” link in het Server Manager Dashboard geklikt wordt zal de
ADFS Manager Snap-in gestart worden. Hierin is een link “AD FS Federation Server Configuration
Wizard” opgenomen:

i ADFS [=[=o[5]

G File Action View Window Help x
e == b=

. ADFS -
ederation Server Configuration Wizar
Overview AD FS Federation Server Canfiguration Wizard
AD FS provides single-sign-on (550) access for client computers. Wiew »

‘0‘ Configure This Federation Server

New Window from Here

H Hep
The AD FS Federation Server Configuration ‘Wizard must first be completed successfully before you can use this
shap-in to manage your Federation Service.

=) AD FS Federation Server Confiquration Wizard

EQ‘ Learn About:

Configuring Claims Provider or Relying Party Trusts

Adding Federation Servers to a Farm and Setting Up Load-Bal

Configuring Federation Server Proxies

Troubleshooting AD FS

Klik op deze link.

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2 (13/66)



i AD FS Federation Server Configuration Wizard -
Welcome

Steps Welcome to the AD FS Federation Server Configuration Wizard
@ Welcome

This wizard helps you configure Active Directory Federation Services [AD FS) software on this computer,
which sets up the computer as a federation server. &n instance of AD FS is referred to as a Federation
Service.

@ Select Deplayment Type
@ Federation Service Name

@ Summary (® Create a new Federation Service

Select this option to set up either a stand-alone federation server or the first server in a federation

@ Results server fam.

(O Add a federation server to an existing Federation Service

Select this option ta join this computer to an existing federation server farm.

Previous ‘ Next > ‘ | Cancel | ‘ Help

Selecteer “Create a new Federationn Service” en klik op “Next”.

L% AD FS Federation Server Configuration Wizard -

Select Stand-Alone or Farm Deployment

Steps You can create either a stand-alone federation server for evaluation purposes or a small production
@ Welcome environment, or you can create a federation server in a new farm for load balancing and high availability.
@ Select Deployment Type Select one of the following options. Either of these options will use the Windows Internal Database to store

. . configuration data.
@ Federation Service Name

@ Summary (O New federation server farm

This option will create a new Federation Service with settings for high availability and load balancing.
This computer will be the primary federation server in the farm. Later, you can scale out this farm by
adding more federation servers.

@ Results

To create a federation server farm, you must run this wizard while you are logged on with an account
that has sulfficient permissions in Active Directory to create a container object (for sharing certificates)
and to set an SPN [for the service account), such as an account that is a member of the Domain
Admins group.

() Stand-alone federation server

This option will create a new Federation Service on this computer. This option is recommended for
evaluation purposes or a small production environment. If you select this option, you will not be able
to add more servers to create a farm.

(@ You can use SOL Server with AD FS to take advantage of the full feature set and achieve maximum
~ scalability. To setupAD FS to use SAL Server, use the command-ine version of this wizard. For
more information, click Help

| < Previous H Next > H Cancel H Help l

Kies voor een eenvoudige installatie “Stand-alone federation server” en klik op “Next”.

Let op dat deze optie bedoeld is voor evaluatie en kleine productie omgevingen. Een Stand-alone
federation server is niet meer om te zetten naar een farm. Een single-server farm kan daarentegen
later uitgebreid worden naar meerdere (load balanced) servers maar vereist bij initi€le installatie iets
meer configuratie die hier niet behandeld zal worden. Over het algemeen is de belasting op een
ADFS server niet erg hoog en volstaat deze Stand-alone installatie.
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Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL certificate for the

@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the SSL settings, you
must select a certificate.
@ Select Deployment Type
- 8 Select the certificate and/or port, and then click Next.
@ Federation Service Name

SSL certificate: Port:

@ Summary
login2.wind. surfnet.nl v| | Viewh. | |443 =

@ Results

Federation Service name:

login2.wind. surfnet.nl -

What kind of certificate do | need?

| < Previous || Next > || Cancel II Help |

Selecteer het eerder geinstalleerde SSL certificaat dat gebruikt gaat worden (Appendix A) voor het
ontsluiten van de ADFS dienst en klik op “Next”.

Ready to Apply Settings

Steps The following settings will be configured for 4D FS:

@ Welcome

Stop AD FS server.

‘Windows Internal Database service will be started and set to automatic startup.

Signing and token-encryption certificates will be generated and set to automatic roll over.
Selected SSL certificate will be used for securing service communication.

Network Service account will be given access to the database, to the certificate private keys and
endpoints, and the service will run under this account.

Default set of endpoints will be enabled.

* Browser sign-in web site will be deployed to the '/adfs/ls' virtual directory under the Default Web Site in
115,

Federation Service name is login2. wind. surfnet.nl

Start AD FS server.

@ Select Deplayment Type

@ Federation Service Name

@ Summary

0

@ Results

To begin configuring this computer with these settings, click Next.

<Previous | [ MNewt> || Cancel || Help

Klik op “Next”.
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Configuration Results

Steps The following settings are being configured
@ Welcome

Component Status
@ Select Deployment Type —

X . ()| Stop the AD FS Windows Service Configuration finished
@ Federation Service Name — - —
(2 Install Windows Internal Database Configuring components...

@ Summary - - -

Start the Windows Intemal Database service
@ Results

Create AD FS configuration database

Configure service settings

Deplay browser sign-in Web site
Start the AD FS Windows Service

Create default claim set

Create default Active Directory claim acceptance rules

Create VS5 Express Writer for use with backup solutions

Close

Wacht tot de Wizard klaar is met installatie en klik dan op “Close”.

% File Action View \Window Help !E X
@9

b [ Service
b ] Trust Relationships

Ovel'VieW Add Relying Party Trust...

AD FS provides single-sign-on (550) access for client computers. Add Claims Provider Trust...

Add Attribute Store...
@ Required Configuration Incomplete

Edit Federation Service Properties...

Before you can use AD FS to manage S50 access for users and services, you must complete the following task: Edit Published Claims
= Required: Add a trusted relying party Revoke All Proxies
Provide Feedback
@ Learn About: View i’
New Window from Here
@] Refresh
Adding Federation Servers to a Farm and Setting Up Load-Balanci Help

Configuring Fed ion Server Proxies

Troubleshooting AD FS

Zodra de Wizard afgesloten is, kan een “Trusted Relying party” (SURFConext) toegevoegd worden.
Klik hiervoor op de link “Required: Add a trusted relying party”.
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b ADFS al x
il File  Action View Window Help x
A
4 [ Service
- : ADFS =
| Endpaoints Fay - .
| Certificates < Add Relying Party Trust Wizard B v Party Trust..
~| Claim Descriptions ims Provider Trust...
b [ TrustRelationships Welcome ibute Store..
Steps ) N eration Service Properties..,
‘Welcome to the Add Relying Party Trust Wizard
® Welcome lished Claims
This wizard will help you add a new relying party tust to the AD FS configuration database. Relying parties .
® Select Data Source consume claims in security tokens that are issued by this Federation Service to make authentication and (Al Proxies
® Choose Issuance authorization decisions. Feedback
Authorization Rules The relying party trust that this wizard creates defines how this Federation Service recognizes the relying »

@ Ready to Add Trust
@ Finish

party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party

after you complete the wizard. indow from Here

< Previous Start ‘ ‘

Cancel | Help

Klik op “Start”.

8

Select Data Source

Add Relying Party Trust Wizard

Steps Select an option that this wizard will use to obtain data about this relying party:
@ Welcome _
(® Import data about the relying party published online or on a local network
@ Select Data Source N . - : ot
Use this option to import the necessary data and certificates from a relying party organization that
@ Choose Issuance publishes its federation metadata online or on a local network.
Authorization Rules

@ Ready to Add Trust
@ Finish

Federation metadata address (host name or URL):

hitps: //engine. surfconext.nl/authentication/sp/metadatd

Example: fs.contoso.com or https://www.contoso.com/app

O Import data about the relying party from a file

Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will
not validate the source of the file.

Federation metadata file location:

O Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization.

| < Previous H Next > I l Cancel ] | Help I

Selecteer “Import data about the relying party published online or on a local network” als de server
toegang tot het internet heeft en geef als Federation metadata address
“https://engine.surfconext.nl/authentication/sp/metadata” op. Als de server geen toegang tot het
internet heeft kan deze metadata ook op een andere computer opgehaald worden en hier middels
“Import data about the relying part from a file” optie geimporteerd worden.
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Steps
@ Welcome

@ Choose Issuance

@ Finish

@ Select Data Source

@ Specify Display Name

Authorization Rules
@ Ready to Add Trust

Specify Display Name

Type the display name and any optional notes for this relying party.
Display name:
SURFconexy
Notes:
A
=
| < Previous || Next > II Cancel Il Help |

Noem de connectie SURFconext en klik op “Next”. Er is geen expliciete SURFconext acceptie
omgeving met eigen metadata. Deze aansluiting zal na technische goedkeuring van SURFnet

“productie” status krijgen en hiervoor is geen aanpassing in de metadata nodig.

O

Choose Issuance Authorization Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Finish

Issuance authorization rules determine whether a user is permitted to receive claims for the relying party.
Choose one of the following options for the initial behavior of this relying party's issuance authorization
rules.
® Permit all users to access this relying party
The issuance authorization rules will be configured to permit all users to access this relying party. The
relying party service or application may still deny the user access.
O Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authorization rules for this relying party trust by selecting the relying party
trust and clicking Edit Claim Rules in the Actions pane.

| < Previous || Next > || Cancel || Help

Selecteer hier “Permit all users to acces this relying party” tenzij anders gewenst.
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Ready to Add Trust
Seps The relying party trust has been contfigured. Review the following settings. and then click Next to add the
@ Welcome relying party trust to the AD FS configuration database.
@ Select Data Source
® Specy Display Name Monitoring | Identfiers | Encryption | Si | Accepted Claims | Organization | Endpoints | N < | > |
@ Choose Issuance Specify the monitoring settings for this relying party trust.
Authorization Rules
0 to Add Trust Relying party’s federation metadata URL:
. |mps://eng‘ne.su‘fconadnllﬂ hentication/sp.
@ Finish
Monitor relying party

Automatically update relying party

This relying party’s federation metadata data was last checked on:

9/16/2016

This relying party was last updated from federation metadata on:

9/16/2016

<Previous | [ Net> || Cancel |[ Hep |
. 133 £}
Klik op “Next”.

Finish
Steps The relying party trust was successfully added to the AD FS configuration database.
@ Welcome

‘You can modify this relying party trust by using the Properties dialog box in the AD FS Management snap-in.
@ Select Data Source

@ Specify Display Name o i o .
["] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes
@ Choose Issuance
Authorization Rules
@ Ready toAdd Trust

@ Finish

Klik op “Close”. Als het vinkje voor “Open the Edit Claim Rules dialog for this relying party trust
when the wizard closes” aangevinkt blijft zal direct de hieronder beschreven “Edit Claim Rules”
dialoog geopend worden.
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G File  Action  View Window Help

X

[ ADFS Relying Party Trusts | Actions i
<@ SSNICE . Display Name Enabled |dentifier Relying Party Trusts 3 I
[ Endpoints SURFconext fengine.sufconext l/autheni )
] Certificates = . Update from Federation Metadata... S— Add Relying Party Trust...
] Claim Descriptions | Edit Claim Rules... | View >
«B Trust R.e[atlonsl'flps Disable New Window from Here
1 Claims Provider Trusts Properties :
| Relying Party Trusts P @] Refresh
[ Attribute Stores Delete Help
e [SURFconext
b
Update from Federation Metadata...
Edit Claim Rules...
Disable
Properties
K Delete
Help
Edit claim rules for the selected relying party trust I

Nu kunnen de claim rules gedefinieerd worden door met de rechtermuis knop op de “Relying Party
Trusts” te klikken en “Edit Claim Rules...” te kiezen.

Claim Rules toevoegen
Vanaf hier zijn de Windows Server 2012 en 2012R2 installatie weer identiek.

Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name Issued Claims

[«] [+]

Add Rule... | ‘ Edit Rule ‘ l Remove Rule

| oK || Cancel H Apply || Help |

Om informatie over gebruikers aan SURFconext door te geven zullen we Claim rules toe moeten
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voegen. We beginnen met de eenvoudigste vorm: het transformeren van LDAP (AD) attributen naar

SURFconext attributen.

Klik op “Add Rule...”

% Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to
create a rule that will extract attribute values for authenticated users from the displayName and
telephoneNumber Active Directory attriibutes and then send those values as two different outgoing
claims. This rule may also be used to send all of the user’s group memberships. If you want to only send
individual group memberships, use the Send Group Membership as a Claim rule template.

Tell me more sbout this rule template..

Previous [

Cancel | | Help |

Selecteer “Send LDAP Attributes as Claims™ en klik op “Next”. Hiermee geven we bestaande
attributen in AD uit als Federatie attributen naar SURFconext.

g Add Transform Claim Rule Wizard
Configure Rule

Steps

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from

@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

issued from the rule.
@ Configure Claim Rule .
Claim rule name:

AD Attributen

Rule template: Send LDAP Attributes as Claims

Attribute store:

Active Directory v

Mapping of LDAP attributes to outgoing claim types:

I‘;g‘?i;\’:;ibute (Select or type to Outgoing Claim Type (Select or type to add more)
User-Principal-Name v [Name ID v
SAM-Account-Name v || um:mace: dir attribute-def. uid v
Display-Name v [ un:mace:dir: attribute-def displayN ame: v
» E-Mail-Addresses v | urn:mace: dir: attribute-def: mail v
* v v
| < Previous [ | Finish Cancel ‘ | Help |

Geef de rule een naam “AD Attributen”, kies “Active Directory” als Attribute store” en voeg een

voor een de volgende Mappings toe:

LDAP Attribute

Outgoing Claim Type

User-Principal-Name

Name ID

SAM-Account-Name

urn:mace;:dir:attribute-def:uid

Display-Name

urn:mace:dir:attribute-def:displayName
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E-Mail-Addresses urn:mace;:dir:attribute-def:mail

Kies “Finish”.

Vervolgens willen we voor iedereen het schacHomeOrganization met een vaste uitgaande waarde
configureren. We doen dit door deze claim afhankelijk te laten zijn van lidmaatschap van de groep
“Domain Users” (waar iedereen lid van is, als het goed is).

Selecteer weer “Add Rule...”
(v Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description
® Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send Group Membership as a Claim v

Claim rule template description:

Using the Send Group Membership as a Claim rule template you can select an Active Directory security
group to send as a claim. Only a single claim will be emitted from this rule, based on the group selected.
For example, you can use this rule template to create a rule that will send a group claim with a value of
“Admin" if the user is a member of the "Domain Admins" security group. This rule template should only
be used for users of the local Active Directory Domain.

Tell me more about this rule template...

Previou | Next > H Cancel H Help ‘

En selecteer “Send Group Membership as a Claim” en klik op “Next”.

L% Add Transform Claim Rule Wizard -

Configure Rule

Steps ‘You can configure this rule to send a claim based on a user's Active Directory group membership. Specify
@ Choose Rule Type the group that the user is a member of, and specify the outgoing claim type and value to issue.
@ Configure Claim Rule Claim rule name:

schacHomeOrganization

Rule template: Send Group Membership as a Claim

User's group:
|W|ND\Domain Users l Browse...

Outgoing claim type:

lumvmace:terena org: attribute-def: schacHomeOrganization v l

Unspecified

Outgoing claim value:

wind. surfret.n{

| < Previous ‘ l Finish l ‘ Cancel || Help ‘

Noem de rule “schacHomeOrganization” selecteer User's group “Domain Users”, Outgoing claim
type “urn:mace:terena.org:attribute-def:schacHomeOrganization” en Outgoing claim value de DNS
domeinnaam van de instelling (bijvoorbeeld 'surfnet.nl'). Klik op “Finish”.
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Nu gaan we twee rules toevoegen die beide een andere waarde voor hetzelfde attribuut
(eduPersonAffiliation ) uitgeven afhankelijk van de groep waarin de gebruiker zit.

Selecteer “Add Rule...” en weer “Send Group Membership as a Claim” en klik op “Next”.

.

Configure Rule

Steps
@ Choose Rule Type

@ Configure Claim Rule

Add Transform Claim Rule Wizard

“You can configure this rule to send a claim based on a user's Active Directory group membership. Specify
the group that the user is a member of, and specify the outgoing claim type and value to issue.

Claim rule name:

eduPersonaffiliation [employee]

Rule template: Send Group Membership as a Claim

User's group:

[WI ND\Medewerkers | Browse...
Outgoing claim type:
|um:mace:dir:a!uibute-def:eduPersonAffiIialion v |
Unspecified

Outgoing claim value:

| employed

| < Previous l | Finish

|

Geef de Claim rule name “eduPersonAffiliation (employee)”, kies als User's group de AD groep

voor alle medewerkers en Outgoing claim type “urn:mace:dir:attribute-def:eduPersonAffiliation”.
Geef als waarde voor Outgoing claim value “employee”. Klik op “Finish”.

Selecteer nogmaals “Add Rule...” en weer “Send Group Membership as a Claim” en klik op

“Next”.

O

Configure Rule

Steps
@ Choose Rule Type

@ Configure Claim Rule

Add Transform Claim Rule Wizard

‘You can configure this rule to send a claim based on a user's Active Directory group membership. Specify

the group that the user is a member of, and specify the outgoing claim type and value to issue.

Claim rul

le name:

eduPersondffiliation (student)

Rule template: Send Group Membership as a Claim

User's group:
[WIND\Studenten | [ Browse...
Outgoing claim type:
| um:mace:dir: attribute-def: eduPersonaffiliation v |
Unspecified

Outgoing claim value:

|sludenﬂ

< Previous | | Finish | | Cancel l |

Help

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2

b

(23/66)



Noem de rule “eduPersonAffiliation (student)”, kies als User's group de AD groep waar alle
studenten in zitten en Outgoing claim type “urn:mace:dir:attribute-def:eduPersonAffiliation”.
Selecteer als Outgoing claim value de waarde “student”. Klik op “Finish”.

Het eduPersonEntitlement attribuut wordt door SURFConext gebruikt om applicatie specifieke

attributen door te geven zoals voor de applicatie SURFdrive. Als het attribuut de waarde

“urn:x-surfnet:surf.nl:surfdrive:quota: 100” bevat mag de gebruiker hier gebruik van maken. We

gaan de uitgifte van dit attribuut en deze waarde koppelen aan lidmaatschap van de AD groep

“Users”.

Selecteer nogmaals “Add Rule...” en weer “Send Group Membership as a Claim” en klik op

“Next”.
S

Configure Rule
Steps
@ Choose Rule Type

@ Configure Claim Rule

Add Transform Claim Rule Wizard -

You can configure this rule to send a claim based on a user’s Active Directory group membership. Specify the
group that the user is a member of, and specify the outgoing claim type and value to issue.

Claim rule name:

eduPersonEntitlement (SURFdrive)

Rule template: Send Group Membership as a Claim
User’s group:
|WIND\Domaln Users | | Browse... ‘

Outgoing claim type:

lum ‘mace dir:attribute-def -eduPersonEntitlement v ‘

Unspecified

Outgoing claim value:

umx-surfnet surf nl:sufdrive:quota:100|

I < Previous H Finish H Cancel ‘

Noem de rule “eduPersonEntitlement (SURFdrive)” en kies de AD groep waar alle gebruikers lid

van zijn. Geef Outgoing claim type “urn:mace:dir:attribute-def:eduPersonEntitlement” en de
Outgoing claim value de waarde “urn:x-surfnet:surf.nl:surfdrive:quota:100”.
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Het Claim Rules overzicht zou er nu ongeveer zo uit moeten zien:
g Edit Claim Rules for SURFconext M

Issuance Transform Rules l Issuance Authorization Rules | Delegation Authorization Rules ‘
The following transform rules specify the claims that will be sent to the relying party.
Order Rule Name Issued Claims
1 AD Atributen Name |D um:mace dir:attr...
2 schacHomeOrganization um:mace terena.org:attrb...
3 eduPersonAffiliation (employee) um:mace dir:attribute-def:...
4 eduPersonAffiliation (student) um:mace dir:attribute-def:...
5 eduPersonEntitlement (SURFdrive) um:macedirattibute-def:..
6 schacPersonalUniqueCode <See claim rule>
Add Rule... | | Edit Rule... | [ Remove Rule...
ok [Gon ] [ b ]

Als alles klopt, klik op “OK”.

Custom claim rules

Het kan voorkomen dat de gewenste waarde van een bepaald attribuut niet beschikbaar is in AD

maar wel daaruit afgeleid zou kunnen worden. Een voorbeeld is schacPersonalUniqueCode. De

vereiste syntax van dit attribuut is
urn:schac:personalUniqueCode:nl:local:<schacHomeOrganisation>:<id_type>:<id token>

Let op dat de waarde een URN is en daarom moet voeldoen aan de eisen die aan een URN gesteld
worden. Een belangrijke eis is dat een URN geen spaties mag bevatten.

Bijvoorbeeld:
urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:90210

Hiervan is het employeeid “90210” waarschijnlijk wel beschikbaar als medewerkernummer en kan
het attribuut dus samengesteld worden uit de tekst
“urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:”
en bijvoorbeeld
(de waarde van) het AD attribuut Employee-Number

Hiervoor kennen we de waarde van het AD attribuut Employee-Number eerst toe aan
“urn:mace:dir:attribute-def:employeeNumber” en stellen daarmee later de personalUniqueCode

samen.

Edit opnieuw de Claim Rules van de Relying Party SURFconext
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G File Action View Window Help

e E
S [ropiray o
b O sevice Display Name Enabled  Type  Identfier |
4 [ Trust Relationships Yes WST... umms-drsiogind vind sufnet o ;
[ Claims Provider Trusts Add Relying Party Trust...
[ Relying Party Trusts Update from Federation Metadata... Add Non-Claims-Aware Relying...
) [ Attribute Stores [ Edit Claim Rules... View N
b ] Authentication Policies "
Disable New Window from Here
Properties @ Refresh
Delete Help
Help
||
Update from Federation Metads...
Edit Claim Rules...
Disable
Properties
K Delete
Help
<1 0 >
Edit claim rules for the selected relying party trust

Edit opnieuw de “AD Attributen” rule.

Issuance Transfom Rules | Issuance Authorization Rules | Delegation Authorization Rules |
The following transform rules specify the claims that will be sent to the relying party.
Order Rule Name Issued Claims
1 AD Atributen Name D .um:mace:dir:attr.
2 schacHomeOrganization um:mace terena.org:attrib...
3 eduPersonAffiliation (employee) um:mace:dir:attribute-def:...
4 eduPersonAffiliation (student) um:mace dir:attribute-def:...
5 eduPersonEntitlement (admin) um:mace dir:attribute-def:...
6 schacPersonalUniqueCode <See claim rule>
Add Rule... | [ Edt Rule... | [ Remove Rule...
ok | [ Camced |[ ooy |

Voeg een regel toe die Employee-Number koppelt aan “urn:mace:dir:attribute-
def:employeeNumber”.
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issued from the rule.

Claim rule name:

“You can corffigure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

[AD Attibuten

Rule template: Send LDAP Attributes as Claims

Attribute store:

|Mive Directory

Mapping of LDAP attributes to outgoing claim types:

B bt (Select ortpe o Outgoing Ciaim Type (Select ortypeto add more) ]
User-Principal-Name v [Name ID v
SAM-Account-Name Vv [um:mace:dir:attribute-def uid viz
Display-Name v |um:mace dirattribute-def displayName v
E-Mail-Addresses Vv [um:mace:dir:attribute-def :mail v

> |Employee-Number v dir: 4 vl
I

Sla de rule op en voeg een Custom claim rule toe door op de “Add Rule...” knop te klikken.

Issuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Name Issued Claims
1 AD Attributen Name |D um:mace:dir:attr...
2 schacHomeOrganization um:mace terena.org:attrb...
3 eduPersonAffiliation (employee) um:mace dirattribute-def:...
4 eduPersonAffiliation (student) um:mace dir:attribute-def-...
5 eduPersonEntitlement (admin) um:mace dirattribute-def-...

Add Rule... | | EdtRue... | [ Remove Rule...
ok | [ cencel || opy |

Kies in het volgende venster voor “Send Claims Using a Custom Rule” en klik op “Next”.
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v Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using a Custom Rule v

Claim rule template description:

Using a custom rule, you can create rules that can't be created with a rule template. Custom rules are
written in the AD FS claim rule language. Capabilities that require custom rules include:

+ Sending claims from a SQL attribute store

+ Sending claims from an LDAP attribute store using a custom LDAP fitter

*+ Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

* Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

+ Creating claims for use only in later rules

i

Geef de rule een beschrijvende naam zoals “schacPersonalUniqueCode” en creéer de gewenste
attribuutsamenstelling op basis van een tekst en één of meerdere bestaande attributen.

c: [Type == "urn:mace:dir:attribute-def:employeeNumber"]
=> issue (Type = "urn:schac:attribute-def:schacPersonalUniqueCode", Value =
"urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:" + c.Value);

Bovenstaande code dient als volgt gelezen worden:

Als een attribuut van het type “urn:mace:dir:attribute-def:employeeNumber” bestaat, bewaar dit
attribuut dan in variabele “c” en geef een nieuw attribuut van type “urn:schac:attribute-
def:schacPersonalUniqueCode” uit met een samenstelling van de letterlijke tekst
“urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:” en de waarde van het
attribuut in variabele “c”.

Het venster ziet er dan ongeveer zo uit:
Edit Rule - schacPersonalUniqueCode -

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

schacPersonalUniqueCode

Rule template: Send Claims Using a Custom Rule

Custom rule:

c:[Type == "urn:mace:dir:attribute-def:employeeNumber™] A
=> issue(Type = "urn:schac:attribute-def:schacPersonalUniqueCode”,

Value =
"urn:schalc:perscnalUniqueCcde:nl:lccal:unihardemljk.nlzemployeeid: "o+
c.Value) ;

o

Als de Rule compleet is, klik dan op “OK”.
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Een meer geavanceerde rule, welke ook de “schacHomeOrganization” en de “affiliation”
meeneemt, ziet er dan als volgt uit:

cl: [Type == "urn:mace:dir:attribute-def:employeeNumber"] &&

c2:[Type == "urn:mace:terena.org:attribute-def:schacHomeOrganization"] &&

c3: [Type == "urn:mace:dir:attribute-def:eduPersonAffiliation"]

=> issue (Type = "urn:schac:attribute-def:schacPersonalUniqueCode", Value =
"urn:schac:personalUniqueCode:nl:local:" + c2.Value + ":" + c3.Value + "id:" + cl.Value);

%) Edit Claim Rules for SURFconext |LE-

Issuance Transfom Rules ‘ Issuance Authorization Rules | Delegation Authorization Rules ‘

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name Issued Claims

1 AD Atributen Name |D um:mace:dir:attr...
2 schacHomeOrganization um:mace terena.org:attrib...
3 eduPersonAffiliation (employee) um:mace dir:attribute-def-...
4 eduPersonAffiliation (student) um:mace dir:attribute-def-...
5 eduPersonEntitlement (admin) um:mace dir:attribute-def:...
6 schacPersonal UniqueCode <See claim rule>

Add Rule... | | Edit Rue... | [ Remove Rule...

ok ] [Comea ] [ o]

En bewaar, als alles klopt de Claim Rules set door op “OK” te klikken.

Fﬁ
Server Manag

we ortons wewce

B Local Server

[

Server Manage

B Local Server

ii All Servers

ii All Servers

i§ ADDs i§l ADDs

<% ADFS =% ADFS

£ DNS £ DNS

W& File and Storage Services b g File and Storage Services b

Sl WH WHAT
LEA/ LEARN

Zo horen het Dashboard van een Windows Server 2012 (links) en Windows Server 2012R2 (rechts)
er na installatie uit te zien. Let op het verschil dat IIS niet geinstalleerd is onder 2012R2.

Controleer onder Windows Server 2012 of er een IIS service geinstalleerd is met een default Web
Site waaronder de applicatie(s) adfs/ls te vinden zijn.
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& » ADFSZ-2281 »

Sites » Default Web Site »
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Let op: onder Windows Server 2012R2 ontbreekt deze stap!
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ADFS Configuration Wizard 2012R2

De ADFS installatie Wizard zie er onder Windows Server 2012R2 anders uit. We pakken hier de
draad na installatie van de “ADFS Role” zoals hierboven beschreven op.

. . . . TARGET SERVER
Connect to Active Directory Domain Services adfs3-aiwind.surfnetnl

Welcome . - - . . .

Specify an account with Active Directory domain administrator permissions to perform the

Connect to AD DS federation service configuration.

Specify Service Properties WIND\Administrator (Current user)

Specify Service Account

Specify Database

| < Previous I | Next > | ‘ Configure ‘ | Cancel I

Kies voor een AD Administrator account waarmee de rest van deze Wizard voltooid zal worden en
klik op “Next”.

TARGET SERVER
adfs3-aai.wind.surfnet.nl

Specify Service Properties

Welcome

ifi ] in3.wind. = .
Connect to AD DS SSL Certificate [togin3wind.surfnetni [-] [ import
Specify Service Properties View
Specify Service Account Federation Service Name: | login3.wind.surfnet.nl | vl

Specify Database Example: fs.contoso.com

Federation Service Display Name: Login3 SURFne‘

Users will see the display name at sign in.
Example: Contoso Corporation

| < Previous H Next > | ‘ Configure H Cancel |

Kies het vooraf geinstalleerde SSL certificaat waarmee de ADFS dienst ontsloten zal worden en een
handige “Display Name” (bijvoorbeeld Login SURFnet). Klik op “Next”.
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Specify Service Account adfe3-ssimindsarfnetol

| A, Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll... Show more X

Welcome . . ]
Specify a domain user account or group Managed Service Account.
Connect to AD DS
_) Create a Group Managed Service Account
Specify Service Properties

Account Name: WIND\

Specify Service Account

Specty Database ® Use an existing domain user account or group Managed Service Account

Account Name: WIND\Administrator Clear | | Select...
Account Password: escccscccse
| < Previous | | Next » | [ Configure ‘ | Cancel |

De waarschuwing in de gele balk kan opgelost worden door op “Show more” te klikken en het
voorgestelde commando “Add-KdsRootKey -EffectiveTime (Get-Date). AddHours(-10)” in een
Powershell uit te voeren. Kies voor een eenvoudige installatie een domain Administrator account
voor het installeren van de ADFS service. Er kan ook gekozen worden voor een “Group Managed

Account”.

Welcome

Specify a database to store the Active Directory Federation Service configuration data.
Connect to AD DS

@) Create a database on this server using Windows Internal Database.
Specify Service Properties

Specify Service Account O Specify the location of a SQL Server database,

Database Host Name:

Review Options

Pre-requisite Checks Database Instance:

Specify Configuration Database adfs3-asimindsurmetal

To use the default instance, leave this field blank.

| < Previous | | Next > | | Configure l |

Cancel |

Selecteer “Create a database on this server using Windows Internal Database.” en klik op “Next”.
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. . TARGET SERVER
Review Options adfs3-aaiwind surfnet.nl

Welcome Review your selections:

Connect 1o AD DS This server will be configured as the primary server in a new AD FS farm 'login3.wind.surfnet.nl’.

Specify Service Properties AD FS configuration will be stored in Windows Internal Database.
Specify Service Account
Specify Database

Windows Internal Database feature will be installed on this server if it is not already installed.

Federation service will be configured to run as WIND\Administrator.

Pre-requisite Chacks

These settings can be exported to a Windows PowerShell script to

additional installations View script

< Previous [I Next > I l Configure Il Cancel |

Klik op “Next”.

P TARGET SERVER
Pre-requisite Checks adfs3-aiwind.surfnetal

| @ All prerequisite checks passed successfully. Click ‘Configure’ to begin installation. Show more X

Welcome
Prerequisites must be validated before Active Directory Federation Services is configured on this

Connect to AD DS computer.

Specify Service Properties Rerun prerequisites check

Specify Service Account

Specify Database A View results

Review Options © Prerequisites Check Completed

° All prerequisite checks passed successfully. Click ‘Configure’ to begin installation.

<Previous | | Next> | [ Configure | [ Cancel

Klik op “Configure”.

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2 (33/66)



R | TARGET SERVER
esults adfs3-aai.wind.surfnet.nl
I @& This server was successfully configured Show more X
~ View detailed operation results
Next steps required for completing your federation service deployment
l < Previous ‘ I Next > | | Close | | Cancel
. . cq . . < 99
Wacht tot de installatie voltooid is en Klik op “Close”.
Start de ADFS Management Snap-in,
% File Action View Window Help -|&] %
Ld
less s
p [ Service - I
p [ Trust Relationships Overview "
p [ Authentication Policies 4D FS provides singlessi ss0) o clent . Add Relying Party Trust...
provides sing -slgn~0n[ -access for client computers. 2dd Claims Provider Trust...
Learn More Add Attribute Store...
Confiquring Trust Relationships Edit Federation Service Properties...
Configuring Authentication Policies Edit Published Claims
Troubleshooting 4D FS Revoke &ll Proxies
AD FS Help Wiew 4
News Window from Here
(@ Refresh
Help

en selecteer “Add Relying Party Trust...” aan de rechter kant onder “Actions” of navigeer aan de
linkerkant naar “Relying Party Trusts” en selecteer met de rechtermuis knop “Add Relying Party
Trust...” zoals hieronder.
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G File  Action  View Window Help

@

[ ADFS

b [ Service

4 [ Trust Relationships
[ ] Claims Provider Trusts
_ Relying Party Trusts

Display Name
Device Registration Service

[ ] Attribute Stores |

Add Relying Party Trust...

p [ Authentication Policies

Add Non-Claims-&ware Relying Party Trust...

View

New Window from Here

Refresh

Help

Enabled Type |dentifier
Yes WS-T...  umims-drs:login3.wind.surfnet.nl

Relying Party Trusts | Actions

Add Relying Party Trust...

View

News Window from Here
(G Refresh
Help

Add Non-Claims-Aware Relying Party Trust...

Add a new relying party trust to the configuration database

Welcome

Steps
@ Welcome
@ Select Data Source

@ Configure Multi-factor
Authentication Now?

@ Choose |ssuance
Authorization Rules

@ Ready to Add Trust
@ Finish

‘Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
consume claims in security tokens that are issued by this Federation Service to make authentication and

authorization decisions.

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party

after you complete the wizard.

< Previous I | Start | | Cancel

Klik op “Start”
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0

Select Data Source
Steps
@ “Welcome

Select Data Source

®

®

Configure Multi-factor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust

Sel

Add Relying Party Trust Wizard -

lect an option that this wizard will use to obtain data about this relying party:

Import data about the relying party published online or on a local network.

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

https: /#engine. surfconext.nl/authentication/sp/metadat

Example: fs.contoso.com or https: //www.contoso.com/app

@ Finish O Import data about the relying party from a file
Use this qplion to import the necessary data and certificates from a relying party organization that has

exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

Browse

(O Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization.

l(F‘revious H Next > H Cancel ‘

Selecteer “Import data about the relying party published online or on a local network™ als de server

toegang tot het internet heeft en geef als Federation metadata address

“https://engine.surfconext.nl/authentication/sp/metadata” op. Als de server geen toegang tot het
internet heeft kan deze metadata ook op een andere computer opgehaald worden en hier middels

“Import data about the relying part from a file” optie geimporteerd worden.

g7 Add Relying Party Trust Wizard -

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.
@ ome Display name:
@ Select Data Source SURFconex{

@ Specify Display Name Notes:

@ Configure Multi-factor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Finish

I < Previous I l Next > l l Cancel

Kies als Display name “SURFconext” en Klik op “Next”.
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Steps

@ Welcome
@ Select Data Source
@ Specify Display Name

@ Configure Multi-factor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Finish

Configure multi-factor authentication settings for this relying party trust. Multi-factor authentication is required if
there is a match for any of the specified requirements.

Multi-factor Authentication Global Settings
Requirements Users/Groups Not configured
Device Not configured
Lacation Not configured

® | do not want to configure multi-factor authentication settings for this relying party trust at this time.

O Configure multi-factor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relving party trust by navigating to the
Authentication Policies node. For more information, see Confiquring Authentication Policies.

I(Previous Il Next > || Cancel I

Selecteer voor een eenvoudige installatie zonder “multi-factor authentication” voor “I do no want to
configure multi-factor authentication settings for this relying party trust at this time” en Klik op

“Next”.

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multi-factor
Authentication Now?

® Choose Issuance
Autharization Rules

® Ready to Add Trust
@ Finish

Choose Issuance Authorization Rules

Issuance authorization rules determine whether a user is permitted to receive claims for the relying party.
Choose one of the following options for the initial behavior of this relying party's issuance authorization rules.
® Permit all users to access this relying party
The issuance authorization rules will be configured to permit all users to access this relying party. The relying
party service or application may still deny the user access.
O Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

|<Previous || Next > || Cancel |

Selecteer “Permit all users to acccess this relying party” indien gewenst en Klik op “Next'.
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% Add Relying Party Trust Wizard -
Ready to Add Trust

Steps The relying party trust has been configured. Review the following settings, and then click Next to add the
@ Welcome relying party trust to the AD FS configuration database.

@ Select Data Source Monitoring | Identifiers I Encryption I Signature l Accepted Claims [ Organization I Endpoints l Not < | >
@ Specify Display Name Specify the monitoring settings for this relying party trust.
@ Configure Multi-factor

Authentication Now?

Relying party's federation metadata URL:

ot | htlps://engine.surfconext.nI/aulhenlication/spe’metadataIFederalionMetadata/‘ZDU?-l]B!FedetalionME|
Choose |ssuance
Authorization Rules

®

@ Ready to Add Trust
@ Finish
This relying party's federation metadata data was last checked on:
11/21/2014
This relying party was last updated from federation metadata on:
11/21/2014
< Previous I l Next > | I Cancel
. 113 29
Klik op “Next”.
(% Add Relying Party Trust Wizard =1
Finish
Steps The relying party trust was successfully added to the AD FS configuration database.
@ Welcome

‘You can modify this relying party trust by using the Properties dialog box in the AD FS Management snap-in.
@ Select Data Source

@ Specify Display Name

_ . . [] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes
@ Configure Multi-factor

Authentication Now?

® Choose Issuance
Authorization Rules

@ Ready to Add Trust

@ Finish

Close

Klik op “Close”. Als het vinkje voor “Open the Edit Claim Rules dialog for this relying party trust
when the wizard closes” aangevinkt blijft zal direct de hieronder beschreven “Edit Claim Rules”
dialoog geopend worden. Anders kunnen de claim rules gedefinieerd worden door met de
rechtermuis knop op de relying party te klikken en “Edit Claim Rules...” te kiezen. Ga daarvoor
naar “Claim Rules toevoegen” terug in het Windows Server 2012 hoofdstuk.
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ADFS Proxy installeren

Omdat de installatie van de ADFS proxy onder Windows Server 2012 en 2012R2 erg veel verschilt

van elkaar, is deze voor beide servers van begin tot eind beschreven. Hieronder volgt de uitleg voor
Server 2012, daarna komt Server 2012R2.

Algemeen

Het is belangrijk dat de ADFS Proxy de ADFS server onder de voor de ADFS service gekozen DNS
naam kan bereiken. De Proxy zelf moet echter onder dezelfde naam voor de buitenwereld (het
internet) bereikbaar zijn. Hiervoor kan een split-DNS (zie verklarende woordenlijst) configuratie
ingericht worden. Als dat niet mogelijk is, moet de Proxy op een andere manier verteld worden wat
het IP adres van de ADFS server is. Dat kan met behulp van de hosts file
(C:\Windows\System32\Drivers\etc). Voeg hiervoor een regel toe met vooraan het fysieke adres van
de ADFS server en daarachter de servicenaam waaronder de ADFS dienst beschikbaar is:

""" \ hosts - Notepad [- = [

File Edit Format View Help
# Copyright (c) 1993-2089 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contalns the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one

# space.

#

# Additionally, comments {such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.
#

# For example:

#

# 162.54.94.97 rhino.acme.com # source serwver
# 38.25.63.19 X.acme.com # x client host
# localhost name resolution is handled within DNS itself.

# 127.9.0.1 localhost

# N localhost

145.9.6.22 login2.wind.surfnet.nl|

Let op: dit bestand is alleen als Administrator te bewerken. Start hiervoor een Notepad op onder
“run as Adminstrator” conditie.

ADFS Proxy installeren onder Windows Server 2012

Kies in het Server Manager Dashboard weer voor “Add roles and features” en klik zoals hiervoor
beschreven door de eerste schermen en selecteer wederom “Active Directory Federation Services™:
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Before You Begin
Installation Type

Server Selection

Features
ADFS
Role Services
Web Server Role (IIS)
Role Services

Confirmation

Select server roles

Select one or more roles to install on the selected server.

DESTINATION SERVER
WIN-SKSFENPFAT)

Roles Description
B . . A Active Directory Federation Services
a Active Directory Certficate Services 7| (ADFS) provides simplified, secured
[ Active Directory Domain Services identity federation and Web single
sign-on (SSO) capabilities. AD FS
[] Active Directory Lightweight Directory Services :‘:;:?:;r::::a;]:;:e\;vv:: S‘Q(a)t R
[ Active Directory Rights Management Services Federation Service Proxy to ’
[[] Application Server customize the client access
] DHCP Server = experience and protect internal
resources, and Web Agents used to
[J DNs Server provide federated users with access
[] Fax Server to internally hosted applications.
b [®] File And Storage Services (Installed)
[J Hyper-v
[] Network Policy and Access Services L |
[[] Print and Document Services
[[] Remote Access
[[] Remote Desktop Services —
v
| < Previous | | Next > | l Install l | Cancel I

Klik op “Next” tot de AD FS Role services gekozen kunnen worden en selecteer “Federation

Service Proxy”:

DESTINATION SERVER
WIN-1PS25N0J4QS

Before You Begin
Installation Type
Server Selection

Server Roles

Features
ADFS

Web Server Role (IIS)
Role Services

Confirmation

Select role services

Select the role services to install for Active Directory Federation Services

Role services

[[] Federation Service
4 [] ADFS 1.1 Web Agents
[] AD FS 1.1 Claims-aware Agent
[] AD FS 1.1 Windows Token-based Agent

ederation Service Proxy]

Description

Federation Service Proxy collects

user credentials from browser clients
and Web applications and forwards

the credentials to the federation
service on their behalf.

|<Previous|| Next > |

[ instal | [ cancel |

Accepteer de afthankelijkheden door “Add Features” te kiezen en klik op “Next”.
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DESTINATION SERVER

Web Server Role (”S) WIN-19S25N0JAQS
Before You Begin Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IIS) 8.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IIS 8.0, ASP.NET, and Windows

Server Selection Communication Foundation.

Server Roles Things to note:

E
astures * Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
ADFS server traffic, especially when there are multiple roles on this computer.
Role Services * The default installation for the Web Server (IIS) role includes the installation of role services that

enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server IIS

<Previous|| Next > | I Install H Cancel

Klik op “Next”.

H DESTINATION SERVER
Select role services WIN-Tos2sNOlQs
Before You Begin Select the role services to install for Web Server (IS)
Installation Type Role services Description
Server Selection i
7 b Serve A Web Server ?rowdes sup'port for
Server Roles HTML Web sites and optional
4 [Vl Common HTTP Features support for ASP.NET, ASP, and Web
Features Default Document = server extensions. You can use the
AD FS : . Web Server to host an internal or
. Directory Browsing external Web site or to provide an
Role Services HTTP Errors | environment for developers to
Web Server Role (IIS) Static Content create Web-based applications.
HTTP Redirection
WebDAV Publishi
Confirmation L] we HEiEhing
4 Health and Diagnostics
HTTP Logging
[J Custom Logging
[J Logging Tools
[J ODBC Logging
[] Request Monitor [ |
—_— - . v
< " [ [>]
<Previous | [ Next> | | nstal | [ Cancel

Klik op “Next”.

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2

(41/66)



Before You Begin
Installation Type
Server Selection
Server Roles
Features
ADFS

Role Services

Web Server Role (1IS)

Role Services

Confirm installation selections

DESTINATION SERVER

WIN-12525N0J4Q5

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required
Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

NET Framework 4.5 Features
ASP.NET 4.5

WCF Services
HTTP Activation
Active Directory Federation Services
Federation Service Proxy
Web Server (IIS)
Management Tools
IIS Management Console
Web Server

|>

Export configuration settings
Specify an alternate source path

[ <Previous | [ Net> | [ nstall |[ cancel |

Kies indien gewenst “Restart the destination server automatically if required” en Klik op “Install”.

Installation progress

DESTINATION SERVER
WIN-1252SN0J4QS

View installation progress

o Feature installation
L —

Installation started on WIN-1PS2SN0J4QS

NET Framework 4.5 Features

ASP.NET 4.5
WCF Services =
HTTP Activation

[>]

Active Directory Federation Services
Federation Service Proxy
Web Server (1IS)
Management Tools
1IS Management Console
Web Server
Anblication Develonment

[<]

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous ‘ | Next > I | Close | | Cancel

Wacht eventueel de installatie af en Klik op “Close”.
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Server Manager * Dashboard

() -
v \\://) | IVA Manage Tools View Help

|, Post-deployment Configura... | hal
Dashboard WELCOME TO SERVER MANAGER o
H Configuration required for Federation Service Pr
B Lol Sever e L
ii All Servers . = :
Co nf[g ure Run the AD FS Federation Server Proxy Configuration
2% ADFS Wizard
5 File and Storage Services D QUICK START m_
io IS 2 Add role Configuration required. Installation succeeded on
WIN-1PS2SN0J4QS.
3 Add oth Add Roles and Features
TSN 4 Create a Task Details
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 3 | Servergroups:1 | Servers total: 1
o, P File and Storage -
=9 ADFS 1 ] Services 1 ® s
@ Manageability @ Manageability @ Manageability | |
Events Events Events
Services Performance Services
Performance BPA results Performance
BPA results BPA results
[ | ~
Na installatie verschijnt een Post-deployment alert “Configuration required for the Federation
Service Proxy at ...” in het Server Manager Dashboard. Klik op deze link.
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= Server Manager = L=l s

Server Manager * Dashboard “@ 1 Py wemge Toos vew e

i Dashboard WELCOME TO SERVER MANAGER

i Local Server
i All Servers X X

” 0 Configure this local server
=f ADFS

g File and Storage Services P QUICK START

io 1s 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group

Error =3 -
LEARN MO The following component is required for running the configuration wizard, and it Hide
is not installed or enabled: SSL is not configured on the Default Web Site in IS,
Configure an SSL binding with an SSL certificate on the Default Web Site,
ROLES AN|
Roles: 3 | oK
[
=% ADFS 1 L] ) 7 1 1S 1
? u Services ©
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Performance Services
Performance BPA results Performance
BPA results BPA results

De Proxy configuratie vereist een geldig en werkend SSL certificaat in de zojuist geinstalleerde IIS
omgeving. Installeer hiervoor eerst het SSL certificaat dat ook op de ADFS Server geinstalleerd is
door het daar bijvoorbeeld als .pfx bestand te exporteren. Zie voor de installatie van een SSL
certificaat “Appendix A: Certificaat Installeren”.

Open vervolgens de IIS manager:
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€@ » WIN-TPS2SNOMQS » Sites » Default Web Site »

File  View Help

@ Default web Site Home —
) Explore
€5 Start Page Filter: - ¥ 6o - GyShowAll | Groupby: Area Edit Permissions...
‘i WIN-TPS2SNOI4QS (WIN-1PS, =
T ASP.NET Edit Site
@ Application Pools ‘ Bind!
M e es EE\_ 1 f /’ ‘ INaings...
Default Web Site & @ Q C= & 'E"r Basic Settings...
-5 aspnet_client .NET .NFT . WNET Error .NFT . NET Profile .NET Roles  .NET Trust  .NET Users Appli. tion View Applications
Auth Compil: Pages lobal Levels Settings . N . .
) T . View Virtual Directories
LI;‘—’] ﬁ .E [B b I Manage Website (~
Connection Machine Key Pagesand  Providers  Session State SMTP E-mail 2 Restart
Strings Controls P Start
s @ Stop
» 18 -
| n T “ Browse Website
ﬁ @ ‘ 0 7 2 Hﬂ [8] Browse *:80 (http)
Authentic.. Compression  Default Directory  ErrorPages  Handler HTTP HTTP IS&PI Filters i
Document  Browsing Mappings Redirect: Respon... Advanced Settin
=) =L . i o= Configure
L Limits...
=& P =
Logging  MIME Types  Modules OQutput Request  SSL Settings 0 Hel
Caching Filtering F
Online Help
Management
Configurat...
Editor
<| m [> (=] Features View @ Content View
Ready &
: : (13 : : 2 (13 : : 2
en kies voor de Default Web Site rechts bovenaan “Bindings...” onder “Edit Site”.
L5} Internet Information Services (1IS) Manager = =] e

f@ O |° » WIN-1PS2SN0MQS » Sites » DefaultWeb Site »

File  View Help

Q-2 IR @ Default web Site Home _& -
xplore
W5 Start Page Filk - = Edit Permissions...
2 v 0 Go -\ Show Al | G : Al - &~
WIN-1PS2SNOMQS (WIN-TPS] | ¥ Go - GyShowll | Group by: Area =
o ASP.NET Edit Site
22 Application Pools N
L Bindings...
48] Sites i 3
Avo Default Web Site Basig et
b1 aspnet_client a t;‘NET T ot ’ P B Pr— View Applications
uthoriz: ype ost Name ort ress inding Informa... Add... iew Virtual Directories
. http 80 * Rba———
LI;E Manage Website @
Connect| - - : Restart
String P Start
Browse Website
[ Browse *:80 (http)
Authenti
Advanced Settings...
7 Configure
Limits...
Loggin| e Help
Online Help
Managg
Configurat.,
Editor
<| m [> (=] Features View @ Content View
Ready &
: (13 2
Klik op “Add...
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Site Bindings 2] x |

IP address:
|ht‘tps v| |AII Unassigned

Host name:

[] Require Server Name Indication

SSL certificate:

login2.wind.surfnet.nl Vl | Select... | | View...

| 0K | I Cancel |

Selecteer Type “https” en selecteer het eerder geinstalleerde SSL service certificaat en klik op
“OK”. De “Site Bindings” configuratie zou er nu als volgt uit moeten zien:

Type Host Name Port IP Address Binding Informa... Add...
http 80 *
s w
: 133 L3
Klik op “Close”.

De ADFS Proxy Configuration Wizard kan nu opnieuw gestart worden vanuit het Server
Management Dashboard:
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Welcome

Steps
o Welcome to the AD FS Federation Server Proxy Configuration Wizard
elcome
@ Specify Federation Service This wizard helps you configure Active Directory Federation Services (4D FS) software on this computer,
Name which sets up the computer as a federation server proxy. A federation server prosy redirects requests from

Internet clients to federation servers that are behind a firewall on your corporate network.
@ Ready to Apply Settings ;

) . Before you begin
@ Configuration Resuits @ A federation server and a federation server prozy cannot be configured on the same computer.

@ You will need the name of the Federation Service that has already been deployed in your
organization.

To continue, click Next.

< Previous ll Next > || Cancel || Help

Klik op “Next”.

Specify Federation Service Name

Steps Specify the name of the Federation Service to which this federation server proxy will redirect client
@ Welcome requests.
@ Specify Federation Service Federation Service name:

Name

| login2.wind. surfnet.nl

@ Ready to Apply Settings Example: fs.contoso.com

figuration Result ' ) . .
@ Configuration Resuts [7] Use an HTTP prosy server when sending requests to this Federation Service

HTTP proxy server address:

l

Example: http://proxy.contoso.com: 3000/

Test Connection

[ <Previous | [ New> || Cancel |[ Hep |

Kies dezelfde DNS naam als de ADFS Server voor “Federation Service Name” en test eventueel de
connectie met de ADFS Server door op de knop “Test Connection” te klikken.
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@

AD FS Federation Server Proxy Configuration Wizard

Specify Federation Service Name

Steps
@ Welcome

@ Specify Federation Service
Name

@ Ready to &pply Settings

@ Configuration Results

Specify the name of the Federation Service to which this federation server prozy will redirect client

requests.

Federation Service name:

[ login2.wind. surfnet.nl

Example: fs.contoso.com
[7] Use an HTTP proxy server when sending requests to this Federation Service

HTTP proxy server address:

Example: http://proxy.contoso.com: 3000/

AD FS Federation Server Proxy Configuration Wizard -

0 The specified Federation Service was contacted successfully,

l < Previous |I Next > Il Cancel ‘I Help

Als deze test slaagt kan “OK” en “Next” gekozen worden.

@

AD FS Federation Server Proxy Configuration Wizard

Specify Federation Service Name

Steps
@ Welcome

@ Specify Federation Service
Name

@ Ready to Apply Settings

@ Configuration Results

Windows Security -
login
E Enter Credentials
Enter the credentials that will be used to establish a trust between this
federation server proxy and the Federation Service.
| wind\Administrator |
' I l [eoseeseesed| |
Domain: wind
Connect a smart card
Plea:

< Previous Next > Cancel

Voer de gegevens van een domein Administrator in voor het eenmalig opzetten van de trust tussen

de Proxy en Server en klik “OK”.
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Ready to Apply Settings

Steps The following settings will be configured for this federation server proxy:

@ ‘Welcome

. . ) Stop the AD FS Windows service
@ Specify Federation Service

Narme Establish trust with the Federation Service
@ Ready to Apply Settings Configure endpoints

Configuration Result
® Lonhiguration Results Deploy browser sign-in Web site
Start the AD FS Windows service

Create V5SS Express Witer for use with backup solutions

To begin configuring this computer with these settings, click Next.

< Previous || Next > II Cancel || Help

Klik op “Next”.

Configuration Results

Steps The following settings are being configured.

@ Welcome

@ Specify Federation Service — Component Status

Name 1| Stop the 4D FS Windows service Configuration finished

@ Ready to Apply Settings ‘)| Establish trust with the Federation Service Configuration finished

@ Configuration Results )| Configure endpoints Configuration finished
©))| Deplay browser sign-in Web site Configuration finished
©)) Start the AD FS Windows service Configuration finished
: Create VS5 Express Wiiter for use with backup solutions | Configuration finished

You have successfully completed the AD FS Federation Server Proxy Configuration \Wizard.

To close this wizard, click Close.

Wacht tot de installatie voltooid is en klik op “Close”.

Surf te controle naar de ADFS service URL (zowel vanuit een plek die op de ADFS Server uitkomt
als vanaf een plek die op de Proxy uitkomt) en controleer de inhoud van de volgende URL:

https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml
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L= 1o .

®

2 https://login2.wind.surfnet.nl/federationmetadata/2007-06/federationmetadata.xml L~a C| {}D * {§}

& login2wind.surfnet.nl

L]

w8TKPIjffkaWCZvxF1Dg0C+nPUbSDROVFPxjyJZE2I=BEyUAlcd57m24G/cRCvph70ealc5zP0w6gg T WrdyeBdrLvhIgEaImbLkRy3JCYEz62M3wcIAQqr A
AddressThe e-mail address of the userGiven NameThe given name of the userNameThe unique name of the userUPNThe user principal name (UPN) of the
userCommon NameThe common name of the userAD FS 1.x E-Mail AddressThe e-mail address of the user when interoperating with AD FS 1.1 or ADFS

1.0GroupA group that tk
hasSurmmameThe surnam
display the time and dat
group SID of the userDe
userGroup SIDThe grou
nameThe domain accous
<domain>\<user=https:/|
AddressThe e-mail addr|
userCommon NameThe
1.0GroupA group that tt

hasSurnameThe surnam (5
display the time and dat( 5%

group SID of the userDe
userGroup SIDThe grou
nameThe domain accout
<domain>\<user=https:/|

STTTT T 7T e UPN of the user when interoperating with AD FS 1.1 or ADFS 1.0RoleA role that the user
f the userName IDThe SAML name identifier of the userAuthentication time stampUsed to
cation methodThe method used to authenticate the userDeny only group SIDThe deny-only
lary SID of the userDeny only primary group SIDThe deny-only primary group SID of the
primary group SID of the userPrimary SIDThe primary SID of the userWindows account

Back

Search using copied text  Ctrl+Shift+L

t/2005/1ssuedtokenmixedasymmetricbasic256https://login2 . wind.surfnet.nl/adfs/services/trust/
ne of the userNameThe unique name of the userUPNThe user principal name (UPN) of the
Vlail AddressThe e-mail address of the user when interoperating with AD FS 1.1 or ADFS

1e UPN of the user when interoperating with AD FS 1.1 or ADFS 1.0RoleA role that the user
f the userName IDThe SAML name identifier of the userAuthentication time stampUsed to
cation methodThe method used to authenticate the userDeny only group SIDThe deny-only
lary SID of the userDeny only primary group SIDThe deny-only primary group SID of the
primary group SID of the userPrimary SIDThe primary SID of the userWindows account

Select all

v

All Accelerators

Create shortcut

format:emailAddressum

format:transientMIIC7;(
format:emailAddressum

A_dd to favorites.. iin2 wind surfnet.nl/adfs/1sMIIC7jCCAdagAwIBAgIQYV/UvBOvs6dBZg14+pzGgjANBgkql
View source |at:persistentmn:oasis:names:tc:SA.M:L:ZO:nameid-

Inspect element 4+pzGgjANBgkqhkiGOwWOBAQsFADAZMTEWLwYDVQQDEyhBREZTIEVuY3J5cHRpb24
Encoding , at:persistenturn:oasis:names:tc:SAML:2.0:nameid-format:transient

Print...

Print preview..,

Refresh

Properties

v
< >
Deze URL dient zoals hierboven te zien is een XML document te bevatten. Als de browser geen
document laat zien kan met “View Source” het document in een editor getoond worden.
, [=]=] x|
@ nitps/logintwind, - " — _ o

& login2awind h:p : II 2 - =] https://login2.wind.surfnetnl/federationmetadata/2007-06/federationmetadataxml - Original Source |_|_-

< loginduwind sunetn File Edit Formaf

w8TKPIjffkaWCZvxFIDg0C+jnf 1 kEnttityDeszriptor ID="_982a8005-5e5a-478e-9705-1b9829d1141e" entityID="http://login2.wind.surfnet.nl/adfs/services/trust" ~

AddressThe e-mail address of thef
userCommon NameThe common
1.0GroupA group that the user is
hasSumameThe surname of the u|
display the time and date that the
group SID of the userDeny only g
userGroup SIDThe group SID of
nameThe domain account name o
<domain>\<user>https://login2 |
AddressThe e-mail address of thef
userCommon NameThe common
1.0GroupA group that the user is
hasSumameThe surname of the u|
display the time and date that the
group SID of the userDeny only g
userGroup SIDThe group SID of
nameThe domain account name o
<domain>\<user>https://login2 |
format:emailAddressurn:oasis:naf
format:transientMIIC7jCCAdagX
format:emailAddressurn:oasis:nat

smlns="urn:oasis :names rtc:SAML:2. @:metadata™><Signature samlns="http://uww.u3. org/2000/@9/:mldsig#"><5ignedInfo><CanonicalizationMethod
algorithm="http://ww.u3.org/2001/10/ml -exc-c1an#" /><Signaturelethod Algorithm="http://ww.w3.org/2001/04/xmldsig-more#rsa-sha256"/><Reference
URI="#_982a8005-5e5a-478e-9705-1b9829d1141e"><Transforms><Transform Algorithm="http://www.w3.org/2000/03/mldsig#enveloped-signature™/>
<Transform Algorithm="http://www.w3.0rg/2001/10/ml-exc-cl4n#"/></Transforms><DigestMethod
Algorithm="http://uwu.u3. org/2001 @4/ mlenct#sha256" /><Digestyalue>usTKPI] ffkallCZvxF1DgaC+jnPUbSDRAVFPx ]y ZE2I=</Digestyalues</References
</signedInfo><Signaturevalue>
BEyUALcd57m24G/cRCvph7@ealcSzPRuéggTlrdyebdrLvhIgEalmbLkRy3]CYEZE2M3ucIAQqrhANCurlffab+bnCggsSMruFesclOMiSEnDk1MNdlu+KagSFvnGhNUId@VHOOB/ zEc+xb
+wALHgIwpktcdlDla3enqgnhCythQIEBrhuocwyglas/ASmqH+t1PnEjNdCh9iS8E2uiRTXx67pI@cShFnhKS6IkSUNTWYWSF3XhYUr8cpackHKEtPkiz/avEeH3M6h x5@ak /R1xVEKI1AN
PGGUPh@qtOd /madl1lmNPybxaGAWLKejPEUSIAhSHCUI3G7xjpvCHbllcg==</Signaturevalue><KeyInfo><X509Data><X509Certificate>
MIICEDCCADCgAWIBAZIQPEqIY//8260BMUISG3/11izzANBEkqhkiGOWRBAQSFADAWMSAWLAYDVQQDEYVBREZTIFNpZ25pbmegl SBsb2dpbjTud21uzZCSzdXImbmyALmS SHEAXDTE@MTEYMTE
ZM]j cWNF oXDTESHTEYMDEZM] cwNF owMDEUMCWGALUEAMIQURGUYEBT alldualiSnIC@gbGOnalidyLndpbmQue3vyZmS1dCSubDCCASIWDQYIKoZIhvcNAQEEBQADEEEPADCCAQOCggEBANCZN]
y/kV1E] 97VAL4EU+WNNXS INShDLNAYSr INDEP11GCgz5VqU2idRexKC /X5 /1 f5glOANGhZL elgDoryPQDORH/E1qXL LgLDT 7T TpsxleudrijyShITsul+b 7929 gdedMSOuHxqulUETHgdr
Xv1Chb+TI9t+kyj30f0gZp] VDXNURC/
+RkjnIPkgbaD2]5aUS0k5YZZxG fnkmDLEEXX520G7q3ulL 7SpMniBllj SBynHevUkYTczBqOvlp9061i3bfedCbuQXyzyvps12A3/ nsFYr7p@EeALMNrSqChkCPubZ] 76LDUD6780PINb1PULY
sdvv4HEBTaiOk1lk/cKXECAWEAATANBEkqhkiGOW@BAQSFAROCAQEAIOET2N /613BRUlrEsalsjuno/6tpmfgroeSBuk /kilhJ4vNiZhs 7fSUHH3ZpAsYmumIRMDtLGScg85/kIQbLOtbkGb7
2f3m2MNG1Qr 7Tyccynrla3rpdgel@sz9a63Y gAjHiOkwFuYReZthanOTgpSmiscnybNz THIHAHEb8ezn6IyEUNwecps j AFoOAro3xSEmmfyYDhga 24URdupw7L JNO7ULXNCSQ/1Ir712LrQ
FAJFAPUTKRj+meqE@L1ZqyimlrGOcVIu87IKShYw2Zyby1fqglUc@dhzbs i SKHIEEGWYYzGYb OIBBmUHNEN /Q2qLxUepgAvi+QH+IOPUAZNW==</X5@9Certi ficate></X5@9Data>
</KeyInfor</Signature><RoleDescriptor xsi:type="fed:ApplicationServiceType" protocolSupportEnumeration="http://docs.casis-open. org/us-sx/us-
trust/200512 http://schemas.smlsoap.org/ws/20@5/02/trust http://docs.ocasis-open.org/usfed/federation/200706™
ServiceDisplayName="login2.wind.surfnet.nl" smlns:xsi="http://www.u3.org/2001/XMLSchema-instance” smlns:fed="http://docs.oasis-
open.org/usfed/federation/200706"><KeyDescriptor use="encryption"><KeyInfo smlns="http://www.u3.org/2000/@3/mldsigh"><X50Data>
<X509Certificate>MIIC7CCAdagAWIBAZIQYY/UvBOVSEdBZEle
+pzGgj ANBgkqhk 1GIW@BAQSF ADAZMTEWLWYDVOQDEyhBREZTIEVUY3IScHRpb24gL SBsb2dpbj Tud21uZCSzdXImbmyvaLmS sHEAXDTEQMTEyMTE 4] T@MLoXDTELMTEYNTE ZMj TOML owMzE
XMCBGALUEAMOQURG Y BFbmNy eXB@all9uIC@ghbGonalidyL ndpbmQuc3vy ZmS1dCSubDCCASIWDQYIKoZIhvcNAQEBBQADEEEPADCCAQOCggEBAKdMUIr4zTZ1rRGFSNA+ITEMY jDOOXUR TN
1LFd@xqHOnC Tn@YHOPXWB+ceD3yMhEOChYZ3tPu66Z81GS Lr 1 jFPZLnSy @ TfUSbON HUKATOCANE FSQANS qpaiqpHCPAKP T+LNVP 9azUoI RA/ TYS@H275XMvHV ln3awCy 83 Al /UEBE7ag
UYAT80aCYWRMRTXv x4 I0CYBSUpWRCQNVLX2ImpAELU2fIXB91 j+Kau/Lu2CTKLpH20ER8ASv1GZRMZY H-Zecs109b6F fFI3uneG FE8IuBxSvRojmhGLXNDIEC7CjufZB7SaIQRQRNuNey
OWes7ot6u3rtKMMyb+vDisCAWEAATANBgkqhkiGOW@BAQSFAMOCAQEACEKIMGBKISbQE] gxfEXLGSADEqqbYYCKFGO2QUGdZgsLX+ncE0cHTuNHalexw3nfvAsiSu2iqjEIKmXODDIV e
7nRZIHSIYHSYQGT] JOHSdOUI1ZINTRZRT 3AWXRVPMYS31PXyrqbBN /125 Uhy+Fqa7b i1 gj Jh4H3BGLICKOrBVIrYCzy FECKSWX/ ahIKIApLbUY-+Cxvpp3UiLrCIKOMRUGS Zt JOEL 2Uv 2TUFp
9fpNImg8orSelpPollwddevISaIXCEApnqoXs)xlv+3479vx(K62G2T2381LbNp7D] 2345 sUNFzmBKvqSy oY ViE33gGU3] cdMIaTun25pELE0DA==</X509Certificate></X509Data>
</KeyInfo></KeyDescriptor><fed:ClaimTypesRequested><auth:ClaimType Uri="http://schemas.smlsoap.org/us/2005/@5/identity/claims/emailaddress™
smlns tauth="http://docs.oasis-open.org/usfed/authorization/200706"><auth:DisplayName>E-Mail Address</auth:DisplayName><auth:Description>The e-
mail address of the user</auth:Description></fauth:ClaimType><auth:ClaimType
Uri="http://schemas.;mlsoap.org/us/2005/05/identity/claims/givenname” sanlns:auth="http://docs.oasis-open.org/usfed/authorization/200706">
<auth:DisplayName>Given Name</auth:DisplayName><auth:Description>The given name of the user</auth:Description></auth:ClaimType><auth:ClaimType
Uri="http://schemas.;mlsoap.org/us/2005/05/identity /claims/name" xmlns:auth="http://docs.casis-open.org/usfed/authorization/200706">
<auth:DisplayName>Name</auth:DisplayName><auth:Description>The unique name of the user</auth:Description></auth:ClaimType><auth:ClaimType
Uri="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn™ samlns:auth="http://docs.oasis-open.org/usfed/authorization/200706">
<auth:DisplayName>UPN</auth:DisplayName><auth:Description>The user principal name (UPN) of the user</auth:Description></auth:ClaimType>
<auth:ClaimType Uri="http://schemas. mlsoap.org/claims/CommonName™ smlns:auth="http://docs.oasis-open.org/usfed/authorization/200706">
<auth:DisplayName>Common Name</auth:DisplayName><auth:Description>The common name of the user</auth:Description></auth:ClaimType>
<auth:ClaimType Uri="http://schemas.smlsoap.org/claims/EmailAddress™ smlns:auth="http://docs.oasis-open.org/usfed/authorization/200706">
<auth:DisplayName>AD FS 1.x E-Mail Address</auth:DisplayName><auth:Description>The e-mail address of the user when interoperating with AD FS
1.1 or ADFS 1.@</auth:Description></auth:ClaimType><auth:ClaimType Uri="http://schemas.;mlsoap.org/claims/Group™ smlns:auth="http://docs.oasis-
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Als deze test slaagt kan de metadata URL aan SURFnet doorgegeven worden zoals beschreven in
het hoofdstuk “Metadata doorgeven aan SURFnet”.

Op de ADFS Proxy is deze URL nu nog plaintext (http) beschikbaar. Dit kan geen kwaad, maar kan
voor de zekerheid uitgeschakeld worden door de binding van de default site in IIS met poort 80
ongedaan te maken.
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ADFS Proxy installeren onder Windows Server 2012R2

Zorg ervoor dat de Proxy server de ADFS server onder de ADFS service URL kan bereiken zoals
beschreven in de inleiding van het ADFS Proxy hoofdstuk. Dit kan met split DNS of een hosts file
regel opgelost worden.

Kies in het Server Management Dashboard voor “Add roles and features” en klik door tot de Server
Role “Remote Access” gekozen kan worden:

i Server Manager = |[=] =

Server Manager * Dashboard @ | Mosge Toos view e

= Add Roles and Features Wizard bli-

=
H
B Local Server

i All Servers DESTINATION SERVER

" Select server roles WIN-S3HTLSFRLFE
WE File and Storage)

Bafore You Begin Select one or more roles to install on the selected server.

Installation Roles Description
. . . A~ Remote Access provides seamless
[] Active Directory Certificate Services connectivity through DirectAccess,
[] Active Directory Domain Services VPN, and Web Application Proxy.
[] Active Directory Federation Services DirectAccess provides an Always On

and Always Managed experience,

Active Directory Lightweight Directory Servi
[ Active Directory Lightweight Directory Services RAS provides traditional VPN

Role Services [ Active Directory Rights Management Services services, including site-to-site v
[] Application Server - (branch-office or cloud-based) e
[] DHCP Server - connectivity. Web Application Proxy

enables the publishing of selected
[ DNS Server HTTP- and HTTPS-based
[] Fax Server applications from your corporate
[H] File and Storage Services (1 of 12 installed) network to client devices outside of
the corporate network. Routing
[ Hyper-v provides traditional routing
[] Network Policy and Access Services capabilities, including NAT and other 1
[] Print and Document Services connectivity options. RAS and
Routing can be deployed in single-
emote Acces:

tenant or multi-tenant mode.
[[] Remote Desktop Services

< Previous Next > Install Cancel

oT R TeSOTT O TeSuTT

11/21/2014 6:44 AM 11/21/2014 6:44 AM

Klik op “Next”.
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Select features

Before You Begin
Installation Type

Server Selection

Server Roles

Remote Access

Role Services

DESTINATION SERVER
WIN-53H7L6FRLFE

Select one or more features to install on the selected server.

Features Description

QB NET Frameworic 3.5 Features power of the .NET Framework 2.0

b [H] .NET Framework 4.5 Features (2 of 7 installed) APIs with new technologies for
b [[] Background Intelligent Transfer Service (BITS) = building applications that offer
appealing user interfaces, protect
— your customers' personal identity
information, enable seamless and

.NET Framework 3.5 combines the

| >

[] BitLocker Drive Encryption
[ BitLocker Network Unlock

[[] BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of
L business processes.
[[] Data Center Bridging
[] Direct Play

[[] Enhanced Storage

[] Failover Clustering

[ Group Policy Management
[T] IS Hostable Web Core

[] Ink and Handwriting Services

—_ . _ - v

<l " [ [>]

<thious|| Next > | l Install || Cancel

Klik op “Next”.

Remote Access

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Role Services

DESTINATION SERVER
WIN-S3H7L6FRLFE

Remote Access integrates DirectAccess, VPN, and Web Application Proxy in a single management
console.

Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate
network as DirectAccess clients. Connectivity is seamless and transparent, and is available any time
client computers are located on the Internet. DirectAccess administrators can remotely manage clients,
ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
requirements.

Deploy VPN to allow client computers running operating systems not supported by DirectAccess, or
configured in a workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network. It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality for your AD FS servers.

Configure RRAS routing features using the Routing and Remote Access console.

<Pr!vious|| Next > | I Install H Cancel

Klik op “Next”.
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Add Roles and Features Wizard

Select role servi

Add features that are required for Web Application
Proxy?

The following tools are required to manage this feature, but do not

have to be installed on the same server.

DESTINATION SERVER
WIN-53HTL6FRLFE

X

ion

plication Proxy enables the
g of selected HTTP- and
based applications from your

Group Policy Management

4 Role Administration Tools

RAS Connection Manager Administration Kit (CMAK)
4 Remote Server Administration Tools

4 Remote Access Management Tools

[Tools] Remote Access GUI and Command-Line Tools

[Tools] Remote Access module for Windows PowerShel

e network to client devices
bf the corporate network. It
AD FS to ensure that users
lenticated before they gain

b published applications.
plication Proxy also provides
Inctionality for your AD FS

<] ]

[[>

Include management tools (if applicable)

|AddFeatures|| Cancel |

| < Previous | | Next > l

[ instal | [ cCancel |

Accepteer de afthankelijkheden door “Add Features” te kiezen en klik op “Next”.

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Remote Access

Confirmation

Select role services

Select the role services to install for Remote Access

Role services

[[] DirectAccess and VPN (RAS)
[] Routing

'eb Application Proxy]

DESTINATION SERVER
WIN-53H7L6FRLFE

Description

Web Application Proxy enables the
publishing of selected HTTP- and
HTTPS-based applications from your
corporate network to client devices
outside of the corporate network. It
can use AD FS to ensure that users
are authenticated before they gain
access to published applications.
Web Application Proxy also provides
proxy functionality for your AD FS
servers,

[[<Previous | [ Next> | | nstal |[ Cancel |

Kies tijdens de Role Services keuze “Web Application Proxy” en klik op “Next”.
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. . . . DESTINATION SERVER
Confirm installation selections WIN-S3HTLFRLFE

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

Remote Access Group Policy Management

RAS Connection Manager Administration Kit (CMAK)
Remote Access
Web Application Proxy

Role Services

Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Export configuration settings
Specify an alternate source path

[[<Previous | | mect> | [ instal | [ Cancel |

Selecteer eventueel “Restart the destination server automatically if required” en klik op “Install”.

. DESTINATION SERVER
Installation progress WIN-S3HTLSFRLEE
View installation progress

o Feature installation
— ]
Installation started on WIN-53H7L6FRLFE

Group Policy Management
RAS C ion Manager Administration Kit (CMAK)
Remote Access

Web Application Proxy

Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

‘<Previous H Next > l | Close || Cancel

Wacht eventueel de installatie af en klik op “Close”.
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Server Manager

Server Manager * Dashboard @1 FA Manage Tools  View  Help
§, Post-deployment Configura... -
{5 Dashboard WELCOME TO SERVER MANAGER
= Configuration required for Web Application Proxy at
_l e WIN-53H7L6FRLFE
Wi All Servers a CO nﬁg ure thIS |O Open the Web Application Proxy Wizard
¥§ Fileand Storage Services P X .
- o Feature installation
=l Remote Access QUICK START ———————
Add roles and fee Configuration required. Installation succeeded on
WIN-53H7L6FRLFE
Add other server¢ Add Roles and Features
WEATS AW Create a server g Task Details
Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 2 | Servergroups: 1 | Servers total: 1
== File and Storage = -
[ ] . 1 Remote Access 1 Local Server
u Services = i
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

In het Server Manager Dashboard verschijnt weer een “Post-deployment” waarschuwing

“Configuration required for Web Application Proxy at ...”. Zorg eerst dat het ADFS Service URL
certificaat zoals geinstalleerd op de ADFS server ook op deze server geinstalleerd is voordat deze
“Post-deployment actie” gekozen wordt. Hoe dit moet staat beschreven in “Appendix A: Certificaat

installeren”.

Kies daarna de “Post-deployment” configuratie voor de ADFS Proxy activiteit:
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Welcome DESTINATION SERVER

WIN-53HTL6FRLFE

Web Application Proxy is a Remote Access service used to publish web applications that end users can
interact with from any device. It also provides proxy functionality for Active Directory Federation Services
(AD FS) to help system administrators provide secure access to an AD FS server. By using Web Application
Proxy, system administrators can choose how end users should authenticate themselves to a web
application and which users are authorized to use a web application.

Federation Server

< Previous || Next > I | Configure H Cancel

Klik op “Next”.

. DESTINATION SERVER
Federation Server WIN-53HTL6FRLFE
welcome Select the Active Directory Federation Services (AD FS) server to use for Web Application Proxy

authentication and authorization.

AD FS Proxy Certificate Federation service name:

login3.wind.surfnet.nl

Enter the credentials of a local administrator account on the federation servers.

User name:

wind\Administrator

Password:

| < Previous || Next > | I Configure Il Cancel |

Geef als service naam precies dezelfde service URL als waaronder de ADFS service te bereiken is
op en geef de gegevens van de lokale Administrator op. Klik op “Next”.
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e DESTINATION SERVER
AD FS Proxy Certificate WIN-S3HTLEFRLFE
Welcome Select a certificate to be used by the AD FS proxy:
Federation Server | login3.wind.surfnet.nl |,| | e
Confirmation
| < Previous | | Next > | l Configure I I Cancel |

Selecteer het zojuist geinstalleerde ADFS Service certificaat en klik op “Next”.

. . DESTINATION SERVER
Confirmation WIN-S3HTLGFRLFE
Welcome The following PowerShell command will be run when you click Configure. It can also be used to automate

additional installations. If you want to use ion, copy the ¢ d before you click Configure.

Federation Server
AD FS Proxy Certificate

Install-WebApplicationProxy
FederationServiceTrustCredential System.Manag A ion.PSCredential
-CertificateThumbprint '95C3E78A2740E1D28075E179C10B8207E70BBC69"
-FederationServiceName ‘login3.wind.surfnet.nl’

Confirmation

To configure Web Application Proxy, click Configure.

<Pmrious|[ Next > ‘ |f‘ fi || Cancel

Klik op “Configure”.
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DESTINATION SERVER

Results WIN-53HTL6FRLFE

Web Application Proxy was configured successfully.

‘(Previous H Next > ‘ | Close H Cancel

Wacht het configuratieproces af en klik op “Close”.

2 Remote Access Management Console = [ =] 22
< >
) Tasks
Iﬂ Configuration PUBLISHED WEB APPLICATIONS e I ~
Web Application Proxy All published web applications | 0 total enera

Publish

M Operations Status
Refresh

No web applications are currently published. To publish

i WIN-53H7L6FRLFE a web application, click Publish.

Last Refresh On 11/21/2014 6:58:51 AM

Een correct geconfigureerde ADFS proxy ziet er nu in het “Remote Access Management Console”
als hierboven uit.
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Metadata doorgeven aan SURFnet

Als de ADFS server en ADFS Proxy of Web Application Proxy geinstalleerd zijn en hun werking
gecontroleerd kan de metadata URL doorgeven worden aan SURFnet. Om er voor te zorgen dat de
metadata voor de Identity Provider langer houdbaar is verlengen we de duur van het Token Signing
certificaat op de ADFS server eerst even door in een Powershell de volgende commando's uit te
voeren:

Set-ADFSProperties -CertificateDuration 1825

Als er nog geen andere Relying Party Trusts configuraties bestonden voor deze installatie:

Update-ADFSCertificate -CertificateType Token-Signing -Urgent
(deze worden namelijk onbruikbaar door het uitvoeren van bovenstaande commando)

en ter controle;

Get-ADFSCertificate -CertificateType Token-Signing

X Administrator: Windows PowerShell
2 Microsoft Corporation.

Signing -Urgent

Certificate

]
36EABD4CS5A2486DFFDE2CF
]
4 5:27:04 AM
9 5:27:04 AM

[Thumbprint]
BE1B3C340 20BD1D9FS45E3BS

CertificateType : Token-Signing
I i : True
= : CurrentlUser
: My
: BE1B3C3406B61B20BD1DSF545E3B5

StoreNam
humbprint

PS C:\User ministrators _

Het Token-Signing certificaat is nu als het goed is vijf jaar geldig.
Aanleveren Metadata
Vervolgens kan een mail naar SURFconext gestuurd worden met daarin de volgende informatie:
» Metadata URL: https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml

En alle onder deze URL genoemde extra gegevens:
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Appendix A Certificaat installeren

Deze handleiding gaat er vanuit dat het certificaat plus private key beschikbaar is in de vorm van

een .pfx bestand. Als het certificaat en de private key alleen los beschikbaar zijn als respectievelijk

cert.pem en cert.key met certificate chain chain.pem, is daar met het volgende openssl commando

een cert.pfx bestand van te maken:

#openssl pkcsl2 -export —-passout pass:123welkom -in cert.pem -certfile chain.pem

-inkey cert.key -out cert.pfx

Het cert.pfx bestand heeft nu als voorbeeld wachtwoord 723welkom.

Open de MMC en voeg de cerrtificate manager Snap-in voor Local Computer toe. Selecteer de

Personal Certificate Store en kies Import... zoals hieronder laat zien.

= Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates]

@& File Action View Favorites Window Help

e 7E ol .=  HE

| Console Root
4 A.,‘jl Certificates {Local Computer)

Issued To

Issued By

There are no items to show in this view,

3

14

|3

p [ Trusted Publis

p | Untrusted Cer New Taskpad View..,
B | Third-Party Re Refresh

14
14
14
14
14

_| Trusted Peopl .
Export List...

| Client Authen]
| Remote Deskt Help
_ Smart Card Trusted Hoots
| Trusted Devices

< L} > <

4 | Personal
| Certificater.
| Trusted Root ¢ All Tasks » Request New Certificate...
| Enterprise Tru View » Import...
| Intermediate ( New Window from Here Advanced Operations >

Expiration Date

Intended F

Add a certificate to a store
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= Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] =/ [IeI| X
ﬁFile Action  View Favorites  Window Help \|_|s'|x|

e 1m0z B

] Console Root F | Actions
4 Eﬁl Certificates (Local Computer)
4 || Personal
[ Certificates More Actions >
b | Trusted Root Certification Authorif
b (| Enterprise Trust
b | Intermediate Certification Authorit e .
b = Trusted Publishers Welcome to the Certificate Import Wizard
b 1 Untrusted Certificates
~| Third-Party Root Certification Aut}
b L:l ird-Party Root Certification Au This wizard helps you copy certificates, certificate trust lists, and certificate revocation
> tl:l Trusted People lists from your disk to a certificate store.
p | Client Authentication Issuers
4 L:I Remnote Desktop A certificate, which is issued by a certification authority, is a confirmation of your identity
b | Smart Card Trusted Roots and contains information used to protect data or to establish secure network
b [ Trusted Devices connections. A certificate store is the system area where certificates are kept.
Store Location
() Current User
(®) Local Machine
To continue, click Next.
(<] [T [ <] [T [>]
Klik op next.
@ ConsoleT - [Console Root\Certificates (Local Computer)\Personal\Certificates] = [ =] 22
& File Action View Favorites Window Help [=]=]x]
e 2E ol aB
(] Console Root Jssued T = Jssuied By Euniration Nate Intended f [ Actions
4 Iﬁl Certificates (Local Computer) X
4 ] Personal

5 Certificates (© = Certificate Import Wizard More Actions ,
b [ Trusted Root Certification Authol
b (| Enterprise Trust
b [ Intermediate Certification Autho
b [ Trusted Publishers

1 |j <« Users » Henny Bekker » Werk » adfs2wind.surfnet.nl v OI I Search adfs2.wind.surfnet.nl P |

p [ Untrusted Certificates Organize v  New folder = v [ @
p (| Third-Party Root Certification A —

p [ Trusted People X Favorites 2 Name Date modified Type Size
b [ Client Authentication Issuers B Desktop |3 loginzawind.surfnet.ni 11/21/20143:46 AM _ Persanal Informati...

p | Remote Desktop j Downloads

b | Smart Card Trusted Roots -

p [ ] Trusted Devices ] Recent places

- Libraries
@ Documents
J Music
[&=] Pictures

. Videos

Lol Computer
£, Local Disk (C3)

<] [

File name: |Iogin2.wind.surfnet.nl vl |Persona| Information Exchange v|

| Open I I Cancel |

Zoek het bestand waarin het certificaat inclusief private key staat (meestal een pfx bestand) en klik
op “Open”.
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Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import options:

["]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[“]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[]Include all extended properties.

Learn more about protecting private keys

Geef het wachtwoord waarmee de pfx opgeslagen is en klik op “Next”.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Automatically select the certificate store based on the type of certificate
@ Place all certificates in the Following store

Certificate store:

|Persona| | | Browse...

Learn more about certificate stores

Kies de Personal store en klik op “Next”.

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the Following settings:

Certifical cted by User EEE

Content PFX

File Mame C:\UsersiHenny Bekker\werk\adfs2,wind.surfnet.nl}
< m I [>]

Klik op “Finish”.
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o The import was successful.

Klik op “OK”.

File Action View Favorites Window Help - 8%
e% 2@ o 6B
(] Console Root Issued To - Issued By Expiration Date  Intended || Actions I
4 [5) Certificates (Local Cormputer) #llogin2.wind.surfnet.nl TERENA SSL CA 2 11/16/2017 Server Aut|| ~_ o
4 || Personal
[ Certificates More Actions »

b | Trusted Root Certification Authorif
b (| Enterprise Trust
b | Intermediate Certification Authorit
b 1 Trusted Publishers

b 1 Untrusted Certificates
b (| Third-Party Root Certification Autt
p ] Trusted People

b [ Client Authentication Issuers
b (| Remote Desktop

b 1 Smart Card Trusted Roots

b | Trusted Devices

< Bl | b

Personal store contains 1 certificate. I

Controleer of het certificaat, inclusief private key, correct geimporteerd is. Aanwezigheid van de
private key is te herkennen aan het sleuteltje linksboven het icoontje van het certificaat.
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Verklarende woordenlijst
DMZ

DMZ staat voor Demilitarized Zone en is een netwerksegment dat zich tussen het interne en externe
netwerk bevindt. Het externe netwerk is meestal het internet.

Een DMZ is feitelijk een andere naam voor een extranet, een gedeelte van het netwerk dat voor de
buitenwereld volledig toegankelijk is.

Op het netwerksegment van de DMZ zijn meestal servers aangesloten die diensten verlenen die
vanuit het interne en externe netwerk aangevraagd kunnen worden (bijvoorbeeld een webserver
en/of mailserver). De DMZ dient door een firewall beschermd te worden, maar moet wel zodanig
geconfigureerd worden (gaten in de firewall) dat de diensten binnen de DMZ toegankelijk blijven.
(Bron: Wikipedia)

Split-DNS

Is de een Domain Name System (DNS) implementatie waarbij verschillende verzamelingen DNS
gegevens worden geleverd afhankelijk van de bron van het DNS verzoek. In de praktijk komt het er
op neer dat de DNS server voor een computer binnen het intranet een private adres van de server
binnen de intranet grenzen geeft en voor gebruikers van buitenaf (het internet) het adres van de
server in de DMZ (zie hierboven) of de firewall/router die verbonden is met de server.
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