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Inleiding

In deze handleiding lees je hoe je jouw organisatie kunt aansluiten op SURFconext als Identity
Provider met behulp van ADFS (in ADFS-terminologie Claims Provider genoemd).

De procedure voor het aansluiten als Identity Provider bestaat uit de volgende onderdelen:

* Een ADFS serversysteem inrichten; waaronder Windows Server 2012(R2) configureren en
ADFS installeren. Let op dat de installatie onder Windows Server 2012R2 anders verloopt
dan onder Windows Server 2012.

* De ADFS server configureren voor aansluiting als Identity Provider (IdP) voor
SURFconext.

* FEen ADFS proxy inrichten indien toegang van buiten het lokale netwerk gewenst is. Hier
verschilt Windows Server 2012R2 erg veel van Windows Server 2012!

* Attributen vrijgeven aan SURFconext

Deze handleiding is gebaseerd op de release van ADFS 6.2.0.0 zoals meegeleverd in Windows
Server 2012 en Server 2012R2.

Waarom een server én een proxy inrichten?

Om de ADFS-server minder kwetsbaar te maken voor aanvallen van buitenaf, moet je naast een
ADFS server ook een ADFS-proxy inrichten buiten het Windows-domein. De ADFS-server moet
namelijk bij voorkeur niet bereikbaar zijn van buitenaf. Je doet dit door een ADFS-proxy in te
richten en deze ‘voor’ de ADFS-server te plaatsen. Dit houdt in dat je twee verschillende Windows
Server machines moet configureren in deze setup. De proxy mag geen lid zijn van het domein en
wordt bij voorkeur in de DMZ (zie verklarende woordenlijst achterin dit document) geplaatst.

Internet

Intranet
AD domein

ADFS server
De proxy zorgt ervoor dat gebruikers die niet zijn ingelogd op het (windows-)domain, via een

webpagina (username/ password formulier) kunnen inloggen. Dit formulier kan aan de look-and-
feel van jouw organisatie worden aangepast.
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ADEFS 2.0-Server inrichten

Inleiding

Dit document beschrijft de installatie van een ADFS server op Windows Server 2012 en Windows
Server 2012R2. Deze installaties hebben voldoende gemeen om beide in dit document te bespreken
maar wijken op een aantal punten af, zodat dan verwezen wordt naar de R2 specifieke schermen.
Met name het installeren van de ADFS proxy in Windows Server 2012R2 is volledig anders dan in
Windows Server 2012.

Voordat je de specifieke instellingen voor SURFconext kunt invoeren, moet je een basisinstallatie
op de ADFS server uitvoeren. Hiervoor moet je onderstaande stappen doorlopen:

* Installeer en configureer Windows Server 2012(R2).
*  Voeg de ADFS software als feature toe.

* Configureer de basisinstellingen van ADFS.

Windows Server 2012 installeren en configureren

Om een ADFS 2.0-server te kunnen inrichten, moet je eerst Windows Server 2012 installeren en
configureren. Hiervoor moet je onderstaande stappen doorlopen:

* Installeer de juiste versie van het besturingssysteem op de server: Windows Server 2012 of
Windows Server 2012R2 (standaard of enterprise).

* Stel de tijd op de server correct in en zorg ervoor dat je deze synchroniseert met een time
server (NTP).

* Neem de server op in het domein van de Active Directory waaruit de accounts voor de
SURFconext federatie komen.

* Installeer een geldig certificaat voor de voorgenomen login URL in de Personal Certificate
store van de Local Computer ten behoeve van veilige gegevensuitwisseling met de IdP
(SSL) . Zie appendix A: Certificaat installeren.

ADFS Server Software installeren

Onderstaand gedeelte van deze handleiding is te gebruiken voor het installeren van de ADFS Server
Role op zowel Windows Server 2012 en Windows Server 2012R2.
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Start de Server Manager tool op de machine die als ADFS Server ingericht wordt en klik op “Add

Roles and Features”

B Local Server
BE All Servers

F§ Fileand Storage Services P

Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Manage

Tools

BE

View

o Configure this local server

QUICK START

Add roles and features

N

Add other servers to manage

WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
= File and Storage - =
g 1 Local Server 1 B All Servers
B services i i
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
De Roles and Features Wizard wordt gestart:
s Add Roles and Features Wizard - | = [T
H DESTINATION SERVER
Before you begln WIN-SKSEENPEAL)
This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizaticn, such as sharing decuments, or
Installation Typs hosting a website.
Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:
* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed
If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,
To continue, click Next
[[] Skip this page by default
: « i
Klik op “Next
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DESTINATION SERVER

Select installation type WIN-SKSFFNPFAT)

Select the installation type. You can install reles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Szlection

O B, De<k p Se = - n
Install required role services for Virtual Desktep Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | MNext > ‘ | Install | | Cancel

Selecteer “Role-based or feature-based installation” en klik op “Next”

DESTINATION SERVER

Select destination server WIN-S€EFFIREAT
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation T @ Select a server from the server pool
ype P
() Select a virtual hard disk

Server Roles Sarver Pool
Features
Filter:
Name IP Address Operating System

Microsoft Windo

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| < Previous | | Mext = | | Install | ‘ Cancel

Selecteer de juiste server en klik op “Next”
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Add Roles and Features Wizard

Select server roles

Befora You Bagin

Installation Typs

Server Selection

Features
ADFS
Role Services
‘Web Server Role (15)
Role Services

Confirmation

Select one or more roles to install on the selected server,
Roles

[] Active Directory Certificate Services
[] Active Directory Domain Services
[[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server
[[] DNS Server
[7] Fax Server

3 File And Storage Ser
[] Hyper-V
[] Metwork Policy and Access Services

< (Installed)

[] Print and Document Services
[7] Remate Access
[] Remote Desktop Services

_EI-

DESTIMATIOM SERVER
WIN-S{SFFMPRATI

Description

Active Directory Federation Services
{AD F3) provides simplified, secured
identity federation and Web single
sign-on (550) capabilities. AD FS
includes a Federation Service that
enables browser-based Web 550, a
Federation Service Proxy to
customize the client access
experience and protect internal
resources, and Web Agents used to
provide federated users with access
to internally hosted applications.

Selecteer “Active Directory Federation Services” en klik op “Next”

Select server roles

Add Roles and Features Wizard

= Add Roles and Features Wizard

Add features that are required for Active Directory
Federation Services?

You cannot install Active Directory Federation Services unless the
following role services or features are also installed.

4 MNET Framewark 4.5 Features
4 WCF Services
HTTP Activation
ASPMET 4.5
4 Web Server (I1S)
4 Management Tools
[Tools] 1S Management Console
4 Web Server

4 Application Development

Include management tools (if applicable)

DESTINATION SERVER
WIN-SKSFFNPRAT)

= %

tory Federation Services
ides simplified, secured
eration and Web single
[0} capabilities. AD FS
ederation Service that
wser-based Web S50, 2
ervice Proxy to

e client access

pnd protect internal

nd Web Agents used to
lerated users with access
hosted applications.

Install Cancel

Er verschijnt een waarschuwing dat er meerdere athankelijkheden zijn en dat deze ook geinstalleerd

zullen worden. Let op dat IIS onder Windows Server 2012R2 geen afhankelijkheid is van ADFES en
0ok niet geinstalleerd mag worden!

Klik op “Add Features” of “Next” om verder te gaan

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2

(8/65)



Select features

Befors You Bagin
Installation Type

Server Selection

Server Roles

ADFS
Role Services
‘Web Server Role (115)
Role Services

Confirmation

Select one or more features to install on the selected server,

Features

b [®] NET Framewaork 4.5 Features {Installed)
r O Background Intelligent Transfer Service (BITS)

[] Bitlocker Drive Encryption

[7] BitLocker Metwork Unlock

[] BranchCache

[] Client for NFS

[] Data Center Bridging

[] Enhanced Storage

[[] Failover Clustering

[] Group Policy Management

[] Ink and Handwriting Services

[] Internet Printing Client

[] IP Address Management (IPAM) Server

| >

< m |

Bl

w

DESTINATIOM SERVER
WIN-5K5FFNPFAT)

Description

-MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

<Previuu5H Mext » | |

install | [ Cancel

Klik op “Next”

Before You Begin
Installation Type
Server Sslection
Server Roles

Features

Role Services
‘Web Server Role (I15)
Role Services

Confirmation

Active Directory Federation Services (AD FS)

Active Directory Federation Services (AD FS) provides Web single-sign-on (S5C) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS helps organizations
bypass the need for secondary accounts by allowing you te project a user's digital identity and access
rights to trusted partners. In this federated environment, each organization continues to manage its

own identities,

Things to note:

* This computer must be joined to a domain before you can successfully install the Federation Service

or Windows Token-based Agent.

* The Federation Service and Federation Service Proxy cannot be installed on the same computer.

Learn more about AD FS

DESTINATION SERVER
WIN-SKSFFMPRATI

<Previuu5|| MNext =

[ instal | [ Cancal

Klik op “Next”
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Before You Bagin
Installation Type
Server Selection

Server Roles

Features

ADFS

Web Server Role (I3)
Role Services

Confirmation

DESTINATION SERVER

Select role services WIN-SKSFENPFAL)

Select the role services to install for Active Directory Federation Services

Role services Description
. Federation Service provides security
= tokens to client applications in
4[] ADFS 1.1 Web Agents response to requests for access to

I:‘ AD FS 1.1 Claims-aware Agent rESOUrces,
[] AD FS 1.1 Windows Token-based Agent
[] Federation Service Proxy

| < Previous ‘ ‘ Next » | | Install ‘ ‘ Cancel

Selecteer “Federation Service” en klik op “Next”.

Web Server Role (IIS) BN ety

Before You Begin
Installation Type
Server Selection
Server Roles
Features

ADFE

Role Services

Confirmaticn

'Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services {[1S) 8.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates |15 8.0, ASP.NET, and Windows
Communication Foundaticn.

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple rales on this computer.

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

More information about Web Server lIS

| < Previous H Next > | | Install || Cancel ‘

Klik op “Next” (Let op dat Windows Server 2012R2 geen IIS afhankelijkheid heeft en de volgende
schermen daardoor niet getoond worden).
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Before You Bagin
Installation Type
Server Selection
Server Roles
Features

ADFS

Role Services
Web Server Role (IIS)

Confirmation

DESTINATION SERVER

Select role services WIN-SKSFRNERAT)

Select the role services to install for Web Server (1S}

Role services Description
~ ‘Web Server provides support for
HTML Web sites and optional
Common HTTP Features support for ASP.NET, ASP, and Web
Default Document = server extensions. You can use the

Web Server to host an internal or
external Web site or to provide an
environment for developers to
Static Content create Web-based applications.

HTTP Redirection

[] WebDAV Publishing
4 Health and Diagnostics

HTTP Logging

[ Custom Logging

[ Logging Tocls

[] ODBC Logging

[] Request Monitor

—_ v

rectory Browsing
HTTP Errors |

<] n [ ]

<Previous | [ MNext> | | nstall | [ Cancel

Klik op “Next”.

= Add Roles and Features Wizard = X
Confirm installation selections bt

Before You Bagin
Installation Type
Server Selection
server Roles
Features
ADFS

Role Services
Web Server Role (15)

Role Services

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these aptional features, click Previous to clear
their check boxes.

NET Framework 4.5 Features al
ASPNET 45

WCF Services -

If a restart is required, this server restarts automatically, without
additional notifications. Do you want to allow automatic restarts?

[<]

Export configuration seFings
Specify an alternate source path

[<previous | [ new> | [ sl | [ cancel |

Kies wat voor deze server toepasselijk is. Klik op “Install”
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=

_I:I-

Add Roles and Features Wizard

DESTIMATIOM SERVER
WIN-SKSFFMPFAT)

Installation progress

View installation progress

o Feature installation
I

Installation started on WIN-SKSFFNPFAT)

.NET Framework 4.5 Features
ASPNET 4.5
'WCF Services
HTTP Activation

Active Directory Federation Services
Federation Service
Web Server (I1S)

115 Management Console

Web Server

Annlication Develonment

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous =

Close

Wacht eventueel tot de installatie afgerond is. De wizard mag afgesloten worden, de installatie zal
op de achtergrond doorgaan.

Next

Cance

=) Server Manager = [a ]
D
erve age Dashboard i
fi Post-deployment Configura... |
WELCOME TO SERVER MANAGER
Con requ ation Service at
_ 'WIN-SKSFFNPS
s Al Servers . . S
. “ Configure this local seL__®
¢y ADFS 0
& File and Storage Services b QUICK START e
iio s 2 Add roles and features Cor ired. Installation succeeded on
WIN-SKSFFNPS
3 Add oth ers 1o ma Add Roles and Features
WEATS AW 4 Create a server group Task Detail:
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:3 | Servergroups: 1 | Servers total: 1

g File and Storage

.
AD FS 1 .
= Services

1 o s 1

(@ Manageability
Events

Services

(@ Manageability

Events

@ Manageability

Events

Performance Services
Performance BPA results Performance
BPA results BPA results
‘ § Local server 1 | ‘ li Al Servers 1 ‘

Als de installatie afgerond is zal er een “Post-deployment”

waarschuwing “Configuration required

for Federation Service at ...” verschijnen in het Server Manager Dashboard. Klik op “Run the AD
FS Management snap-in” om de installatie van ADFS te voltooien.

Vanaf hier verschillen de interfaces van Windows Server 2012 en Windows Server 2012 R2.
Hieronder volgt de configuratie voor Windows Server 2012.

Zie voor de verdere installatie Windows Server 2012R2 “ADFS Configuration Wizard 2012R2” in

het volgende hoofdstuk.
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ADFS Configuration Wizard 2012

Wanneer op de “Post-deployment” link in het Server Manager Dashboard geklikt wordt zal de
ADFS Manager Snap-in gestart worden. Hierin is een link “AD FS Federation Server Configuration
Wizard” opgenomen:

Y1 ADFS HEIES

@Flle Action Wiew  Window  Help
&= [= 3=

. ADFS -
ederation server Configuration Wizar:
AD FS Federation S Config iizard
AD FS provides single-sign-on ($50] access for client computers. Wigw »

\0‘ Configure This Federation Server

Mew Windou fram Here

E Help

The AD F5 Federation Server Configuration ‘Wizard must first be completed successfully before you can use this
snap-in to manage your Federation Service.

=} AD FS Federalion Server Configuration Wizard
© Learn About:
Configuring Claims Provider or Relying Party Trusts

Adding Federation Servers to a Farm and Setting Up Load-Balancin

Confiquring Federation Server Proxies

Troubleshooting AD FS

Klik op deze link.
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Y
Welcome

Steps

@ Welcome

@ Select Deployment Type
@ Federation Service Mame
@ Summary

@ FResults

AD FS Federation Server Canfiguration Wizard

Welcome to the AD FS Federation Server Configuration Wizard

Thiz wizard helps you configure Active Directory Federation Services [AD FS) software on this computer,
which zets up the computer as a federation server. An ingtance of A0 FS iz referred to as a Federation
Service.

¥ Create a new Federation Service
Selact this option to et up either a stand-alone federation server or the first server in a federation

) Add a federation server to an existing Federation Service

server famm.

Select thiz option to join thiz computer to an existing federation server farm.

< Previous

Mest >

Cancel

Help

Selecteer “Create a new Federationn Service” en klik op “Next”.

3

Select Stand-Alone or Farm Deployment

Steps

@ ‘Welcome

@ Select Deployment Type
@ Federation Service Mame
@ Summary

@ Results

Kies voor een eenvoudige installatie “Stand-alone federation server” en klik op “Next”.

AD FS Federation Server Configuration Wizard

“r'ou can create either a stand-alone federation server for evaluation purposes or a small production
envirohment, of you can cieate a federation server in a new farm for load balancing and high availability.

Select one of the following optionz. Either of these options wil use the Windows Intemal D atabaze to store
canfiguration data.

3 Mew federation server farm

®

Thiz option will create a new Federation Service with settings for high availability and load balancing.
This computer will be the primary federation server in the farm. Later, pou can scale out this farm by

adding more federation servers.

To create a federation server farm, pou must run this wizard while you are logged on with an account
that has sufficient permizsions in Active Directory to create a container object (for sharing certificates)
and to get an SPM [for the service account], such az an account that iz a member of the Damain

Admins group.

Stand-alone federation server

Thiz option will create a new Federation Service on this computer. This option is recommended for
evaluation purpazes or a small production enviranment. If pou select this aption, you will nat be able

to add more servers to create a farm.

You can use SOL Server with AD FS to take advantage of the full feature set and achieve maximum
scalability. To set up AD F5 to use SGL Server, use the command-line version of this wizard. For

more information, click Help

| < Previous | |

Next

Cancel ||

Help

Let op dat deze optie bedoeld is voor evaluatie en kleine productie omgevingen. Een Stand-alone
federation server is niet meer om te zetten naar een farm. Een single-server farm kan daarentegen
later uitgebreid worden naar meerdere (load balanced) servers maar vereist bij initiéle installatie iets
meer configuratie die hier niet behandeld zal worden. Over het algemeen is de belasting op een
ADEFS server niet erg hoog en volstaat deze Stand-alone installatie.
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&

AD FS Federation Server Configuration Wizard -

Specify the Federation Service Name

Steps

Thiz wizard determines the Federation Service name fram the Subject field of the S5L certificate for the

@ ‘Welcome Default Web Site. IF the wizard cannot determine the Federation Service name from the 350 settings, vou
must select a certificate.

@ Select Deplovment Type

Select the cerificate and/or port, and then click Mext.

@ Federation Service Name
@ Summary

@ Results

55L certificate: Port:
loging. wind. surfriet.nl 443
Federation Service name:
loginZ2. wind. surfret.nl -
hat kind of certificate do | need?
‘ < Previous || Mext » || Cancel || Help |

Selecteer het eerder geinstalleerde SSL certificaat dat gebruikt gaat worden (Appendix A) voor het
ontsluiten van de ADFS dienst en klik op “Next”.

\a

Ready to Apply Settings

Steps
@ Welcome
@ Select Deployment Type

@ Federation Service Mame

@ Summary

@ Resuls

Klik op “Next”.

AD FS Federation Server Configuration Wizard

The following zettings will be configured for AD FS:

+  Stop AD FS zerver.

+  Windows Internal D atabasze service will be started and zet to automatic startup.

+ Signing and token-encryption certificates will be generated and zet to automatic roll over.

+  Selected 551 certificate will be used for securing service communication.

+  Metwork Service account will be given access to the database, to the certificate private keys and

endpoints, and the service will run under this account.

Drefault zet of endpaints will be enabled.

+  Browser signin web site will be deployed to the 'Yadfs/ls' virtual directory under the Default ‘Web Site in
115,

+  Federation Service name is loging. wind. surfnet.nl

+  Start A0 F5 server.

To begin configuring this computer with these settings, click Next.

< Previous | | Mext » | | Cancel | | Help
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Configuration Results

Steps The following settings are being configured
@ ‘Welcome
Companent Stalus
@ Select Deployment Tppe —
1)) Stop the 4D FS Windows Service Configuration finished
@ Federation Service Name —
(2 Install Windows Intemal Database Configuring companents
@ Summary - -
Start the Windows Intermal Datahase service
@ Results

Create A0 FS configuration database

Configure service settings

Deplay browser sign-in 'web site
Start the 4D FS Windows Service

Create default claim set

Create default Active Directory claim acceptance iiles

Create W55 Express ‘Writer for use with backup solutions

Wacht tot de Wizard klaar is met installatie en klik dan op “Close”.

%File Action  Wiew  Window  Help

@

TIADFS D FS | Actions b
b [ Service I
b [] Trust Relationships .

Overview dd Rfying Party Trust.
AD FS5 provides single-sign-on (550] access for client computers. Add Claims Provider Trust..,

Add Attribute Store..,

@ ReqUIred Conflguratlon Incomplete Edit Federation Service Properties..,

Before you can use A0 FS to manage 550 access for users and services, you must complete the following task: Edit Published Claims
=} Required: Add a trusted relying party Revake All Proxdes
Provide Feedback
@ Learn About: Wiew ’
New Window from Here
Configuring Claims Provider or Relying Party Trusts @ Refresh
Adding Federation Servers to a Farm and Setting Up Load-Balancin n Help

Configuring Federation Server Proxies

Troubleshooting AD FS

Zodra de Wizard afgesloten is, kan een “Trusted Relying party” (SURFConext) toegevoegd worden.
Klik hiervoor op de link “Required: Add a trusted relying party”.
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b ADFS -[a] x
\@ File  Action  ‘iew ‘Window Help
@@=
a [ Service
B ADFS =
_| Endpaoints oy L]
| Certificates [ Add Relying Party Trust Wizard [ o Py Truse.
_| Claim Descriptions irns Prawider Trust...
B[] Trust Relationships Welcome ibute Stare..
Steps ) . eration Service Properties...
‘Welcome to the Add Relying Party Trust Wizard
@ Welcome lished Claims
Thiz wizard will help you add a new relying party trust to the 4D FS configuration database. Relying parties
@ Select Data Source consume ;Ialms in sEcurity tokens that are issuwed by this Federation Service to make authentication and 1l Prosdies
® Choose lssuance autharization decisions Feedback
#uthorizatior Fules The relying party trust that this wizard creates defines how this Federation Service recognizes the relying »
@ Ready toAdd Trust paity and issues claims to it. Y'ou can define issuance ansform wles for issuing claime to the relying party
after you complete the wizard. ndawe fram Here
@ Finish
< Previous Start | | Cancel ‘ ‘ Help
3 [13 »
Klik op “Start”.
Lr Add Relying Party Trust Wizard [

Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:
@ "welcome - i X X
® |mport data about the relving party published online or on a local netwark,
@ Select Data Source . . " . -
Usze this option ta import the necessary data and certificates from a relying party organization that
@ Choose lssuance publishes its federation metadata online or on a local netwark.
Authorization Rules

Federation metadata address (host name o URL):
@ Feady toAdd Trust

hitps: #fenging. surfconest nlf authentication sp/metadatd

@ Finish
Example: fz.contoso.com ar https://waww. contoso. comdapp
O Import data about the relying paity from a file

Use this option ta import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file iz from a tusted source. This wizard will
not validate the source of the file.

Federation metadata file location:

() Enter data about the relying party manualy

Use this option ta manually input the necessary data about this relying party organization.

| < Previous || Mext » || Cancel || Help |

Selecteer “Import data about the relying party published online or on a local network” als de server
toegang tot het internet heeft en geef als Federation metadata address

“https://engine.surfconext.nl/authentication/sp/metadata” op. Als de server geen toegang tot het
internet heeft kan deze metadata ook op een andere computer opgehaald worden en hier middels

“Import data about the relying part from a file” optie geimporteerd worden.
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@ Add Relying Party Trust Wizard | x|

Specify Display Name

Steps Type the display name and any optional notes for this relying party.
@ ‘welcome
Select Data Source Eispleyanc;
SURFconex]
@ Specify Digplay Mame
@ Choose lssuance Motes:

Authorization Rules
@ FeadytoAdd Trust
@ Finish

| < Previous || Mest » || Cancel || Help |

Noem de connectie SURFconext en klik op “Next”. Er is geen expliciete SURFconext acceptie
omgeving met eigen metadata. Deze aansluiting zal na technische goedkeuring van SURFnet
“productie” status krijgen en hiervoor is geen aanpassing in de metadata nodig.

%] Add Relying Party Trust Wizard =]
Choose Issuance Authorization Rules

Steps Issuance authorization rules determine whether a user is permitted to receive claims for the relying party,

@ “welcome Chaose one of the following options for the iritial behavior of this relying party's issuance authorization
ules.
@ Select Data Souice

@ Specify Display Name (®) Pemit all users to access this relving party

The issuance authorization wles will be configured to permit all users to access this relying paity. The

@ Choose lssuance 1elying party service or application may stil deny the user access.

Authorization Rules
@ Ready toAdd Trust (O Deny all users access to this relving party

@ Finish The issuance authorization rles will be configured to deny all users sccess to this relying party. ou must
later add issuance authorization les to enable any users to access this relying party.

You can change the issuance sutharization rules for this relying party trust by selecting the relving party
tiust and clicking Edit Claim Rules in the Actions pane.

| < Previous H Mext > H Cancel H Help ‘

Selecteer hier “Permit all users to acces this relying party” tenzij anders gewenst.
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Ready to Add Trust

Steps The relying party trust has been configured. Review the following settings, and then click Mext to add the:
@ Welcome relying party trust to the AD FS configurstion database.

@ Select Data Source
Menitoring | Identifiers I Encryption I Signature I Accepted Claims I Organization I Endpoints: | N < I >

@ Specify Display MName

@ Choose Issuance Specify the monitaring settings for this relying party trust
Authorization Rules

@ Readyto Add Trust
@ Finish

Relying party's federation metadata URL:

|hﬂps..’.’engine.mrfmnadn\!aud ientication/sp.

Manitor relying party
Automatically update relying party

This relying party’s federstion metadata data was last checked on:
89/16/2016

This relying party was last updated from federation metadata on
9/16/2016

Klik op “Next”.

Finish
Steps . . .

The relying party tiust was successfully added to the AD FS configuration databage.
@ ‘Welcome

You can maodify this relying party trust by uzsing the Properties dialog box in the A0 F5 Management snap-in.
@ Select Data Source

@ Specify Digplay Name N X X X X
[] Open the Edit Claim Rules dislog for this relying party tust when the wizard closes

@ Choose lssuance
Autharization Rules

@ Ready to Add Trust
@ Finish

Cloze

Klik op “Close”. Als het vinkje voor “Open the Edit Claim Rules dialog for this relying party trust
when the wizard closes” aangevinkt blijft zal direct de hieronder beschreven “Edit Claim Rules”

dialoog geopend worden.
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w File Action

Wiew  Window  Help

e x[F =

S ADFS

4 [ Service
= Endpoints
7] Certificates
] Claim Descriptions

a [ Trust Relationships
[ Claims Provider Trusts
| Relying Party Trusts
7] Attribute Stares

| Update from Federation Metadata..,

uthenti

Edit Clairm Rules..,

Disahle
Properties

Delete

Help

- &%
Relying Party Trusts | Actions I
Display Name Erabled | Idenifier bl

Add Relying Party Trust..,
Wiew 4
Mews Windaw from Here

@ Refresh

H Hep

(R i |
Update frorm Federation Metadata, .,
Edit Claim Rules...
Disable
Properties

x Delete

n Help

Edit clairm rules for the selected relying party trust

Nu kunnen de claim rules gedefinieerd worden door met de rechtermuis knop op de “Relying Party
Trusts” te klikken en “Edit Claim Rules...” te kiezen.

Claim Rules toevoegen
Vanaf hier zijn de Windows Server 2012 en 2012R2 installatie weer identiek.
@ etCamRuestorsuRfeonet = o I

lzsuance Transform Rules | |zsuance Authorization Rules | Dielegation Autharization Rules |
The following transfoim rules specify the claims that will be sert to the relying paity.
Order  Rule Name lszued Claimz
AddRule.. | [ EdiFule.. | [ Remove Rule.
u]:8 | | Cancel | | | | Help
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Om informatie over gebruikers aan SURFconext door te geven zullen we Claim rules toe moeten
voegen. We beginnen met de eenvoudigste vorm: het transformeren van LDAP (AD) attributen naar
SURFconext attributen.

Klik op “Add Rule...”

\a

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Fule

Add Transform Claim Rule Wizard

Select the template for the claim wle that you want to create from the following list. The description
provides detalls about each claim rule template.

Claim rule template:

Send LOAP Attributes as Claims v

Claim nule template description:

Using the Send LDAP Attribute a2 Claims e template pou can select attributes from an LDAP attribute
store such as Active Directory to send as claims ta the relying party. Multiple atributes may be sent as
multiple claims from a gingle rule using this rule type, For example, pou can use this wile template to
create a ruls that will extract attibute values for authenticated users from the displayM ame and
telephoneMumber Active Directory attibutes and then send those values as bwo different outgoing
claims. This rule may also be used to send all of the user's group memberships. IF you want to only send
individual group memberships, use the Send Group Membership az a Claim rule template.

Tell me more about this wle template

< Previous | Mext » || Cancel H Help

Selecteer “Send LDAP Attributes as Claims” en klik op “Next”. Hiermee geven we bestaande

attributen in AD uit als Federatie attributen naar SURFconext.

i

Configure Rule

Steps
@ Choose Rule Type

@ Configure Claim Rule

Add Transform Claim Rule Wizard -

“r'ou can configure thig ule to send the values of LDAP attributes az claims. Select an attribute store from
which ta extract LDAP attributes. Specify how the attributes will map to the autgaing claim types that wil be
iszued from the ule.

Claim e name:

AD Attributen

Rule template: Send LDAF Athibutes as Claims

Attribute: store:

Active Ditectory W

Mapping of LDAP attibutes ta outgoing claim types:

I‘;[d)éﬁﬁﬁ;g;\huta [Select or type: to Outgoing Claim Type [Select or type to add more]
User-Principal-Mame “ |Mame D w
SAM-Account-Name | urremace: dir attribute-defuid v
Display-Mame » lurremace: dir: attribute-def-displayN ame v
4 E-Mail Addresses || urrernace: dir attribute-defmail v
* v v
| < Previaus | | Finish | ‘ Cancel | | Help |

Geef de rule een naam “AD Attributen”, kies “Active Directory” als Attribute store” en voeg een
voor een de volgende Mappings toe:

LDAP Attribute

Outgoing Claim Type

User-Principal-Name Name ID

SAM-Account-Name

urn:mace:dir:attribute-def:uid

Display-Name

urn:mace:dir:attribute-def:displayName
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E-Mail-Addresses urn:mace:dir:attribute-def:mail
Kies “Finish”.

Vervolgens willen we voor iedereen het schacHomeOrganization met een vaste uitgaande waarde
configureren. We doen dit door deze claim afhankelijk te laten zijn van lidmaatschap van de groep
“Domain Users” (waar iedereen lid van is, als het goed is).

Selecteer weer “Add Rule...”
L) Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim wile that you want ta create from the following list. The description
@ Choose Rule Type pravides details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send Group Membership as a Claim w

Claim rule template description:

Using the Send Group Membership as a Claim wle template you can select an Active Directory secuity
group to send as a claim. Only a single claim will be emitted from this rule, based on the gioup selected
For example, vau can use this e template to create a nuls that will send a group claim with a value of
“ddmin'' if the uzer iz a member of the "Domain Admins' security group. This wle template should anly
be uzed for users of the local Active Directory Domain,

Tell me rore about this nuls termplate...

< Previous | Mext » H Cancel || Help |

En selecteer “Send Group Membership as a Claim” en klik op “Next”.

\@ Add Transform Claim Rule Wizard -
Configure Rule

Steps *f'ou can configure this rule to send a claim based on a user's Active Directory group membership. S pecify
@ Choose Auls Type the group that the user is a member of, and specify the outgoing claim type and value to issue.

@ Configure Claim Rule Claim rule name:;

schacHomelrganization

Fiule template: Send Group Membership az a Claim
User's group:

[WIND\Domin Users | [ Browse...

Outgoing claim type:

|um:maca:terema.olg:attnbute-def:s:hacHomeDrgamzat\on v |

Unspecified

Outgoing claim value:

wind. surfret. ril

‘ < Previouz | | Finizh | | Cancel ‘ ‘ Help |

Noem de rule “schacHomeOrganization” selecteer User's group “Domain Users”, Outgoing claim
type “urn:mace:terena.org:attribute-def:schacHomeOrganization” en Outgoing claim value de DNS
domeinnaam van de instelling (bijvoorbeeld 'surfnet.nl’). Klik op “Finish”.

Nu gaan we twee rules toevoegen die beide een andere waarde voor hetzelfde attribuut
(eduPersonAffiliation ) uitgeven afhankelijk van de groep waarin de gebruiker zit.
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Selecteer “Add Rule...” en weer “Send Group Membership as a Claim” en klik op “Next”.
i Add Transform Claim Rule Wizard -

Configure Rule

Steps Y'ou can configure this rule to gend a claim bazed on a uger's Active Directory group membership. S pecify

@ Chooze Fule Type the aroup that the user iz a member of, and specify the outgoing claim type and value to issue.

@ Configure Claim Rule Claim rule name:

eduPersondffiiation [employes]

Rule template: Send Group Membership as a Claim

Uger's group:
|W’IND\M edewerkers | Browse...

Outgoing claim type:

| urrirnace;dir attribute-def eduPersondfiliation ] |

Unzpecified

Outgoing claim value:

| employes]

| < Previous | | Finizh | | Cancel | | Help |

Geef de Claim rule name “eduPersonAffiliation (employee)”, kies als User's group de AD groep

voor alle medewerkers en Outgoing claim type “urn:mace:dir:attribute-def:eduPersonAffiliation”.
Geef als waarde voor Outgoing claim value “employee”. Klik op “Finish”.

Selecteer nogmaals “Add Rule...” en weer “Send Group Membership as a Claim” en klik op
“Next”.

Y Add Transform Claim Rule Wizard -
Configure Rule

Steps “You can configure thiz rule to send a claim based on a user's Active Directory group membership. Specify
@ Choose Fule Type the group that the user iz a member of, and specily the outgoing claim bype and value to issue.
@ Canfigure Claim Rule Claim rule narne:

eduPersondffiiation (student]

Rule template: Send Group Membership as a Claim
User's group:

[WIND'Studenten || Browse.. |

Outgaing claim type:

|um:mace:d\r:altnbute—del:eduF'ersonAffiIiation v |

Unspecified

Outgaing claim value:

|sludeml1

| < Previous ‘ | Finish | | Cancel | ‘ Help |

Noem de rule “eduPersonAffiliation (student)”, kies als User's group de AD groep waar alle
studenten in zitten en Outgoing claim type “urn:mace:dir:attribute-def:eduPersonAffiliation”.
Selecteer als Outgoing claim value de waarde “student”. Klik op “Finish”.
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Het eduPersonEntitlement attribuut wordt door SURFConext gebruikt om applicatie specifieke

attributen door te geven zoals voor de applicatie SURFdrive. Als het attribuut de waarde

“urn:x-surfnet:surf.nl:surfdrive:quota: 100” bevat mag de gebruiker hier gebruik van maken. We

gaan de uitgifte van dit attribuut en deze waarde koppelen aan lidmaatschap van de AD groep

“Users”.

Selecteer nogmaals “Add Rule...” en weer “Send Group Membership as a Claim” en klik op

“Next”.
s

Configure Rule

Steps
@ Choose Rule Type

@ Configure Claim Rule

Add Transform Claim Rule Wizard

You can configure this rule to send a claim based on a user’s Active Directory group membership. Specify the

group that the user is a member of, and specify the outgoing claim type and value to issue

Claim rule name:

eduPersonEntitlement (SURFdrive)

Rule template: Send Group Membership as a Claim
User’s group:

|WIND'Dnma\n Users | | Browss... |

Qutgeing claim type:
|um.ma:e.dir.at‘tribute1:lef eduPersonErtitlement v |

Unspecified

Qutgoing claim value

um x-surfret-surf nl:surfdrive quota:100]

| < Pravious | ‘ Finish

‘ | Cancsl

Noem de rule “eduPersonEntitlement (SURFdrive)” en kies de AD groep waar alle gebruikers lid

van zijn. Geef Outgoing claim type “urn:mace:dir:attribute-def:eduPersonEntitlement” en de
Outgoing claim value de waarde “urn:x-surfnet:surf.nl:surfdrive:quota:100”.
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Het Claim Rules overzicht zou er nu ongeveer zo uit moeten zien:

i Edit Claim Rules for SURFconext =] =
lssuance Transform Rules | lssuance Authorization Rules I Delegation Authorization Rules |
The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Name Issued Claims
1 AD Attributen Name 1D um:mace dir:attr...
2 schacHomeOrganization um:mace terena.org:attrb...
3 eduPersonAffiligtion (employee) um:mace dir-attibute-def ...
4 eduPersonAffiligtion (student) um:macedir-attibute-def ...
b eduPersonEntitlement (SURFdrive) um mace:dirattibute-def ..
6 schacPersonalUnigueCode <See claim rule=
Add Rule... | [ Edit Rule... | [ Remove Rule..
[ ok || camced || Aepy

Als alles klopt, klik op “OK”.

Custom claim rules

Het kan voorkomen dat de gewenste waarde van een bepaald attribuut niet beschikbaar is in AD

maar wel daaruit afgeleid zou kunnen worden. Een voorbeeld is schacPersonalUniqueCode. De

vereiste syntax van dit attribuut is
urn:schac:personalUniqueCode:nl:local:<schacHomeOrganisation>:<id_type>:<id_token>

Let op dat de waarde een URN is en daarom moet voeldoen aan de eisen die aan een URN gesteld
worden. Een belangrijke eis is dat een URN geen spaties mag bevatten.

Bijvoorbeeld:
urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:90210

Hiervan is het employeeid “90210” waarschijnlijk wel beschikbaar als medewerkernummer en kan
het attribuut dus samengesteld worden uit de tekst
“urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:”
en bijvoorbeeld
(de waarde van) het AD attribuut Employee-Number

Hiervoor kennen we de waarde van het AD attribuut Employee-Number eerst toe aan
“urn:mace:dir:attribute-def:employeeNumber” en stellen daarmee later de personalUniqueCode
samen.

Edit opnieuw de Claim Rules van de Relying Party SURFconext
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Edit claim rules for the selected relying party trust

Edit opnieuw de “AD Attributen” rule.

lssuance Transform Rules | Issuance Authorization Rules I Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order

1
2
3
4
5
6

Rule Name

AD Attributen
schacHomeOrganization
eduPersonAffiliztion {employee)
eduPersonAffiliation (student)
eduPersonEntitlement @dmin}
schacPersonallUniqueCode

lssued Claims

Name |0.um mace:dir:attr...
ummace terena.org:attrib...

um:mace :dirattibute-def:
ummace dir:attibute-def:..
um:mace:dirattibute-def:..
<5ee claim e

[*] [+

Voeg een regel toe die Employee-Number koppelt aan “urn:mace:dir:attribute-

oK || Ccancel ||

Apply

def:employeeNumber”.
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*You can configure this rule to send the values of LDAP attributes as claims. Select an sttribute store from
‘which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule

Claim rule name:

AD Attributen

Rule template: Send LOAP Atributes as Claims

Attribute store:
Active Directory v
Mapping of LDAP attributes to outgoing claim types:
\a‘gﬂ:(ﬁ?bme (Select ortype to Qutgoing Claim Type {Select or type to add more) -
User-Principal-Name w (|Name 1D v
SAM-Account-Name v [[ummace dirattibute-def uid vz
Display-Name ~ [lum:mace dir:attribute-def :displayMName v
E-Mail-Addresses ¥ (ummace dir:attribute-def:mai vl |
» Employee-Number v [[ummace diratiibute-def employse Numberd v
v

or s g

Sla de rule Oi en Voeﬁ een Custom claim rule toe door op de “Add Rule...” knop te klikken.

Issuance Transform Rules | lssuance Authorization Rules I Delegation Authorization Rules |

The following transform rules specify the claims that wil be sert to the relying party.

Order  Rule Name Issued Claims

1 AD Aftribiten Name 1D um:mace:dirattr
2 schacHomeOrganization ummace terena.org:attib...
3 eduPersonAffiliation {employee) um mace dirattribute-def...
4 eduPersonAffiliation (student) um mace dir attibute-def:
5 eduPersonEntitlement (admin) ummace dirattibute-def:...

Lok [ [ cemed ][ s |

Kies in het volgende venster voor “Send Claims Using a Custom Rule” en klik op “Next”.
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g Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the dlaim e that you wart to create from the following ist. The description provides
& Choose Rule Type details abovt each diaim ruls templats
@ Configure Claim Rule Claim rule template:

Send Claims Using a Custom Rule v

Claim rule template description:

Using a custom rule, you can create rules that can't be created with a ule template. Custom rules are
written in the AD FS claim rule language. Capabilities that require custom rules include:

+ Sending claims from & SQL attribute store

+ Sending claims from an LDAP attribute store using a custom LDAP fitter

* Sending claims from 3 custom attribute store

* Sending claims only when 2 or more incoming claims are presertt

* Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

+ Creating claims for use only in later nules

Geef de rule een beschrijvende naam zoals “schacPersonalUniqueCode” en creéer de gewenste
attribuutsamenstelling op basis van een tekst en één of meerdere bestaande attributen.
c:[Type == "urn:mace:dir:attribute-def:employeeNumber"

=> 1ssue(Type = "urn;: schac:attribute-def:sc acPersonalUnlqueCode" Value
"urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:" + c. Value),

Bovenstaande code dient als volgt gelezen worden:

Als een attribuut van het type “urn:mace:dir:attribute-def:employeeNumber” bestaat, bewaar dit
attribuut dan in variabele “c” en geef een nieuw attribuut van type “urn:schac:attribute-
def.schacPersonalUmqueCode” uit met een samenstelling van de letterlijke tekst
“urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:” en de waarde van het
attribuut in variabele “c”

Het venster ziet er dan ongeveer zo uit:
Edit Rule - schacPersonalUniqueCode -

*You can corfigure a custom claim rule, such as a nule that reguires muttiple incoming claims or that extracts
claims from a SQL attribute store. To corfigure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language:

Claim rule name:

schacPersonalUnigueCode

Rule template: Send Claims Using a Custom Rule

Custom rule

c:[Iype == "urn:mace:dir:attribute-def:employeeNumber™]

=> issue(Iype = ™urn:schac:attribute-def:schacPersonalUniqueCode™,
Value =
"urn:sc‘.halt::psrscnalunlqueCcde:nl:lccal:unihardemijk.nl:Emplcyeeld: "+
c.Value) ;|

Als de Rule compleet is, klik dan op “OK”.
Een meer geavanceerde rule, welke ook de “schacHomeOrganization” en de “dffiliation”
meeneemt, ziet er dan als volgt uit:
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cl:[Type == jurn:mace:dir:attribute-def:employeeNumber"] &&

c2:[Type == "urn:mace:terena,org:attribute-de :schacHoméorganization"] &&

c3:[Type == "urn:mace:dir:attri ute-def:eduPersonAffiliation

=>"15sue(Type = "urn: schac:attribute- def schacPersonalUnlque ode Value

"urn:schac: personalUnlqueCode nl:local:" + c2.Value + ": Valle + "1d " + cl.vValue);

Om eduPersonScopedAffiliation toe te voegen aan de ADFS claims kan de volgende Custom claims
rule gebruikt worden, er vanuit gaande dat de claims "urn:mace:dir:attribute-
def:eduPersonAffiliation" en "urn:mace:terena.org:attribute-def:schacHomeOrganization" zoals
eerder in deze handleiding beschreven, correct gedefinieerd zijn.

Kies weer voor "Edit Claim rules" en "Add Rule". Kies in het volgende scherm voor "Send Claims
Using a Custom Rule" en klik op "Next".

Geef de Rule een beschrijvende naam zoals "Create eduPersonScopedAffiliation" en plak de
volgende code in het "Custom Rule" venster:

c1:[Type == "urn:mace:dir:attribute-def:eduPersonAffiliation"] &&

c2:[Type == "urn:mace:terena.org:attribute-def:schacHomeOrganization"]

=> issue(Type = "urn:mace:dir:attribute-def:eduPersonScopedAffiliation", Value = c1.Value + "@"
+ c2.Value);

Klik "Finish" en klik "Ok" in de "Edit Claims Rules" dialoog. Test hierna de uitgifte van het nieuwe
attribuut.

g Edit Claim Rules for SURFconext = [ = -
lssuance Transform Rules | lssuance Authorization Rules I Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Name lssued Claims
1 AD Aftributen Name 1D .um:mace:dir:attr...
2 schacHomeOrganization um:mace terena.org:attrib. ..
3 eduPersonAffiliation {employee) um:mace dirattibute-def . .
4 eduPerson Affiliation (student) um:mace dir:attibute-def...
5 eduPersonEntilement {admin) um:mace dirattibute-def . .
[ schacPersonalUniqgueCode <See claim rule>
AddRule... | | EditRuk... | | Remove Rule..

ok ] [t ] o]

En bewaar, als alles klopt de Claim Rules set door op “OK?” te klikken.
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Zo horen het Dashboard van een Windows Server 2012 (links) en Windows Server 2012R2 (rechts)
er na installatie uit te zien. Let op het verschil dat IIS niet geinstalleerd is onder 2012R2.

Controleer onder Windows Server 2012 of er een IIS service geinstalleerd is met een default Web
Site waaronder de applicatie(s) adfs/ls te vinden zijn.
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Connections R
Q- |2 |8 @b Default web Site Home
L~ = | ,
;-9 Sart Page Filt 8o - 5k Show &l | Graup by: 4,
! ilter: - o = Showr roup by:
493 ADFS2-A81 (WINDVAdrinistr] 2 T ke
L[} Application Poals ASP.NET
a-[@] Sites = 4 e r‘\ AN
= =N < 'y 152\
4 4 Default Web Site ) NF ¢ ; 2
4P adfs NET MET JNET Error MET {MET Profile  .WET Rales
s Authorizat,,  Compilation Pages Globalization
-] aspnet_client ] = s Py
ab| 35? g .‘IEA & 5
Connection  Machine Key  Pages and Prowviders  Session State SMTP E-rail
Strings Contrals
s
2 9 o B &
Authentic.. Compression  Default Directory  ErrorPages  Handler
Docurnent  Browsing Mappings
- A " e 9=
8 == A ¥ & §
Logging  MIME Types  Modules Qutput Request  SSL Settings
Caching Filtering
Management
Configurat...
Editor
< m 5 | [ Festures iew |12 Cantent View
Ready

9

EV

JMET Trust

Levels

i,

o]
HTTR

Redirect

Let op: onder Windows Server 2012R2 ontbreekt deze stap!

Handleiding ADFS installatie Windows Server 2012 en Server 2012R2

R

har )

HTTP
Respaon..

MET Users  Application

Settings

<

1584P1 Filters

Actions
B Explore

Edit Permissions..,

Edit Site

Bindings..
D Basic Settings...

View Spplications

Wiew Virtual Directories
Manage Website £3
< Restart

14

B Stop

Browse Website
Browvse *:80 (hitp)
Browwse %443 (https)

Advanced Settings...

Configure

Lirnits...

®

Help
Online Help

%
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ADFS Configuration Wizard 2012R2

De ADFS installatie Wizard zie er onder Windows Server 2012R2 anders uit. We pakken hier de
draad na installatie van de “ADFS Role” zoals hierboven beschreven op.

[ Active Directory Federation Services Configuration Wizard == -

TARGET SERVER
adfs3-aai.wind surfnet.nl

Connect to Active Directory Domain Services

Specify an account with Active Directory domain administrator permissions to perform the
federation service configuration.

WINDVAdministrator (Current user)

Kies voor een AD Administrator account waarmee de rest van deze Wizard voltooid zal worden en
klik op “Next”.

= Active Directory Federation Services Configuration Wizard = | = -

TARGET SERVER
adfs3-aai.wind.surfnet.nl

Specify Service Properties

Velcome
S5L Certificate: | legin3.wind.surfnet.nl |'| | Import.
fice Properties View
Federation Service Name: | login3.wind.surfnet.nl |Y|

Example: fs.contoso.com

Federation Service Display Name Login3 SJRFnei{

Users will see the display name at sign in.

Example: Contoso Corporation

| < Previous || Mext > | Configure

Kies het vooraf geinstalleerde SSL certificaat waarmee de ADFS dienst ontsloten zal worden en een
handige “Display Name” (bijvoorbeeld Login SURFnet). Klik op “Next”.
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. - TARGET SERVER
Specify Service Account adfs3-ai.wind.surfnet.nl

| A Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll... Show more *

Welcome . . .

Specify a domain user account or group Managed Service Account,
Connect to AD DS . )

(_) Create a Group Managed Service Account
Specify Service Properties

Account Name: WIND

Specify Service Account

Spacfy Database ®) Use an existing domain user account or group Managed Service Account

Account Name: WIND\Administrator Clear | | Select..
Account Password: sssensssnse
| < Previous | | Next > | | Configure | | Cancel |

De waarschuwing in de gele balk kan opgelost worden door op “Show more” te klikken en het
voorgestelde commando “Add-KdsRootKey -EffectiveTime (Get-Date).AddHours(-10)” in een
Powershell uit te voeren. Kies voor een eenvoudige installatie een domain Administrator account
voor het installeren van de ADFS service. Er kan ook gekozen worden voor een “Group Managed
Account”.

. . . TARGET SERVER
Specify Configuration Database adts3-aaiwind surfnetal

Welcome
Connactto AD DS

Specify a database to store the Active Directory Federation Service configuration data.

(®) Create a database on this server using Windows Internal Database,
Specify Service Properties

Specify Service Account () Specify the location of a SOL Server database,

Specify Database

Database Host Name:
Review Cptions

Pre-requisite Checks Database Instance:

To use the default instance, leave this field blank.

‘ < Previous | | MNext > | ‘ Configure | | Cancel |

Selecteer “Create a database on this server using Windows Internal Database.” en klik op “Next”.
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R . O . TARGET SERVER
eview pt‘ ons adfs3-aai.wind.surfnet.nl
Welcome Review your selections:
Connect ta AD DS This server will be configured as the primary server in a new AD FS farm 'login3.wind.surfnetnl’,
Specify Service Properties AD FS configuration will be stored in Windows Internal Database.
Specify Service A it
pecily Service Accoun ‘Windows Internal Database feature will be installed on this server if it is not already installed.
Specify Database

Federation service will be configured to run as WIND\Administrator.

Pre-requisite Chacks

These settings can be exported to 2 Windows PowerShell script to automate
additional installations

< Previous || Mext = | ‘ Configure || Cancel |

Klik op “Next”.

. TARGET SERVER
Pre-requisite Checks adfsd-asiwind.surfnetanl

| @ Al prerequisite checks passed successfully, Click "Configure’ to begin installation. Show more b3

Welcome

Prerequisites must be validated before Active Directary Federation Services is configured on this
Connect to AD D5 computer.

Spedify Service Properties Rerun prerequisites check
Specify Service Account
Specify Database A View results

Review Cptions @ Prerequisites Check Completed

° All prerequisite checks passed successfully. Click ‘Configure’ to begin installation.

<pravicus | | nests | [ confiure | [ Camcal

Klik op “Configure”.
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Results

TARGET SERVER
adfs3-aai.wind.surfnet.nl

| ® This server was successfully configured

x
# View detailed operation results
Mext steps required for completing your federation service deployment
| < Previous | | Next > | | | Cancel

Wacht tot de installatie voltooid is en Klik op “Close”.

Start de ADFS Management Snap-in,

W File  Action  View Window Help HEE

«=|[E B
lese o

b Lo Service X -

b [ Trust Relationships
b [ Authentication Policies

Qverview

AD FS provides single-sign-on [S50) access for client computers.

Learn More
Configuring Trust Relationships
Configuning duthentication Policies

Troubleshoaoting A0 FS

AD FS Help

_

Add Relying Party Trust..,
Add Clairns Provider Trust.,
Add Attribute Stare...
Edit Federation Service Properties..,
Edit Published Claims
Rewvoke &Il Proies
Wiew
New Window from Here
@] Refresh

ﬂ Help

en selecteer “Add Relying Party Trust...” aan de rechter kant onder “Actions” of navigeer aan de

linkerkant naar “Relying Party Trusts” en selecteer met de rechtermuis knop “Add Relying Party
Trust...” zoals hieronder.
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G File  Action  View indow Help

e

[l ADFs
B[] Service
4[] Trust Relationships
[ Clairns Prosider Trusts

| Relying Party Trusts

Display Name
Device Registiation Service

7] Attribute Stores |

Add Relying Party Trust..,

b [ Authentication Policies

Add Mon-Claims-Sware Relying Party Trust.,

Wiewn 3

Mews Weind our frorm Here

Refresh

Help

Enabled Type
Yes WS-T...

Identifier
urrmsg-drs:login3, wind. suifnet.nl

Relying Party Trusts | Actions

|Rebying Party Trusts &

Add Relying Party Trust..,
Add Non-Claims-&ware Relying Party Trust,.,
Wiew 4
New Window from Here
Refresh
Help

Add a new relying party trust to the configuration database

Welcome

Steps
@ ‘Welcome
@ Select Data Source

@ Configure Multi-factor
Authentication How?

@ Choose |ssuance
Authorization Rules

@ Ready toAdd Trust
@ Finizh

‘Welcome to the Add Relying Party Trust Wizard

Thiz wizard will help you add a new relying party trust to the A0 FS configuration databaze. Relying parties
consume claims in security tokens that are issued by this Federation Service to make authentication and

authorization decisions.

The rel¢ing party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it ou can define issuance transform rules for issuing claims to the relying party

after you complete the wizard,

< Previous | |

Start

Cancel

Klik op “Start”
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L% Add Relying Party Trust Wizard -

Select Data Source

Siehs Select an option that thiz wizard will use to obtain data about this relying party:
@ 'Welcome . ) )
(® Import data about the relving party publizhed online or on a local netwark

@ Select Data Source . . . " . - .

Use this option to import the necessary data and certificates from a relying party organization that publishes
@ Configure Multi-factor itz federation metadata online or on a local netwark.

Authentication Mow? .
Federation metadata address [host name or URL]:

@ Choose lssuance

Authorization Rules hitps: //engine. surfconest il authentication/sp/metadat
@ Feady toAdd Trust Example: fz.contozo.com or https:/Awww. contoso.comdapp
@ Finish ) Import data about the relying party from a file

Usze this option to import the neceszary data and certificates from a relying party organization that has
exported itz federation metadata to a file. Enzure that thig file iz from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

Browse...

() Enter data shaut the relying party manwaly

Usze this option to marnually input the neceszary data about this relying party organization.

| < Previous || Mest > || Cancel |

Selecteer “Import data about the relying party published online or on a local network” als de server
toegang tot het internet heeft en geef als Federation metadata address

“https://engine.surfconext.nl/authentication/sp/metadata” op. Als de server geen toegang tot het
internet heeft kan deze metadata ook op een andere computer opgehaald worden en hier middels

“Import data about the relying part from a file” optie geimporteerd worden.

L Add Relying Party Trust Wizard 1

Specify Display Name

Steps Enter the dizplay name and any optional nates for this relying party.
@ ‘Welcome Dizplay name:
@ Select Data Source SURFcones]

@ Specify Display Name Nates:

@ Configure Multi-factor
Authentication Now?

@ Choose lssuance
Autharization Rules

@ Feady toAdd Trust
@ Finish

| < Previous | | Mest > | | Cancel

Kies als Display name “SURFconext” en Klik op “Next”.
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i

Steps

@ “elcome

@ Select Data Source
@ Specify Dizplay Name

@ Configure Multifactor
Authentication Mow?

® Choose lssuance
Autharization Rules

@ Ready toAdd Trust
@ Finish

Add Relying Party Trust Wizard -

Configure multi-factor authentication settings for this relying party trust. Multi-factor authentication is required if
there is a match far any of the specified requirements.

uiti-Factor Authentication Global Settings
Requirements Usere/Groups Mot configured
Device Mot configured
Location Mot configured

® | do ot want ta configure rulti-factor suthentication settings for this relying party trust at this time

() Configure multifactor authentication settings for this relping party trust.

You can aleo configure multifactor authentication settings for this reluing party tust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

| < Previous || Mext » H Cancel |

Selecteer voor een eenvoudige installatie zonder “multi-factor authentication” voor “I do no want to
configure multi-factor authentication settings for this relying party trust at this time” en Klik op

“Next”.

)

Add Relying Party Trust Wizard -

Choose Issuance Authorization Rules

Steps
@ ‘welcome

@ Select Data Sowce

Specify Display Marme

@ Configure Multi-factor
Authentication Mow?

@ Choose lssuance
Autharization Rules

@ FReady to Add Trust
@ Finish

Selecteer “Permit all users to acccess this relying party” indien gewenst en Klik op “Next'.

|3suance autharization rules determine whether a user is permitted ta receive claims for the relying party.
Choose one of the fallowing optians for the initial behawvior of this relying party's issuance authorization rules.

® Permit all uzers to access this relying party

The izsuance authorization rules will be configured to permit all users to access this relving party. The relying

party service or application may stil deny the user access.

O Deny all users access to this relying party

The igzuance authorization rulez will be configured to deny all users access to thiz relying party. ou must
later add izsuance authorization rules to enable any users to access this relying party.

‘Y'ou can change the izsuance authorization ruiles for this relying party trust by eelecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

| < Previous | | Mext > ‘ | Cancel |
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g Add Relying Party Trust Wizard -
Ready to Add Trust

Steps The relying party trust has been configured. Review the fallowing zettings, and then click Mext ta add the
‘Welcome relying party trust to the AD FS configuration database.

) Select Data Source

Monitoring | |dentifiers | Encryption | Signature | Accepted Claims | Organization | Endpoints | Note € | >

Speeily Display Name Specify the monitoring settings for this relving party trust,

Canfigure kulti-factar
Authentication Mow'?

Relying party's federation metadata URL:

https: //engine. surfconest. nldauthentication/sp/metadata/F ederationtd etadata/2007-06/Federationtde
Choose |zsuance

Authorization Fules

Ready to Add Trust

@ Finish
Thiz relying party's federation metadata data was last checked on:
11/21/2014
Thiz relying party was last updated from federabion metadata on:
1142142014
< Previouz | | Mext » | | Cancel
: « £
Klik op “Next”.
L% Add Relying Party Trust Wizard 3
Finish
Steps The relying party trust was successfully added ta the AD FS configuration database.
@ ‘wWelcome

“Y'ou can madify this relying party trust by using the Properties didlog box in the AD FS Management snap-in.
@ Select Data Source

@ Specify Dizplay Mame

. . [] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes
@ Configure Multi-factar

Avthentication Mow?

@ Choose lssuance
Avthorization Rules

@ FReady toAdd Trust
@ Finish

Cloze

Klik op “Close”. Als het vinkje voor “Open the Edit Claim Rules dialog for this relying party trust
when the wizard closes” aangevinkt blijft zal direct de hieronder beschreven “Edit Claim Rules”
dialoog geopend worden. Anders kunnen de claim rules gedefinieerd worden door met de
rechtermuis knop op de relying party te klikken en “Edit Claim Rules...” te kiezen. Ga daarvoor
naar “Claim Rules toevoegen” terug in het Windows Server 2012 hoofdstuk.
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ADFS Proxy installeren

Omdat de installatie van de ADFS proxy onder Windows Server 2012 en 2012R2 erg veel verschilt
van elkaar, is deze voor beide servers van begin tot eind beschreven. Hieronder volgt de uitleg voor
Server 2012, daarna komt Server 2012R2.

Algemeen

Het is belangrijk dat de ADFS Proxy de ADEFS server onder de voor de ADFS service gekozen DNS
naam kan bereiken. De Proxy zelf moet echter onder dezelfde naam voor de buitenwereld (het
internet) bereikbaar zijn. Hiervoor kan een split-DNS (zie verklarende woordenlijst) configuratie
ingericht worden. Als dat niet mogelijk is, moet de Proxy op een andere manier verteld worden wat
het IP adres van de ADFS server is. Dat kan met behulp van de hosts file (C:\Windows\System32\
Drivers\etc). Voeg hiervoor een regel toe met vooraan het fysieke adres van de ADFS server en
daarachter de servicenaam waaronder de ADFS dienst beschikbaar is:

g haosts - Notepad I;Ii-

File Edit Format  Wiew Help
# Copyright (o) 1993-28689 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCR/IP for Windows.

#

# This file contalns the mappings of IP addresses to host names. Each

# entry should be kept on an indiwvidual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one

# space.

#

# Additionally, comments {such as these) may be inserted on indiwidual
# lines or following the machine name dencted by a "#" symbol.
#

# For example:

#

# 1&2.54.54.97 rhino. acme. com # source serwver
# 38.25.63.19 . acme. com # 3 client host
# localhost name resolution is handled within DNS itself.

# 127.8.8.1 localhost

# il localhost

145.8.6.22 login2.wind.surfnet.nl

Let op: dit bestand is alleen als Administrator te bewerken. Start hiervoor een Notepad op onder
“run as Adminstrator” conditie.

ADFS Proxy installeren onder Windows Server 2012

Kies in het Server Manager Dashboard weer voor “Add roles and features” en klik zoals hiervoor
beschreven door de eerste schermen en selecteer wederom “Active Directory Federation Services”:
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DESTIMATIOM SERVER
Select server roles WIN-SKSFFNPFALI
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server Selection A 5 . ~ Active Directory Federation Services
L] Active Directory Certificae Services | (AD FS) provides simplified, secured
L] Active Directory Domain Services identity federation and Web single
Features sign-on (550) capabilities. AD FS
ADFS Active Directory Lightweight Directory Servi includes a Federation Service that
a ve Lirectary Lightweg irectory semices enables browser-based Web 550, 2
Role Services [[] Active Directory Rights Management Services Federation Service Proxy to
Web Server Role {IIS) [[] Application Server customize the client access
. DHCE Server = experience and protect internal
Role Services O resources, and Web Agents used to
Confirmation [] DNs Server provide federated users with access
[] Fax Server to internally hosted applications.
I [®] File And Storage Services (Installed)
[ Hyper-v
[] Metwork Policy and Access Services -
[] Print and Document Services
[7] Remaote Access
[] Remote Desktop Services —
b
‘ < Previous | | Next > | | Install | | Cancel |

Klik op “Next” tot de AD FS Role services gekozen kunnen worden en selecteer “Federation
Service Proxy”:

DESTINATION SERVER

Select role services WIN-APS25N0I405

Before You Begin Select the role services to install for Active Directory Federation Services

Installation Type Role services Description
Server Selection i i
[ Federation Service Federation Sfer\.rlce Proxy co\lects_
Server Roles user credentials from browser clients
4[] ADFS 1.1 Web Agents and Web applications and forwards
Features [] ADFS 1.1 Claims-aware Agent the credentials to the federation

[ ADFS 1.1 Windows Token-based Agent service on their behalf.

‘Web Server Role (II5)

Role Services

Confirmation

| < Previous | | Mext » | | Install | | Cancel |

Accepteer de afhankelijkheden door “Add Features” te kiezen en klik op “Next”.
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Before You Begin
Installation Typs
Server Selection
Server Roles
Features

AD FS

Rolz Services

Role Services

Confirmation

Web Server Role (I1S)

DESTINATION SERVER
WIN-12525N01405

Web servers are computers that let you share information over the Internet, or through intranets and
extranets, The Web Server role includes Internet Information Services (11S) 8,0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates |15 8.0, ASP.NET, and Windows

Communication Foundation,

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.

* The default installation for the Web Server (115) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errars), monitor and log server activity, and configure static content compression.

More information about Web Server lIS

<Previous | [ Newt> | [ nstal | [ cancel

Klik op “Next”.

Before You Begin
Installation Tyos
Server Selection
Server Roles
Features

ADFS

Role Services

Web Server Role (lIS)

Corfirmation

Select role services

Select the role services to install for Web Server (IIS)

Role services

ZIRCR Vcb Scrver]

|>

4 Commeon HTTP Features
Default Document
Directory Browsing
HTTP Errars

Static Content

HTTF Redirection

[[] WebDAV Publishing
4 Health and Diagnostics

HTTP Logging

[] Custom Logging

[ Logging Tools

[] ODBC Logging

[] Request Monitor

<| ]

[

DESTINATION SERWER
WIN-1P525N0J405

Description

‘Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions, You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications,

< Previous || Mext »

| [ mstan [ cancel

Klik op “Next”.
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. . . DESTIMATION SERVER
Confirm installation selections WIN-19525N0I4QS
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
server selection Optional features (such as administration tocls) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
server Roles their check boxes.
Features
AD FS MET Framework 4.5 Features kad
) ASP.NET 4.5
Role Services =
WCF Services
Web Server Role {1IS) HTTP Activation ||
Role Services
Active Directory Federation Services
Federation Service Proxy
‘Web Server (IIS)
Management Tools
115 Management Conscle
Web Server ™M
Export configuration settings.
Specify an alternate source path
| < Previous | | Next > | | Install | | Cancel |

Kies indien gewenst “Restart the destination server automatically if required” en Klik op “Install”.

DESTINATION SERVER

Installation progress WIN-12525N01405

View installation progress

o Feature installation
L —
Installation started on WIN-1PS2SN0OJA0S

.MET Framework 4.5 Features

ASPNET 4.5
WCF Services =
HTTP Activation

[>]

Active Directory Federation Services
Federation Service Proxy
Web Server (IIS)

Management Tools

115 Management Console
Web Server

Annlication Develonment

L<]

You can close this wizard without interrupting running tasks, View task progress or open this

page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | ‘ Mext > | | Close | | Cancel

Wacht eventueel de installatie af en Klik op “Close”.
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[ Server Manager

Server Manager * Dashboard

J. Post-deployment Configura... | Rl
E Dashboard WELCOME TO SERVER MANAGER ————————
= Cenfiguration required for Federation Service Proxy
_. focalserien at WIN-1PS25N0J4Q5S
BE All Servers . N X -
un = ederaton Server Fro: onfiguration
COI"ﬂchUI’E Run the AD FS Federation Server Proxy Configurat
2% ADFS o Wizard
iﬁ File and Storage Services [ QUICK START ———————
o IS 2 Addrole Configuration required. Installation succeeded on
WIN-1PS2SNOMOS.
3 Addoth Add Roles and Features
ALY 4 Cregte a Task Details
]
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 3 | Servergroups: 1 | Servers total: 1
®, = File and Storage -
AD FS 1 g R 1 s 1
<t u Services ©
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Performance Services
Performance BPA results Performance
BPA results BPA results

Na installatie verschijnt een Post-deployment alert “Configuration required for the Federation
Service Proxy at ...” in het Server Manager Dashboard. Klik op deze link.
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= Server Manager

Server Manager * Dashboard -@ | ['A Manage  Tools

8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

iz Als . )
. 0 Configure this local server
&% ADFS

iﬁ File and Storage Services [ QUICK START

o s 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW _ )
4 Create a server group
Error = :
. . . ) ; . Hide
LEARN MO The fallowing component is required for running the configuration wizard, and it
is notinstalled or enabled: S50 is not configured on the DefaultWWeb Site in lIS,
Configure an 351 binding with an 330 certificate on the Default\eb Site,
ROLES AN|
& =)
=f ADFS 1 [ . 1 [ 1
u Services e
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Performance Services
Performance BPA results Performance
BPA results BPA results

De Proxy configuratie vereist een geldig en werkend SSL certificaat in de zojuist geinstalleerde IIS
omgeving. Installeer hiervoor eerst het SSL certificaat dat ook op de ADFS Server geinstalleerd is
door het daar bijvoorbeeld als .pfx bestand te exporteren. Zie voor de installatie van een SSL
certificaat “Appendix A: Certificaat Installeren”.

Open vervolgens de IIS manager:
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€@ » WIN-TPS2SNO4OS v Sites » Defaultieb Site »

File  Wiew Help

FEEIEI O Default Web Site Home

H w Start Page Filter:
A-‘ﬂ WIN-TPS2ENOMAS (IN-1PS!

- WGo - %ShowAll | Group byt Area

ﬂ Explore

Edit Permissions..,

@ Application Pools ASP.NET

4. Sites 1=t 2‘5 0 g\,) g
k= o= &
4 Default Weh Site & = = - rE v
b1 aspnet_client MET MET MET Error MET .MET Profile  .WET Roles  MET Trust
- Authorizat.,  Compilation Pages Globalization Lewels

- W B B & =
Connection  Machine Key  Pages and Providers  Session State SMTP E-rmail
Strings Controls

R 9

Authentic.. Compression  Default Directory  ErrorPages Handler HTTP
Document  Browsing Mappings Redirect
L i ;
E i o=
o ¢ &
Logging  MIME Types  Modules Output Request SEL Settings
Caching Filtering
Management

Configurat...
Editor

MET Users  Application

Settings

<

HTTR IS&PI Filters
Respon..,

~ Edit Site

Bindings...
Basic Settings...

Views Applications
Wiew Virtual Directories
Manage Website '@
‘; Restart
b Start
~ B Stop
Browse Website
[B] Browse %80 (http)
Advanced Settings...

Configure

Lirnits...

0 Help

Online Help

e | Conteii

< n [>
Ready 4.
en kies voor de Default Web Site rechts bovenaan “Bindings...” onder “Edit Site”.

& Internet Information Services (11S) Manager

‘@ ©] ‘0 b WIN-1PS2SNOMOS v Sites b DefaultVeb Site »

|& = @

File  Wiew Help

e HI2Ie o Default Web Site Home

‘i Start Page

ﬂ Explore

4[] Sites
4 € Default Web Site

Filter, « V6o - GShowall | Group by Area Edit Perm 2 lorely
€3 WIN-1PS2SNOMQS (IN-1PS, Edit Site
@ Application Pools ASPNET - indi
Bindings...

I -] aspret_client

Type Host Name Fort IP Address Binding Informa..,
- http 80 *
ab
s
Authenti

Loggin|

Add...

Edit..,

Remove

Browse

Manag
Configurat.,
Editor

Basic Settings...

Wiew Applications

Wiew Virtual Directories
Manage Website '@
:‘, Restart
P Start
~ @ Stop

Browse Website
] Browse *80 (http)
Advanced Settings...

Configure

Limnits...

o Help

Online Help

EFesurss view 12 Carnt o

<] m

w

Ready

Klik op “Add...”
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Site Bindings ?| %

IP address:
|https v| |AII Unassigned

Host narne:

[] Require Server Marne Indication

S5L certificate:

|Iogin2.wind.surfnet.nl V| | Select... | | Wiew,. |

| | | Cancel |

Selecteer Type “https” en selecteer het eerder geinstalleerde SSL service certificaat en klik op
“OK”. De “Site Bindings” configuratie zou er nu als volgt uit moeten zien:

Type Hast Marme Port IP Address Binding Informa... Add...
http 80 *

Klik op “Close”.

De ADFS Proxy Configuration Wizard kan nu opnieuw gestart worden vanuit het Server
Management Dashboard:
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L% AD FS Federation Server Proxy Configuration Wizard -

Welcome
Steps i . A )
- Welcome to the AD FS Federation Server Proxy Configuration Wizard
@ ‘Welcome
@ Specity Federation Service Thiz wizard helps you configure Active Directory Federation Services [AD FS) software on this computer,
Hame which getz up the computer as a federation server proxy. A federation server prosy redirects requests from

Internet clients to federation servers that are behind a firswall on pour corporate netwark.
@ Ready to &pply Settings A
Before you begin

® Configuration Results @ A federation server and a federation server proxy cannot be configured on the same computer.

@ vouwil need the name of the Federation Service that has already been deployed in your
organization.

To continue, click Mext.

< Previous Mext » || Cancel || Help

Klik op “Next”.

L% AD FS Federation Server Proxy Configuration Wizard -

Specify Federation Service Name

Steps Specify the name of the Federation Service to which thiz federation server prosy will redirect client
@ “wWelcome requests.
@ Specify Federation Service Federation Service name:

M ame

| loging. wind. surfnet.nl

® Ready to Apply Settings Example: fs.contoso.com

Configuration Result ) . . .
@ Lonfiguration Results [] Use an HT TP proxy server when sending requests to this Federation Service

HTTP prosy server address:

Example: hitp://prosy. contoso. com: 3000/

Test Connection

| < Previous | | Mext » | | Cancel | | Help |

Kies dezelfde DNS naam als de ADFS Server voor “Federation Service Name” en test eventueel de
connectie met de ADFS Server door op de knop “Test Connection” te klikken.
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L% AD FS Federation Server Proxy Configuration Wizard =

Specify Federation Service Name

Steps Specify the name of the Federation Service ta which this federation server proxy will redirect client
@ ‘Welcome requests.
@ Specify Federation Service Federation Service name:

Mame

| loginZ. wind.surfnet.nl

® Ready to Apply Settings Example: fs.contoso.com

@ Configuration Resuls [[] Use an HTTP prosy server when sending requests to this Federation Service

HTTF prosy server addiess

Example: http://prawy. contozo. com: 3000,

Togas e
AD F5 Federation Server Proxy Configuration Wizard .

o The specified Federation Service was contacted successfully,

| < Previous | | Mext > | | Cancel | | Help

Als deze test slaagt kan “OK” en “Next” gekozen worden.

¥ AD FS Federation Server Proxy Configuration Wizard 2

Specify Federation Service Name

Steps
@ 'Welcome
@ Specify Federation Service Windows Sequity -
Mame -
login]
@ Readyto Appl Settings Enter Credentials
@ Configuration Results Enter the credentials that will be used to establish a trust between this
federation server proxy and the Federation Service,
|wind\Admimstratnr |
':| [eossesrased] |
Dormain: wind
Connect a smart card
Plea

< Previous Mest » Cancel

Voer de gegevens van een domein Administrator in voor het eenmalig opzetten van de trust tussen
de Proxy en Server en klik “OK”.
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L% AD FS Federation Server Proxy Configuration Wizard -
Ready to Apply Settings

Steps The fallowing settings will be configured for this federation server proxy:

@ ‘Welcome

) . ) Stop the AD FS Windows service
@ Specify Federation Service

Name Establish trust with the Federation Service

@ FReady to pply Settings Configure endpoints

@ Corfiguration Results L .
J Deploy browser signein ‘Web site
Start the AD FS Windows service

Create S5 Express Wiiter for use with backup solutions

To begin configuring this computer with these settings, click Mext.

< Previous ‘ | Mext » | | Cancel | | Help
3 43 »
Klik op “Next”.
U AD F5 Federation Server Proxy Configuration Wizard -
Configuration Results
Steps . . . .
The follawing settings are being configured
@ ‘Welcome
L t Stab
@ Specily Federation Service omponen ik
Mame 4| Stop the AD F5 Windows service Configuration finished
@ Ready to Apply Settings 4| Establish truzst with the Federation Service Configuration finished
@ Configuration Results 4| Corfigure endpoints Configuration finizhed
)| Deplay browser sign-in ‘Web site Configuration finished
)| Start the AD F5 Windows service Caonfiguration finizhed
4| Create W55 Express \Witer for uge with backup salutions | Configuration finished

ou have successfully completed the AD FS Federation Server Prosy Configuration Wizard,

To cloze this wizard, click Cloze.

Close

Wacht tot de installatie voltooid is en klik op “Close”.

Surf te controle naar de ADFS service URL (zowel vanuit een plek die op de ADFS Server uitkomt
als vanaf een plek die op de Proxy uitkomt) en controleer de inhoud van de volgende URL:

https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml
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|=[c .

& https:/floginZwind,surfnet.nl/federationmetadata/2007-06/fe derationmetadata xml

ERE T oA

2 loginZawind.surfnet.nl

wETKPLiffkaW CZvxFIDg0C+inPUbSDROVEPxjyJZE2I=BEyUAlcd5 Tm24G/cRCvph70eal c5zP0w6gg TWrdyeBdrLvhIgEaIlmbLkRy3JCYEz62M3weIAQqr o,
AddressThe e-mail address of the userGiven NameThe given name of the userNameThe unique name of the userUPNThe user principal name (UPI) of the
userCommon NameThe common name ofthe userAD FS 1.x E-Mail AddressThe e-mail address of the user when interoperating with AD FS 1.1 or ADFS

1.0GroupA group that tk
hasSurmnmameThe surnam
display the time and dats
group SID of the userDe
userGroup SIDThe grou
nameThe domain accow
<domain=\=user=https-/
AddressThe e-mail addr]
userCommon NameThe
1.0GroupA group that tt
hasSurnameThe surnam
display the time and dat %
group SID of the userDe
userGroup SIDThe grou
nameThe domain accou
<domain=\<user=https:/|

Back

Search using copied text  Ctrl+Shift+L

Select all

All Acceleratars

7" 1e UPN of the user when interoperating with AD FS 1.1 or ADES 1.0RoleA role that the user
f the userName IDThe SAML name identifier of the userAuthentication time stampUsed to
cation methodThe method used to authenticate the userDeny only group SIDThe deny-only
lary SID of the userDeny only primary group SIDThe deny-only primary group SID of the
primary group SID of the userPrimary SIDThe primary SID of the userWindows account

t/2005/1ssuedtokenmixedasymmetricbasic2 56https://login? wind surfhet nl/adfs/services/trust/
ne of the userNameThe unique name of the userUPNThe user principal name (UPN) of the
vlail AddressThe e-mail address of the user when interoperating with AD FS 1.1 or ADFS

ie UPN of the user when interoperating with AD FS 1.1 or ADFS 1.0RoleA role that the user
f the userName IDThe SAML name identifier of the userAuthentication time stampUsed to
cation methodThe method used to authenticate the userDeny only group SIDThe deny-only
1ary SID of the userDeny only primary group SIDThe deny-only primary group SID of the
primary group SID of the userPrimary SIDThe primary SID of the userWindows account

Create shortcut

Add to favarites...

in2 wind. surfnet nl/adfs/1s MIIC7jCCAdag AwIBAgIQYV/UvBOvs6dBZgl4+pzGgjANBgkql

format:emailAddressurn |

“Wiew source

at:persistenturn-oasis:names:tc:SAML:2 0:nameid-

format:transientMIIC7;(
format:emailAddressurn

<

Inspect element

Encoding

4+pzGgjANBgkqhkiGIw0BAQsFADAZMTEWLwWYDVQQDEvhBREZTIEVuY3J5cHRpb24
) atpersistenturn:oasis:names:tc:SAML:2 0:nameid-format:transient

Frint..,
Frint preview.,.
Refresh

Properties

>

Deze URL dient zoals hierboven te zien is een XML document te bevatten. Als de browser geen
document laat zien kan met “View Source” het document in een editor getoond worden.

== [yt

2 loginZawind.surfret.nl

w8 TKPIjffkaWCZvxFIDg0C+jnj
AddressThe e-mail address of the|
userCommon NameThe common
1.0GroupA group that the user is
hasSumameThe surname of the ul
display the time and date that the
group SID of the userDeny only g
userGroup SIDThe group SID of
nameThe domain account name o
<domain>\<user=https://login2 w
AddressThe e-mail address of the|
userCommon NameThe common
1.0GroupA group that the user is
hasSumameThe surname of the ul
display the time and date that the
group SID of the userDeny only g
userGroup SIDThe group SID of
nameThe domain account name o
<domain>\<user=https://login2 w
format:emailAddressum:oasis:na
format:transientMIIC7jCCAdagy
format:emailAddressum:oasis:nat

@ hetpsi/flagin2mwind.sur

2
File
1

[-To

kEntityDescriptor ID="_98228005-Se5a-478e-3705-1b9825d1141e" entityID="http://login2.wind. surfnet.nlfadfs /services/trust” ~
smlns="urn :oasis :names rtc:SAML:2. @:metadata™><signature smlns="http://uuw.u3. org/2000/09/:mldsig#"> <5ignedInfor<Canonicalizationtethod
Algorithm="http://waw. u3. org/ 2801 /18/sml -exc -c1an¥" /><5ignaturedethod Algorithm="http://uwu.u3. org/2081/04/mldsig-more#rsa-sha25e"/><Reference
URI="# 95258@05-5e5a-475e-9705-1b9520d1141e"»><Transforms»<Transform Algorithm="http:/ /wuw.w3. org/ 2000/ 03/ xmldsig#enveloped -signature™ />
«Transform Algerithm="http:// wuw.w3.org/2081/18/:ml -exc -c1an#" /> </ Trans forms»«Digesthethod

algorithm="http:/ wuw. 3. org/ 2001/ 84/ smlencisha2se™ /> <Digestvalue>wsTKPI  FfkallCZvxFlDgRC+HinPUDSDRRVFP]y1ZE2T= < /Digestvaluer</Referencesr
<fsignedInfor<signaturevaluer

BEyURledS57m24G/ cRCuph7@ealeSzPaubgg TUrdy eBdrLvhIgEaImbLkRy 3] CYEZE2M3we I AdqrhANCur 1 fFab+bnCeesSMruF e8c10M: BENDk LMd Lu+kagsF @vnGhNUTd@WHOOE /2 Ec+xh
+WALHETupktcd1Dla3enggnhCythQTIEBrhuocwygTAs/ASmaH+t 1PnEJHACh 91 58E2uiRTx67pI @cShFNhKSAI kS UNTWYWSFIKhYUrscpackWHKAtPkiz / avaHIMAh jx50ak /R1:WEKT1AN
paGUPheqt0d fmadllmiPy bxaGAuLKe PEWSIARBHCUIIG 7% pwCHblcg==</Signaturevalue><keyInfor<X50o0ata><H5@0Certificates

HIICEDCCADCEgAWIBAEIQPgqlY/ 8260EMUISGE/ 112z ANBEkqhkiGOuBEADSF ADAMME Ayl AY VOO DEyWEBREZTIFNp 225 pbme gl SBsb2dpb jTud21uZC5z dXImbmy/ALmS sSHEAXDTE@MT EYHTE
ZM] CuNFoXDTESHTEyMDE ZM] CwNF owHDE uMCWG ALLUE AxMLQURG Uy B T alldualls n IC@gbG2nalidyLndpbmlue 3wy ZmS LdCSubDCCAS IWDQY JKoZ ThvcHAQEBEQADEEEPADCCAQoC ggERANCZN]
¥/ kW1E] 97V ALAEU+UNNXS LNShDLNAYSr INDEP11GCgzSYqU2 dRexkC /X5/1 fSglQANShZL eligDoryPODQRH/ELgXL LgL DT 7T TpsxleudrliyShITsul+h 7]z 9 qd@dMsOutxqul UE THgdr
HylCh+T3Gt+ky ) 30f@EZp FWOKNURCS

+RkinIPkgb4D2]5al50kSYZZXG T NkmDLttKKS z0a7q3ulL 75 panibU 5By nHev kYT CzBqOvp 2061 3b fodCbuQXvzyps 1243/ nsFYr7p@aAMNrSqChk CPUb Z1 76L DUDEZ80P JHb L PULY-+
sdVwAHEETa 0kl /ckKXECAWEAAT ANE gk ghk 1GOWREAQsFAROCAQEAIOET 2N/ 612BRULrESaIs Juno/Gtpmfgr@es Buk flh] AYNIZhs 7fSUHH3 Zp Asvimum] RMOEL S c g5 k1QbLOE bkGRF
2f3m2MNG1Qr 7Ty ccynrUa3rpaghl@sz 9Ae3Y ] ghl HOkuFUYReZLh4nOT gpBmiscnvb Nz THIHAHEb8eznE Iy EUNWecps j AF cOBr 03x5EmmTYDh ga S URdupu7L JHoPULXNCSQ/ 1 r71ZLAY
FAjFAPUTKR ] +meqE@L 1ZqyimlrG0cyIwsFIKShYu2Zyby1 fqglc@dhzbs i SkHIEEGWYEYzGYh JOSBEMUHN BN /0 2g Lilep gy | +HQH+HOPUAZNN= =< /X589Cert { Ticater < /H5@9Dat a»
</KeyInfor<fsignaturer<RoleDescriptor xsirtype="fed:ApplicationserviceType™ protocolsupportEnumeration="http://docs. oasis-open. org/us-sxfus-
trust/20@512 http://schemas.mlsoap.org/ws/2005/02/trust http://docs.oasis-open.orgiusfed/Federation/200706™
SerwiceDisplayName="loginZ.wind. surfnet.nl™ smlns:xsi="http:/ wnu. w3.org 2001/ ML chema-instance”™ smlns:fed="http://docs. oasis-

open. org/usfed/ federation/ 280706 <KeyDescriptor use="encryption™s<KeyInfe smlns="http:/ /wuw. u3.org/ 2008/ 03 xmldsigh" s <K509Datas

<¥5@aCerti ficaterNIIC7iCCAdagAnl BAGIQYY/ UvBOvsEdE Zgls

+prigjANBEkghkiGIWaBAQSFADAZMTEUL wYIMIQDEYhBREZTIEVUY3I5cHRpb24gL SBsb2dpb] Tud21uzZCSzdXImbmyvaLms sHEAXDTEGHTEyMT EZM] TOMLGXDTELMTEyMTEZM] T8M1 owMzE
HMCBGALUEA:MeQURG LY BF bmly eXB@all 2uTC@ghGonaldyLndpbmduc 3wy ZmS 1dCSubDCCAS TWDOYIKeZ Thwc HAQE BBQADEEEP ADCC Aol ggEBAK dMN r4z Tz 1 rRGFSNAHT TEMY § DOOKUK N
1LFd@xqHQnC Tn@YHQFKWB-+ceD3yMhECChYZ3tPWEAZE1GS Ll JFFZLNSy HBTUIBONHWKATOCNE FSQAMS qpaxqpHCPAKD T+LAVF Saz oI RA/ TYS@H2 7S XKMyHVOLnS awCy 538U / UEBE7ag
LVATBOaCYWRMRTHY 24 T0CVES UplRCQMNVL X2 Imp AEL L2 T 1B 8L § J+Kau/Lu2C TELpH20ERBAS v 1GZRMZY M- Zecs100bEF FRONZUWBE FL 8 IWEXS vROTMMGLXNDIEC7CuTZE 75 IQRQRNUN Y,
Olves 7ot EudrtKMMyb+vDIsCAUERATANBEkghkIGOw@BAYsFARDC AQEACEK IMGBK IS 6] gafExLGS ADEqqbYY K FGO2QUGdZgs LXnce0CHTWNHalexw3n Ty As1Su2lg JELKmX{ 200DV ] e
7nRZIHS9YHSVGE ] JOHSONI1ZIMTRZAT 3ANXRYPHYS31PXyr qbEN/ 125 Uhy+fqa?hi]g] I haH3BGL3CKOrBYrYCzv FECKS W/ ahJKSAPLbUw-+Caevpp3ULrCIkOMRUgS ZE JOEL 2Wyj 2TUFp
SfpNImgaorSelpPoll wdd WI5aIKCEApngaXs)odlv+34 79 K62G2T2381LbNp 7D 2345 s InFzmBKyqSy oY WiE 33gGU3] cdMIaTun25peL B0DA== ¢/ ¥502C ertificate>< /X5090at a>]
</KeyInfor</KeyDescriptors<fed:ClaimTypeskequesteds<auth:ClaimType Uri="http://schemas.smlsoap. org/us 2005705/ identity fclaims/emailaddress™
Amlns auth="http://docs.casis-open. org/usfed/authorization /200786  ><auth :DisplayName>E-Mail Address<fauth:DisplayHame><auth:Description>The e-
ma].l address of the user</auth:Descripticns><fauth:ClaimType><auth:(laimType

ttp:/fschemas.mlseap. org/ws/2005/85/ identity/claims/givenname™ samlns:auth="http://docs.casis-open. org/usfed/autherization /200706
isplayHamesGiven Mame</auth:DisplayNames<auth:Description»The given name of the user</auth:Descripticn></auth:ClaimTypes<auth:claimType
ttp://schemas. mlsoap. org/us/2@05/ @5/ dentity/claims/name” smlns:auth="http://docs.casis-open. org/usfed/authorization/ 280706" >
isplayHame>Name</auth:DisplayNames<auth:Description>The unique name of the user</suth:Description»</auth:ClaimTyper<auth:ClaimType
ttp://schemas.amlseoap. org/ws/2005/05 identity /claimsfupn™ smlns:auth="http://docs. oasis-open. org/usfed/authorization/200705"
isplayhame>UPN</auth :DisplayNames <auth:DescriptionsThe user principal name (UPH) of the user<fauth:Descriptions</auth:ClaimTypes
laimType Uri="http://schemas.xmlscap. orglclaims/Commoname® sxmlns:auth="http:/ /docs. casis-epen. orgfusfed /authorization/ 20a726"
isplayHame>Common Name</zuth:DisplayNames<auth:Description>The common name of the user</auth:Descriptions<fauth:ClaimTypes

laimType Uri="http://schemas.xmlsoap. org/claims/EmailAddress™ smlns:auth="http://docs. casis-open. org/usfed/authorization/208706">
<auth:DisplayHame>AD F3 1.x E-Mail Address<fauth:DisplayMName><auth:Description>The e-mail address of the user when interoperating with AD F3
1.1 or ADFS 1.8¢/auth:Descriptions</auth:ClaimTypes<auth:ClaimType Uri="http://schemas.smlsoap. org/claims/Group” smln “http://docs. oasis-

erman e L Fod £ b oo £ T e CARATAES ¢ oahb D ] b e e e kb D ] G o ek

https:/flogin2awind.surfnet.nl /ffederationmetadata/2007-06/federationmetadataxml - Original Source
Edit  Format

- S O

>
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Als deze test slaagt kan de metadata URL aan SURFnet doorgegeven worden zoals beschreven in
het hoofdstuk “Metadata doorgeven aan SURFnet”.

Op de ADFS Proxy is deze URL nu nog plaintext (http) beschikbaar. Dit kan geen kwaad, maar kan
voor de zekerheid uitgeschakeld worden door de binding van de default site in IIS met poort 80
ongedaan te maken.
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ADFS Proxy installeren onder Windows Server 2012R2

Zorg ervoor dat de Proxy server de ADFS server onder de ADFS service URL kan bereiken zoals
beschreven in de inleiding van het ADFS Proxy hoofdstuk. Dit kan met split DNS of een hosts file
regel opgelost worden.

Kies in het Server Management Dashboard voor “Add roles and features” en klik door tot de Server
Role “Remote Access” gekozen kan worden:

Server Manager

Server Manager * Dashboard

s = c =
IZ: Dashboard =
B Llocal Server
ii All Servers

ii File and Storage]

Select server roles

Before You Bagin
Installation Type

Server Selection

Server Role:

Features
Remote Access

Raole Services

Add Roles and Features Wizard

Select one or more roles to install on the selected server,

Roles

[ Active Directory Certificate Services
[] Active Directory Domain Services
[ Active Directory Federation Services

[] Active Directery Lightweight Directory Services
[] Active Directory Rights Management Services

[ Application Server
[] DHCP Server

[ DNS Server

[] Fax Server

[®] File and Storage Services (1 of 12 installed)

[ Hyper-v
[ Metwork Policy and Access Services

[1 Print and Document Services

[] Remote Desktop Services

< Previous Mext > Install

DESTINATION SERVER
WIN-53HTLEFRLFE

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess pravides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
{branch-office or cloud-based)
connectivity, Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options, RAS and
Routing can be deployed in single-
tenant or multi-tenant made.

Cancel

Manage

Help

Hide

o eSO

11/21/2014 £:44 AM

oT eSO

11/21/2014 £:44 AM

Klik op “Next”.
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Select features

Befors You Begin
Installation Type

Server Sglection

Server Reles

Remote Accass

Role Services

DESTINATION SERVER
WIN-53HTLE6FRLFE

Select one or more features to install on the selected server,

Features Description

SR NET Framework ~ .MNET Framework 3.5 combines the
= A - power of the .NET Framework 2.0
[ [M] .MET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
I [] Background Intelligent Transfer Service (BITS) = building applications that offer
[] BitLocker Drive Encryption appealing user interfaces, protect
) P —] your customers' personal identity
[ BitLocker Network Unlock information, enable seamless and
[ BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
business processes.
[[] Data Center Bridging
[ Direct Play
[] Enhanced Storage
[] Failover Clustering
[ Group Policy Management
[ 115 Hostable Web Core
[ Ink and Handwriting Services L
— . S v
<] ] | [>]
< Previous | | Next > | | Install | | Cancel

Klik op “Next”.

Remote Access

Before You Begin
Installation Typs
Server sglaction

Server Roles

Features

Role Servicas

DESTINATION SERVER
WIN-53HTLGFRLFE

Remote Access integrates Directfccess, VPN, and Web Application Proxy in a single management
conscle.

Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate
network as DirectAccess clients, Connectivity is seamless and transparent, and is available any time
client computers are located on the Internet. DirectAccess administrators can remotely manage clients,
ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
reguirements,

Deploy VPN to allow client computers running operating systems net supported by Directiccess, or
configured in a workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network, It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality for your AD FS servers,

Configure RRAS routing fi using the Routing and R te Access console.

<Previous | [ Nedt> | | sl |[ cancel

Klik op “Next”.
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Add Roles and Features Wizard =N IE1

Wl

DESTINATIOMN SERVER
WIN-52HTLGFRLFE

Select role servif &

X
Add features that are required for Web Application
?
Proxy? ion
The following tools are required to manage this feature, but do not plication Proxy enables the
have to be installed on the same server, g of selected HTTP- and
pased applications from your
Group Policy Management be network to client devices

RAS Connection Manager Administration Kit (CMAK]) ETZZ i;rr::sr:::: ::::sr:;sh

4 Remote Server Administration Tools enticated before they gain

4 Role Administration Tools b published applications.
plication Proxy also provides
nctionality for your AD FS

4 Remote Access Management Tools
[Tools] Remote Access GUI and Command-Line Tools
[Tools] Remote Access module for Windows PowerShel

< " [[>]

Include management tools (if applicable)

|Add Feah.lr5| | Cancel |

| < Previous | ‘ Next > | | Install | | Cancel |

Accepteer de athankelijkheden door “Add Features” te kiezen en klik op “Next”.

DESTIMATIOMN SERVER

Select role services WIN-53HTLEFRLFE

Before You Begin Select the role services to install for Remote Access

Installation Type Role services Description

Server Selecticn O oi cess and VPN (RAS) Web Application Proxy enables the

Server Roles K publishing of selec_ted_HTl'P- and

[[] Reuting HTTPS-based applications from your
Features Web Application Prox, corporate network to client devices
Remote Access outside of the corporate network. It

can use AD FS to ensure that users
are authenticated before they gain
Confirmation access to published applications.
‘Web Application Proxy also provides
proxy functionality for your AD FS
servers,

| < Previous | | MNext = | | Install | | Cancel |

Kies tijdens de Role Services keuze “Web Application Proxy” en klik op “Next”.
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. . . DESTINATION SERVER
Confirm installation selections WIN.S3HTLSFRLFE
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type Restart the destination server automatically if required
Server Salection Opticnal features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
server Roles their check boxes.
Features
Remote Access Group Policy Management
Role Services RAS Connection Manager Administration Kit (CMAK)

Remote Access
‘Web Application Proxy

Remate Server Administration Tools
Rele Administration Tools
Remote Access Management Tocls
Remate Access GUI and Command-Line Tools

Remaote Access module for Windows PowerShell

Export configuration settings
Specify an alternate source path

[ <Previous || nec> | [ nstal || cancel |

Selecteer eventueel “Restart the destination server automatically if required” en klik op “Install”.

Insta I | ation prog ress DESTINATION SERVER

WIN-53HTLEFRLFE

View installation progress

o Feature installation
—
Installation started on WIN-53H7L&FRLFE

Group Policy Management
RAS C ction Manager Administration Kit (CMAK)
Remote Access

Web Application Prosxy

Server / inistration Tools
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Ri Access module for Wind PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | MNext > | | Close | | Cancel

Wacht eventueel de installatie af en klik op “Close”.
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I Senver Manager - | o [

Server Manager * Dashboard -@ 1 ['A Manage Tools View Help

I, Post-deployment Configura... il
I8 Dashboard [ABCOMEITOISERVER MEHAGER e
= Configuration required for Web Application Proxy at
M Locallsstver WIN-53HTL6FRLFE
BE All Servers . . P .
Open the Web Application Proxy Wizard
. . . COﬂfIgUFE th|5 ‘O Open the Web Application Proxy Wizard
BE File and Storage Services b
_ 0 Feature installation
[l Remote Access QUICK START —
2 Add roles and fez Configuration required. Installation succeeded on
WIN-53H7L6FRLFE.
3 Add other servere Add Roles and Features
WHAT'S NEW .
4 Create a serverg Task Details
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:2 | Servergroups:1 | Servers total 1
ii ;i?v?:eds Storage 1 Jj-l Remote Access 1 § Local Server 1
@ Manageability @ Manageability @ Manageability
Events Events Events ]
Performance Services Services
BPA results Performance Performance
BPA results BPA results

I _ .
In het Server Manager Dashboard verschijnt weer een “Post-deployment” waarschuwing
“Configuration required for Web Application Proxy at ...”. Zorg eerst dat het ADFS Service URL
certificaat zoals geinstalleerd op de ADFS server ook op deze server geinstalleerd is voordat deze
“Post-deployment actie” gekozen wordt. Hoe dit moet staat beschreven in “Appendix A: Certificaat

installeren”.

Kies daarna de “Post-deployment” configuratie voor de ADFS Proxy activiteit:
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DESTINATION SERVER
WIN-53HTLGFRLFE

‘Web Application Proxy is a2 Remote Access service used to publish web applications that end users can
interact with from any device. It also provides proxy functionality for Active Directory Federation Services
(AD FS) to help system administrators provide secure access to an AD FS server. By using Web Application
Proxy, system administrators can choose how end users should authenticate themselves to a web
application and which users are authorized to use a web application.

Federation Server

< Previous || Next > | | Configure || Cancel

Klik op “Next”.

Federation Server i ssrieraLre

\WIN-53HTLE6FRLFE

Welcome Select the ﬁfcﬁve Dl'reclory. Fec_leratl'on Services (AD FS) server to use for Web Application Proxy
authentication and authorization.

AD FS Proxy Certificate Federation service name:

lagin3.wind surfnet.nl

Enter the credentials of a local administrator account on the federation servers,

User name:

wind\Administrator

Password:

‘ < Pravious H Mext > | ‘ Configure H Cancel |

Geef als service naam precies dezelfde service URL als waaronder de ADFS service te bereiken is
op en geef de gegevens van de lokale Administrator op. Klik op “Next”.
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AD FS Proxy Certificate S WhesmeaLre

Welcome Select a certificate to be used by the AD FS proxy:

Federation Server |Iug\'n3.wind.surfnet.nl |,| ‘ View...

Confirmaticn

[<previous | [ Nest> | [ configure | [ Cancel |

Selecteer het zojuist geinstalleerde ADFS Service certificaat en klik op “Next”.

- DESTIMATION SERVER
Confirmation WIN-S3HTLGFRLFE
Welcome The following PowerShell command will be run when you click Configure. It can also be used to automate

additicnal installaticns. If you want to use automatien, copy the command before you click Configure.
Faderafion Server

AD FS Proxy Certificate

Install-WebApplicationProxy
-Federati iceTrustCredential System.Manag ion.PSCredential
-CertificateThumbprint '93C3E78A2740E1D28075E179C10B8207ET0BECEY
-FederationServiceName ‘login3.wind.surfrnetnl®

To configure Web Application Proxy, click Cenfigure,

<Previous | | Next> | [ configure | [ Cancel

Klik op “Configure”.
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DESTINATION SERVER

ReSUltS WIN-53HTLEFRLFE

‘Web Application Proxy was configured successfully.

‘ < Previous | | Next > | | Close | | Cancel

Wacht het configuratieproces af en klik op “Close”.

= Remote Access Management Consale

< ? Tasks

[} configuration PUBLISHED WEB APPLICATIONS

Wehb Application Proxy All published web applications | 0 total Ea=r)

Publish
2 Operations Status
Refresh
No web applications are currently published. To publish

5 WIN-53H7L6FRLFE a web application, click Publish.

Last Refresh On 11/21/2014 6:58:51 AM

Een correct geconfigureerde ADFS proxy ziet er nu in het “Remote Access Management Console”

als hierboven uit.
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Metadata doorgeven aan SURFnet

Als de ADFS server en ADFS Proxy of Web Application Proxy geinstalleerd zijn en hun werking
gecontroleerd kan de metadata URL doorgeven worden aan SURFnet. Om er voor te zorgen dat de
metadata voor de Identity Provider langer houdbaar is verlengen we de duur van het Token Signing
certificaat op de ADFS server eerst even door in een Powershell de volgende commando's uit te
voeren:

Set-ADFSProperties -CertificateDuration 1825

Als er nog geen andere Relying Party Trusts configuraties bestonden voor deze installatie:
Update-ADFSCertificate -CertificateType Token-Signing -Urgent

(deze worden namelijk onbruikbaar door het uitvoeren van bovenstaande commando)

en ter controle:
Get-ADFSCertificate -CertificateType Token-Signing

e Administrator: Windows PowerShell

1gning -Urgent
gning

Certificate
Signing - login2.wind. surfnet.nl

Sigming - login2.wind.surfnet.nl

rial Number
3

diministrator:

Het Token-Signing certificaat is nu als het goed is vijf jaar geldig.
Aanleveren Metadata
Vervolgens kan een mail naar SURFconext gestuurd worden met daarin de volgende informatie:
* Metadata URL: https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml

En alle onder deze URL genoemde extra gegevens:
https://wiki.surfnet.nl/display/surfconextdev/Vereiste+metadata
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Appendix A Certificaat installeren

Deze handleiding gaat er vanuit dat het certificaat plus private key beschikbaar is in de vorm van
een .pfx bestand. Als het certificaat en de private key alleen los beschikbaar zijn als respectievelijk
cert.pem en cert.key met certificate chain chain.pem, is daar met het volgende openssl commando

een cert.pfx bestand van te maken:

#openssl pkcsl2 -export -passout pass:123welkom -in cert.pem -certfile chain.pem

-inkey cert.key -out cert.pfx

Het cert.pfx bestand heeft nu als voorbeeld wachtwoord 123welkom.

Open de MMC en voeg de cerrtificate manager Snap-in voor Local Computer toe. Selecteer de
Personal Certificate Store en kies Import... zoals hieronder laat zien.

= Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] == -
E File  Action  Wiew Favorites  Window  Help !En
e 2 o/c= H
| Console Root Issued To Issued By Expiration Date  Intended F| Actions
4 Certificates (Local Computer] e
@ { puter) There are no itermns to shaws in this view. Certificates =
4 || Personal
| Certificater Muore Actions
Trusted Root 0 All Tasks Request Mew Certificate, ..

3

I 1 Enterprise Tru Wi
> - Intermedlate.( Mewy Window from Here
b | Trusted Publis

I [ Untrusted Cer Mewr Taskpad Wiews..,

b [ Third-Party Rd
3

I

3

I

3

Refresh

| Trusted Peapl
Export List..,

| Client Auther
| Remaote Deskt Help
| Srnart Card Trusted Hoots
| Trusted Devices

£ m > £

Import...

Advanced Operations 3

Ald & certificate to a store
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=) Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] = [ =]l =
ﬁ File  Action  Wiew Favorites  Window  Help " = IE‘ I xl
e nEolc:= A
7] Consale Root - F | Actions
4 @ Certificates (Local Computer) | i |
4 [ 7] Personal
] Certificates Muore Actions »
b ] Trusted Root Certification Authorid
| Enterprise Trust
b 1 Interrmediate Certification Suthorit . .
b [ Trusted Publishers Welcome to the Certificate Import Wizard
b 1 Untrusted Certificates
Third-Party Root Certification Suth
b 1 Thir arty Root Certification Aul This wizard helps vou copy certificates, certificate trust lists, and certificate revocation
b [ Trusted Peaple lists From your disk to a certificate store.
p [ Client Authentication |ssuers
b [ Remote Desktop & certificate, which is issued by a certification authority, is a confirmation of vour identity
p ] Smart Card Trusted Roats and contains information used ko protect data or to establish secure network.
b ] Trusted Devices cannections. & certificate store is the system area where certificates are kept.
Store Location
() Current User
(®) Local Machine
Ta continue, click Mext,
(<] [T [ T2« m [>]
Klik op next.
& Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] ==
ﬁ File  &ction  Wiew Favorites  Window  Help " o IE‘ I xl
@ n Bl ez @

7| Consuole Root
4 Iﬁ Certificates {Local Computer)
4[] Personal
| Certificates
p [ Trusted Root Certification Authol
(| Enterprise Trust
p [ Intermediate Certification Sutho
b 1 Trusted Publishers
b [ Untrusted Certificates
[ Third-Party Root Certification
b [ Trusted People
b 1 Client Authentication Issuers
b [ Remate Desktop
b 1 Smatt Card Trusted Roots
b [0 Trusted Devices

ued Tn -

lssied B

Fvniratinn Nate

(€) = Certificate Import Wizard

Intended F | Actions
[x]

Muore Actions

[

< Users » Henry Bekker » Werk » adfs2awind surfret.nl

w G| | Search adfs2awind. surfretnl 2 |

Organize

3 Favarites
B Desktop
j Downloads
5l Recent places

= Libraries
@ Documents
J' husic
[E= Pictures
i Wideos

. Computer
L, Local Disk (C)

New folder

Marne

= - m e

Date rmodified Type Size

IE loginZ awind.surfret.nl

1172172014 3:46 A Personal Informati...

[v]<]

\ [>

File narne: |Iog|n2‘wmd‘surfnet.nl

v| |Persnna| Information Exchange v‘

Cancel |

| Open | |

(<] [ [ >

Zoek het bestand waarin het certificaat inclusief private key staat (meestal een pfx bestand) en klik

op “Open”.
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Private key protection

To maintain security, the private key was protected with a password.

Type the password For the private key.

Password:

[ Display Password
Import options:

["]Enable strong privats key protection. You wil be prompted every time the
private key is used by an application if you enable this optian,

[]Mark this key as exportable. This will allow you to back up or transpert your
keys at a later time.

[l Include all extendad properties.

Learn maore abouk protecting privats kevs

[Cher ]
Geef het wachtwoord waarmee de pfx opgeslagen is en klik op “Next”.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For
the certificate.

(O dutomatically select the certificate store based on the type of certificate
®) Place all certificates in the Following stors

Certificate store:

‘ Personal

| ‘ Browse...

Learn more about certificate stores

Kies de Personal store en klik op “Next”.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘You have specified the Following settings:

Content
File Name

FFY

Ci\UsersiHenny Bekkeriwerkladfs2 wind surfnet.nly

<l

Klik op “Finish”.
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o The import was successful.

Klik op “OK”.

& File  Action View Favorites Window Help - |8 %
LY REIEE 1=
] Console Root lssued To - Issued By Expiration Date  Intended F | Actions I
a [l Certificates (Local Computer) Fllaging wind.surfnet.nl TEREM& 33L €& 2 11/16/2017 Server ALt | i i I
4 [ ] Personal
] Certificates hore Actions »

b 1 Trusted Root Certification Authorid
b ] Erterprise Trust

b 1 Interrmediate Certification Suthorit
b [0 Trusted Publishers

b 1 Untrusted Certificates

b ] Third-Party Root Certification Zuth
p [ Trusted People

b L] Client Authentication Issuers

p (] Remote Desktop

b ] Smart Card Trusted Roots

b 1 Trusted Devices

Persanal store contains 1 certificate,

Controleer of het certificaat, inclusief private key, correct geimporteerd is. Aanwezigheid van de
private key is te herkennen aan het sleuteltje linksboven het icoontje van het certificaat.
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Verklarende woordenlijst
DMZ

DMZ staat voor Demilitarized Zone en is een netwerksegment dat zich tussen het interne en externe
netwerk bevindt. Het externe netwerk is meestal het internet.

Een DMZ is feitelijk een andere naam voor een extranet, een gedeelte van het netwerk dat voor de
buitenwereld volledig toegankelijk is.

Op het netwerksegment van de DMZ zijn meestal servers aangesloten die diensten verlenen die
vanuit het interne en externe netwerk aangevraagd kunnen worden (bijvoorbeeld een webserver en/
of mailserver). De DMZ dient door een firewall beschermd te worden, maar moet wel zodanig
geconfigureerd worden (gaten in de firewall) dat de diensten binnen de DMZ toegankelijk blijven.
(Bron: Wikipedia)

Split-DNS

Is de een Domain Name System (DNS) implementatie waarbij verschillende verzamelingen DNS
gegevens worden geleverd afhankelijk van de bron van het DNS verzoek. In de praktijk komt het er
op neer dat de DNS server voor een computer binnen het intranet een private adres van de server
binnen de intranet grenzen geeft en voor gebruikers van buitenaf (het internet) het adres van de
server in de DMZ (zie hierboven) of de firewall/router die verbonden is met de server.
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