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Inleiding
In deze handleiding lees je hoe je jouw organisatie kunt aansluiten op SURFconext als Identity
Provider met behulp van AD FS (in AD FS-terminologie Claims Provider genoemd).

De procedure voor het aansluiten als Identity Provider bestaat uit de volgende onderdelen:

« Een AD FS serversysteem inrichten; waaronder Windows Server 2016 configureren en AD
FS installeren.

« De AD FS server configureren voor aansluiting als Identity Provider (IdP) voor SURFconext.
« Een AD FS proxy inrichten indien toegang van buiten het lokale netwerk gewenst is.
¢ Attributen vrijgeven aan SURFconext

Deze handleiding is gebaseerd op de release van AD FS 4 zoals meegeleverd in Windows Server
2016.

Waarom een server én een proxy inrichten?

Om de AD FS-server minder kwetsbaar te maken voor aanvallen van buitenaf, moet je naast een
AD FS server ook een AD FS-proxy inrichten buiten het Windows-domein. De AD FS-server moet
namelijk bij voorkeur niet bereikbaar zijn van buitenaf. Je doet dit door een AD FS-proxy in te
richten en deze ‘voor’ de AD FS-server te plaatsen. Dit houdt in dat je twee verschillende Windows
Server machines moet configureren in deze setup. De proxy mag geen lid zijn van het domein en
wordt bij voorkeur in de DMZ (zie verklarende woordenlijst achterin dit document) geplaatst.

Intranet
AD domein

ADFS server

™

[

De proxy zorgt ervoor dat gebruikers die niet zijn ingelogd op het (windows-)domain, via een
webpagina (username/ password formulier) kunnen inloggen. Dit formulier kan aan de look-and-
feel van jouw organisatie worden aangepast.
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AD FS 4.0-Server inrichten
Inleiding

Dit document beschrijft de installatie van een AD FS server op Windows Server 2016. Voordat je de
specifieke instellingen voor SURFconext kunt invoeren, moet je een basisinstallatie op de AD FS
server uitvoeren. Hiervoor moet je onderstaande stappen doorlopen:

* Installeer en configureer Windows Server 2016.
¢ Voeg de AD FS software als feature toe.

* Configureer de basisinstellingen van AD FS.

Windows Server 2016 installeren en configureren

Om een AD FS 4.0-server te kunnen inrichten, moet je eerst Windows Server 2016 installeren en
configureren. Deze AD FS 4.0-server dient lid te zijn van een domein. In deze handleiding
installeren we de AD DS en AD FS rol op dezelfde server. Hiervoor moet je onderstaande stappen
doorlopen:

¢ Installeer Windows Server 2016 op de server.

¢ Stel de tijd op de server correct in en zorg ervoor dat je deze synchroniseert met een time
server (NTP).

¢ Neem de server op in het domein van de Active Directory waaruit de accounts voor de
SURFconext federatie komen.

* Installeer een geldig certificaat voor de voorgenomen login URL in de Personal Certificate
store van de Local Computer ten behoeve van veilige gegevensuitwisseling met de IdP (SSL)
. Zie appendix A: Certificaat installeren.

Handleiding AD FS installatie Windows Server 2016 (4/66)



AD DS Server Rol installeren

Onderstaand gedeelte van deze handleiding is te gebruiken voor het installeren van de AD FS
Server Role op Windows Server 2016

1. Start de Server Manager tool op de machine die als Domain Controller ingericht wordt.

Recently added Windows Server

£ intemet Explorer

Mostused F > 2

& . . Windows Windows
& Snipping Tool Server Manager  PowerShell PowerShell ISE

& it
- =

Windows
Search Administrativ..  Task Manager Control Panel

Server Manager

A | ;) (]

Event Viewer File Explorer

VMware

Windows Accessories

Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows System

o€ m &
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2. Klik op “Add Roles and Features”.

[ Server Manager

Server Manager * Dashboard @V Mansge Took View

'WELCOME TO SERVER MANAGER

Local Server

All Servers

0 Configure this local server

ile and Storage Services b

2 Add roles and features

w

Add other servers to manage

4 Create a server group

5 Connect this server to cloud services
Hide
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
File and Storage =
N 9 1 B Local Server All Servers
Services
@® Manageability ® Manageability @® Manageability
Events Events Events
Performance Bl services Bl sevices
BPA results Performance Performance
BPA results BPA results
6-2-2018 12:29 6-2-2018 12:29
. “ ”
3. Klik op “Next >
T Add Roles and Features Wizard - o X
. DESTINATION SERVER
Before you begin sontczn

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel
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4. Klik op “Role-based or feature-based installation” en klik op “Next >”:

[ Add Roles and Features Wizard - [} X

DESTINATION SERVER

Select installation type sifteas

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin N = .
machine, or on an offline virtual hard disk (VHD).

tallati

Role-based or feature-based installation

Server Selection ) .
Configure a single server by adding roles, role services, and features.

(O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

5. Selecteer “Select a server from the server pool”, kies de juiste server en klik op “Next >”:

&2 Add Roles and Features Wizard - [m]
Select destination server R

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

O Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System
adfs4-aai 145.0.6.179 Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Se
and that have been added by using the Add Servers command in Server Manager. Offline servers
newly-added servers from which data collection is still incomplete are not shown.

Install Car
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6. Selecteer Active Directory Domain Services

f& Server Manager

& Add Roles and Features Wizard — [m] X
"1 Manage
DESTINATION SERVER
Select server roles ADFSA.test-asivind surnet i
Before You Begin Select one or more roles to install on the selected server.
= Installation Type Roles Description S
u Nevei
& SeiveSSechon [ Active Directory Certificate Services Active Dmdovy D°’"a"_‘ Services 9-3-2
- Wl ctive D ory Domain Service: (AD DS) stores information about
L e— | Active Directory Federation Services (Installed) objects on the network and makes
- [] Active Directory Lightweight Directory Services this information available to users Real-
[] Active Directory Rights Management Services and network administrators. AD DS
[ Device Health Attestation uses domain controllers to give Settin
] DHCP Server network users access to permitted iguration On
[ DNS Server resources anywhere on the network wTCs
] Fax Server through a single logon process. 0361
 [m] File and Storage Services (1 of 12 installed) 1
[J Host Guardian Service
[ Hyper-v
[] MultiPoint Services
[J Network Controller Intel(i
[C] Network Policy and Access Services 4GB
[] Print and Document Services 7951
[[] Remote Access .
[] Remote Desktop Services
[ Volume Activation Services
M1 Wah Qanver M11S)
7. Klik vervolgens op ‘Add Features’
R Server Manager
Fﬁ Add Roles and Features Wizard - O X
S | + | DESTINATION SERVER
€IeCT SEerver ol g, add roles and Features Wizard X ADFS4-test-aai.wind surfnet ni
X
Add features that are required for Active Directory
i il ?
Domain Services? L
You cannot install Active Directory Domain Services unless the _D"K'O"Y Domaiq Services
following role services or features are also installed. i) stores information about
i on the network and makes
[Tools] Group Policy Management ormation available to users
4 Remote Server Administration Tools twork administrators. AD DS
4 Role Administration Tools omain controllers to give
4 AD DS and AD LDS Tools *k users access to permitted iqurat
Active Directory module for Windows PowerShell -es anywhere on the network
4 AD DS Tools h a single logon process.
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools
Include management tools (if applicable)
<Previous | | Next> Install -
| | Fitter p oS @ s
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8. Klik op ‘Next’

& Server Manager

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection

Features
AD DS

Confirmation

Select one or more roles to install on the selected server.
Roles

[] Active Directory Certificate Services
ctive Directory Domain Services]
/' Active Directory Federation Services (Installed)
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[[] Device Health Attestation
[C] DHCP Server
[CJ DNS Server
[] Fax Server
i [m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v
[] MultiPoint Services
[] Network Controller
[ Network Policy and Access Services
[[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services
[] Volume Activation Services
[[] Web Server (lIS)

Description

O X

DESTINATION SERVER
ADFS4-test-aai.wind surfnetnl

A Active Directory Domain Services

Install

(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

[ TFitter Pl B~

9. Klik vervolgens nog een keer op ‘Next’

f& Server Manager

f Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server.

Features

v [C] .NET Framework 3.5 Features
1 [W] .NET Framework 4.6 Features (2 of 7 installed)
v [J Background Intelligent Transfer Service (BITS)
[C] BitLocker Drive Encryption
[] BitLocker Network Unlock
[[] BranchCache
[] Client for NFS
[J Containers
[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[ Failover Clustering
Group Policy Management
[[] Host Guardian Hyper-V Support
[] 1O Quality of Service
[] 11S Hostable Web Core
[] Intemet Printing Client
[J 1P Address Management (IPAM) Server
[71 iSNS Server service

Description

a X

DESTINATION SERVER
ADFS4-test-aai.wind surfnet.nl

A Remote Server Administration Tools
includes snap-ins and command-line
tools for remotely managing roles
and features.

Next > Install
T o ) =
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10. Klik nog een keer op ‘Next’

ver vz

& Add Roles and Features Wizard — O X

Active Direc‘[ory Domain Services DESTINATION SERVER

ADFS4-test-3siwind surfnet.nl

Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
) on the network. AD DS helps administrators securely manage this information and facilitates resource

Installation Type sharing and collaboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

11. Vink het ‘Restart the destination server automatically if required’ vinkje aan en klik op
‘Install’.

f& Server Man

T Add Roles and Features Wizard _ o %

b‘

Confirm installation selections o ettt

ADFS4-test-asi.wind surfnet nl

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as i tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services

Group Policy Management

Remote Server Administration Tools i
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an altemate source path

Filter

12. Klik op ‘Close’ wanneer de installatie succesvol is verlopen
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& Server Mar

ge

T Add Roles and Features Wizard - O X

Installation progress ADFSA e asiwind et

View installation progress

o Feature installation

Configuration required. Installation succeeded on ADFS4-test-aai.wind.surfnet.n

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Filter yel (B)w (R)w

13. Klik in de Servermanager op het vlaggetje voor meldingen en kies voor de Post-deployment
actie ‘Promote this server to a domain controller’

~

v (:.,) | I:'A Manage

BE  PROPERTIES §, Post-deployment Configura... |
. For ADFS4-test-aai
- Configuration required for Active Directory Domain
Computer name ADFS4-test-aa Services at ADFS4-TEST-AAI -3-20
Workgroup WORKGROUP Promote this server to a domain controller Never ¢
9-3-20

& Post-deolovment Confiauration
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14. In deze stap kan je kiezen of de machine wordt toegevoegd aan een bestaand domein of
niet. Wij kiezen er in deze stap voor om een nieuwe forest aan te maken en geven de naam
hiervoor op.

[ Server Manage

Server Manager * Local Server ) | ['A Manage

B PROPERTIES
. For ADFS4-test-aai

ocal Server |

T Active Directory Domain Services Configuration Wizard - a X

N Depl Confiqurati TARGET SERVER
29 ADFS ep oyment onfigu ation ADFS4-test-aai.wind.surfnet.nl
#§ File and Storage S
Deplo onfiguration
Select the deployment operation
=
O Add a domain controller to an existing domain o
) Add a new domain to an existing forest b

® Add a new forest

Specify the domain information for this operation

Root domain name: wind.surfnet.nl

More about deployment configurations

ncel

15. Verander niets aan de settings, geeft een nieuw wachtwoord op en klik op ‘Next’

s Active Directory Domain Services Configuration Wizard - 0 x
" TARGET SERVER
Domain Controller Options ADFS4-test-aai.wind.surfnet.nl
age S¢

Select functional level of the new forest and root domain
Forest functional level: ‘Windows Server 2016 )

Domain functional level: Windows Server 2016 v

Specify domain controller capabilities

Domain Name System (DNS) server
/| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: .

Confirm password:

More about domain controller options
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16. Klik in deze stap op ‘Next’

u_
. Active Directory Domain Services Configuration Wizard - o X
DNS Ot TARGET SERVER
ptions ADFS4-test-aai.wind.surfnet.nl
It
[ A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found.._Show more __ X

Deployment Configuration P 3
Specify DNS delegation options
r Options

Domain Control
Create DNS delegation

Paths

More about DNS delegation

Install

17. Controleer of de NETBIOS naam voor het domein klopt of pas hem aan naar de juiste en

klik op ‘Next’

fE: Active Directory Domain Services Configuration Wizard

(] X

TARGET SERVER

Additional Options

D yment Configuration . .
! - Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options
The NetBIOS domain name: WIND

DNS Options

Prerequisites Check

More about additional options

Next > Instal
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18. In deze stap kan u de diverse paden wijzigen. Wij laten deze ongewijzigd en klikken hier op

‘Next’

Paths

Deployment Configuration

Domain Controller Options
DNS Options

Additional Options

P,

Revi

Options

Prerequisites Check

T Active Directory Domain Services Configuration Wizard - m} X

TARGET SERVER
ADFS4-test-aai.wind.surfnet.nl

Specify the location of the AD DS database, log files, and SYSVOL

Database folder: C:A\Windows\NTDS =]
Log files folder: CAWindows\NTDS =]
SYSVOL folder: CAWindows\SYSVOL =]

19. Er wordt een overzicht van de instellingen gegenereerd. Klik in deze stap op ‘Next’

T Active Directory Domain Services Configuration Wizard - ] X

Review Options

Deployment Configuration
Domain Controller Options

DNS Options

Additional Options
Paths

Prerequisites Check

TARGET SERVER
ADFS4-test-aai.wind.surfnet.nl

Review your selections:
Configure this server as the first Active Directory domain controller in a new forest.
The new domain name is "wind.surfnet.nl”. This is also the name of the new forest.
The NetBIOS name of the domain: WIND
Forest Functional Level: Windows Server 2016
Domain Functional Level: Windows Server 2016
Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No v

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

Not> "

Handleiding AD FS installatie Windows Server 2016

(14/66)



20. Wij krijg een aantal warnings, die wij in deze situatie mogen en kunnen negeren. Klik in
deze stap op de knop ‘Install’

Fn Active Directory Domain Services Configuration Wizard — O
P = t C h k TARGET SERV
re req uisites ec ADFS4-test-aai.wind.surfnet

| @& All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X

Deployment Configuration 3 : o S :
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DNS Options Rerun prerequisites check
Additional Options
Paths @ View results
Review Options 1. Windows Server 2016 domain controllers have a default for the security setting named

“Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

1. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

8, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Next > Cancel

21. De server zal een keer opnieuw opstarten en vanaf nu is uw server een Domain Controller
en onderdeel van een domein.
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AD FS Server Software installeren
Onderstaand gedeelte van deze handleiding is te gebruiken voor het installeren van de AD FS
Server Role op Windows Server 2016.

1. Start de Server Manager tool op de machine die als AD FS Server ingericht wordt.

Recently added Windows Server

£ intemet Explorer

Mostused [ >

& Windows
S5 Snipping Tool Server Manager  PowerShell PowerShell ISE

@ Paint
W =

Wind
Search Administrativ..  Task Manager Control Panel

Server Manager

A | ;) (]

Event Viewer File Explorer

VMware

Windows Accessories
Nex

Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows System

o € m
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2. Klik op “Add Roles and Features”.

[ Server Manager

Server Manager * Dashboard @V Mansge Took View

'WELCOME TO SERVER MANAGER

Local Server

All Servers

0 Configure this local server

ile and Storage Services b

2 Add roles and features

w

Add other servers to manage

4 Create a server group

5 Connect this server to cloud services
Hide
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
File and Storage =
N 9 1 B Local Server All Servers
Services
@® Manageability ® Manageability @® Manageability
Events Events Events
Performance Bl services Bl sevices
BPA results Performance Performance
BPA results BPA results
6-2-2018 12:29 6-2-2018 12:29
. “ ”
3. Klik op “Next >
[ Add Roles and Features Wizard - [m] X
DESTINATION

Before you begin

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or

Installation hosting a website.

clection R
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

vious

Install Cancel
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4. Klik op “Role-based or feature-based installation” en klik op “Next >”:

[ Add Roles and Features Wizard - [} X

DESTINATION SERVER

Select installation type sifteas

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin N = .
machine, or on an offline virtual hard disk (VHD).

tallati

Role-based or feature-based installation

Server Selection ) .
Configure a single server by adding roles, role services, and features.

(O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

5. Selecteer “Select a server from the server pool”, kies de juiste server en klik op “Next >”:

&2 Add Roles and Features Wizard - [m]
Select destination server R

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

O Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System
adfs4-aai 145.0.6.179 Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Se
and that have been added by using the Add Servers command in Server Manager. Offline servers
newly-added servers from which data collection is still incomplete are not shown.

Install Car
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6. Selecteer “Active Directory Federation Services” en klik op “Next >”:

[ Add Roles and Features Wizard

Before You Begin

Installation Type

Server Selection

Features
ADFS

Confirmation

Select server roles

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

[ Active Directory Domain Services

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[] DHCP Server

[] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

[ Hyper-V

[] MultiPoint Services

[] Network Controller

[[] Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[ Remote Desktop Services

[] Volume Activation Services

[] Web Server (IIS) v

- a X

DESTINATION SERVER
3ai

Description

Active Directory Federation Services
(AD FS) provides simplified, secured
identity federation and Web single
sign-on (SSO) capabilities. AD FS
includes a Federation Service that
enables browser-based Web SSO.

< Previous | |

Next > |

[ st | [ cancel

7. Klik “Next >” in het Features overzicht:

f Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

ADFS

Confirmation

Select one or more features to install on the selected server.

Features

O 2
1 (W] .NET Framework 4.6 Features (2 of 7 installed)
[ Background Intelligent Transfer Service (BITS)

[ BitLocker Drive Encryption

[] BitLocker Network Unlock

[ BranchCache

[] Client for NFS

[ Containers

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[ Failover Clustering

[] Group Policy Management

[J Host Guardian Hyper-V Support

[ 170 Quality of Service

[ 1S Hostable Web Core

[ Internet Printing Client

[] IP Address Management (IPAM) Server

[ iSNS Server service v

- [m] X

DESTINATION SERVER
adfsd-aai

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.
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8. Klik op “Next >”:

[ Add Roles and Features Wizard

Before You Begin
Installation Type
Server Selection
Server Roles
Features

Al

Confirmation

Active Directory Federation Services (AD FS) R

- a X

Active Directory Federation Services (AD FS) provides Web single-sign-on (SSO) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS helps organizations
bypass the need for secondary accounts by allowing you to project a user’s digital identity and access
rights to trusted partners. In this i each izati i to manage its
own identities.

Things to note:
* This computer must be joined to a domain before you can successfully install the Federation Service.

* The Web Application Proxy role service in the Remote Access server role functions as the federation
service proxy and cannot be installed on the same computer as the federation service.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

[ ] [

9. Klik op “Install”:

[-'@ Add Roles and Features Wizard

Before You Begin
Installation Type
Server Selection
Server Roles
Features

ADFS

nfirmation

- [m]

Confirm installation selections e

adfsd-aai

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

X

Active Directory Federation Services

Export configuration settings
Specify an alternate source path

[[<Previous | [ next > [ mstan ][ cancel

10. Wacht eventueel tot de installatie afgerond is. De wizard mag
afgesloten worden, de installatie zal op de achtergrond
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doorgaan.

DESTINATION SERVER

Select role services W SCEPEAT

Before You Begin Select the role services to install for Active Directory Federation Services

Installation Type Role services Description

Server Selection Federation Service provides security

tokens to client applications in

Server Roles

4[] ADFS 1.1 Web Agents response to requests for access to
Features ] AD FS 1.1 Claims-aware Agent resources,
AD FS [] AD FS 1.1 Windows Token-based Agent

[ Federation Service Proxy

Web Server Role (IS)

Role Services

Confirmation

<Previous | [ Nee> | [ install | [ Cancel
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11. Als de installatie afgerond is zal er een “Post-deployment” waarschuwing “Configuration
required for Federation Service at ...” verschijnen in het Server Manager Dashboard. Klik op
“Configure the federation service on this server” om de installatie van AD FS te voltooien.

& Server Manager

Server Manager * Dashboard @1 |7A Manage  Tools  Vie

§, Post-deployment Configura... |

% Dashboard 'WELCOME TO SERVER MANAGER

C required for Active Directory
Federation Services at ADFS4-AAI

ﬂ Configu Configure the federation service on this server.

0 Local Server

i All Servers

&% ADFS .
_ @ Feature installation
W§ File and Storage Services P QUICK START e
2 Addrg Configuration required. Installation succeeded on
adfs4-aai
3 Addot Add Roles and Features
IWHALSNEW) 4 Create Task Details
5 Connect this server to cloud services
I
LEARN MORE

ROLES AND SERVER GROUPS

Roles:2 | Servergroups: 1 | Servers total: 1

File and Storage

29 ADFS 1 -.i Services 1 # Local Server
® Manageability @ Manageability @® Manageability
Events Events Events
Services Performance Services
Performance BPA results Performance
BPA results BPA results
6-2-2018 14:19
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12. Klik “Next > “in het eerste scherm:

[ Active Directory Federation Services Configuration Wizard - m]
W [ TARGET ¢
glcome adfs4-aai. TESTDON

Welcome to the Active Directory Federation Services Configuration Wizard.

Connect to AD DS
Specify Service Properties Before you begin configuration, you must have the following:
Specify Service Account * An Active Directory domain administrator account.

Specify Database * A publicly trusted certificate for SSL server authentication.

AD FS prerequisites

Select an option below:
(®) Create the first federation server in a federation server farm

(O Add a federation server to a federation server farm

Configuring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect.

< Previous ‘ Next > | Configure Car
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13. Kies het AD Administrator account en klik op “Next > “:

[ Active Directory Federation Services Configuration Wizard - O
. . - s TARGET S
Connect to Active Directory Domain Services adfs4-2ai TESTDON
Welcome

Specify an account with Active Directory domain administrator permissions to perform the
Connect to AD DS federation service configuration.

Specify Service Properties TESTDOMEIN\Administrator (Current user)

Specify Service Account
Specify Database

i)
o

14. Kies het vooraf geinstalleerde SSL certificaat (Appendix A) waarmee de AD FS dienst
ontsloten zal worden en een handige “Displayname” bijvoorbeeld Login SURFnet). Klik op
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“Next >”:

Fﬁ Active Directory Federation Services Configuration Wizard

Specify Service Properties

[m]

TARGET §

adfs4-aai.TESTDON

Welcome
Connect 10 AD DS SSL Certificate: ‘ logind.wind.surfnet.nl v ‘ | Import.
ice Properties s
Specify Service Account Federation Service Name: ‘ adfs4-aai.wind.surfnet.nl v ‘
Specify Database Example: fs.contoso.com
Federation Service Display Name: [Logirvi SURFnet
Users will see the display name at sign in.
Example: Contoso Corporation
< Previous |_Configure Can
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15. De waarschuwing in de gele balk kan opgelost worden door op Show more” te klikken en
het voorgestelde commando “Add-KdsRootKey -EffectiveTime (Get-Date).AddHours(-10)”
in een Powershell uit te voeren. Kies voor een eenvoudige installatie een domain
Administrator account voor het installeren van de AD FS service. Uit veiligheidsoogpunt en
voor de beheersbaarheid kan er voor worden gekozen om een Group Managed Service
Account te gebruiken:

2 Active Directory Federation Services Configuration Wizard - (]
i 1 : TARGET S
Specify Service Account adfsd-aai TESTDON

| i, Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll... Show more

Welcome
Specify a domain user account or group Managed Service Account.
Connect to AD DS
Create a Group Managed Service Account
S

fy Service Prop

Specify Service Account Account Name: TESTDOMEIN\

y Database

@® Use an existing domain user account or group Managed Service Account

Account Name: TESTDOMEIN\Admi... Select

Account Password: escsccccscses ‘
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16. Selecteer “Create a database on this server using Windows Internal Database.” en klik op

“Next >”:
f& Active Directory Federation Services Configuration Wizard - [m]
s 3 q TARGET ¢
Specify Configuration Database adfs4-aai TESTDON
Welcome

Specify a database to store the Active Directory Federation Service configuration data.
Connect to AD DS

eate a database on this server using Windows Internal Database.

fy Service Properties
i#y Service Account O Specify the location of a SQL Server database.

Specify Database

Review Options

J

Database Host Name:

Pre-requisite Checks Database Instance:

To use the default instance, leave this field blank.

- Configure Car
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17. Klik op “Next >”:

Review Options

Welcome

Connectto AD DS
Specify Service Properties
Specify Service Account
Specify Database

Review Opti

Pre-requisite Checks

[ Active Directory Federation Services Configuration Wizard - [m]

TARGET §
adfs4-aai.TESTDON

Review your selections:

This server will be configured as the primary server in a new AD FS farm 'adfs4-
aai.wind.surfnetnl’.

AD FS configuration will be stored in Windows Internal Database.
Windows Internal Database feature will be installed on this server if it is not already installed

Federation service will be configured to run as TESTDOMEIN\Administrator.

These settings can be exported to a Windows PowerShell script to automate

additional installations View sct

< Previous | | Next > | ‘ Configure Can
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18. Klik op “Configure”:

[z Active Directory Federation Services Configuration Wizard - O
20 TARGET ¢
Pre-requisite Checks adfs4-ai.TESTDON
| @& All prerequisite checks passed successfully. Click ‘Configure’ to begin installation. Show more
Welcome - ’ A - e
Prerequisites must be validated before Active Directory Federation Services is configured on
Connect to AD DS computer.
Specify Service Properties Rerun prerequisites check
Specify Service Account
Specify Database @ View results
Review Options © Prerequisites Check Completed

Pre-requisite Checks @ Al prerequisite checks passed successfully. Click ‘Configure’ to begin installation.
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19. Wacht tot de installatie voltooid is en klik op “Close”:

[ Active Directory Federation Services Configuration Wizard - m]
R | t TARGET ¢
esults adfs4-aai. TESTDON

| ® This server was successfully configured Show more

@ View detailed operation results

1. A machine restart is required to complete ADFS service configuration. For more
information, see: http://go.microsoft.com/fwlink/?Linkld=798725

1. The SSL certificate subject alternative names do not support host name 'certauth.adfs4
aai.wind.surfnetnl'. Configuring certificate authentication binding on port '49443' and
hostname ‘adfs4-aai.wind.surfnetnl’.

1. The SSL certificate does not contain all UPN suffix values that exist in the enterprise. U
with UPN suffix values not represented in the certificate will not be able to Workplace-
their devices. For more information, see http://go.microsoft.com/fwlink/?Linkld=3119:

Next steps required for completing your federation service deployment

Need to monitor AD FS service? Use Azure Active Directory Connect Health.

< Previous Next > Close Car

20. Om verder te gaan zijn er claim beschrijvingen nodig. “step 4” op de wiki
(https://wiki.surfnet.nl/display/services/Configure+Office+365+with+AD
FS+and+SURFconext+Step-by-Step) is hierbij nodig. Open PowerShell en voer de volgende
commando’s uit:

Claim description PowerShell

HHEHHEHEH A Create AD FS Claim Descriptions
HHHHHH R

#### ADD UID CLAIM DESCRIPTION ####

Add-AD FSClaimDescription -Name urn:mace:dir:attribute-def:uid -ClaimType
urn:mace:dir:attribute-def:uid -ShortName uid -IsAccepted $false -IsOffered $false

#itt#t ADD MAIL CLAIM DESCRIPTION ####
Add-AD FSClaimDescription -Name urn:mace:dir:attribute-def:mail -ClaimType
urn:mace:dir:attribute-def:mail -ShortName mail -IsAccepted Sfalse -IsOffered Sfalse

#### ADD DISPLAYNAME CLAIM DESCRIPTION ####
Add-AD FSClaimDescription -Name urn:mace:dir:attribute-def:displayName -ClaimType

urn:mace:dir:attribute-def:displayName -ShortName displayName -IsAccepted $false -
IsOffered Sfalse
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#### ADD schacHomeOrganization CLAIM DESCRIPTION ####

Add-AD FSClaimDescription -Name schacHomeOrganization -ClaimType
urn:mace:terena.org:attribute-def:schacHomeOrganization -ShortName
schacHomeOrganization -IsAccepted Strue -IsOffered Strue

###t# ADD eduPersonAffiliation CLAIM DESCRIPTION ###

Add-AD FSClaimDescription -Name urn:mace:dir:attribute-def:eduPersonAffiliation -
ClaimType urn:mace:dir:attribute-def:eduPersonAffiliation -ShortName eduPersonAffiliation
-IsAccepted Strue -IsOffered Strue

#it##t ADD eduPersonEntitlement CLAIM DESCRIPTION ####

Add-AD FSClaimDescription -Name urn:mace:dir:attribute-def:eduPersonEntitlement -
ClaimType urn:mace:dir:attribute-def:eduPersonEntitlement -ShortName
eduPersonEntitlement -IsAccepted $false -IsOffered $false

#it## ADD employeeNumber CLAIM DESCRIPTION ####

Add-AD FSClaimDescription -Name urn:mace:dir:attribute-def:employeeNumber -ClaimType

urn:mace:dir:attribute-def:employeeNumber -ShortName employeeNumber -IsAccepted

Sfalse -IsOffered Sfalse

21. Step 5 in de wiki beschrijft het toevoegen van de “SURFconext Relying Party Trust”.
Download het configuratiebestand: ClaimlssuanceRules.txt

22. De url van de metadata (SMetaDataURL) is afhankelijk op welke omgeving van SURFconext

wordt aangesloten (productie-, acceptatie- (pre-productie) of testomgeving):

a. De "productie omgeving van SURFconext" tbv productie diensten en productie
I1dP's; De Public SAML metadata (de entity descriptor) van de SURFconext SP Proxy
voor deze omgeving staat op
https://engine.surfconext.nl/authentication/sp/metadata

b. De "acceptatie (pre-productie) omgeving van SURFconext" tbv de acceptatie van
diensten en IdP's die naar de "productie omgeving van SURFconext" moeten
worden omgezet. De "acceptatie (pre-productie) omgeving van SURFconext"
gebruikt hetzelfde SAML endpoint met dezelfde SAML metadata als de productie
omgeving van SURFconext.

De "acceptatie (pre-productie) omgeving van SURFconext" en de "productie
omgeving van SURFconext" zijn galvanisch van elkaar gescheiden wat wil zeggen
dat een IdP die is aangesloten op de "productie omgeving van SURFconext" niet
gekoppeld kan worden aan een dienst die is aangesloten op de "acceptatie (pre-
productie) omgeving van SURFconext" en visa versa.

c. De "test omgeving van SURFconext" tbv het aansluiten van nieuwe diensten &
IdP's. Deze omgeving heeft eigen SAML endpoint en staat geheel los van de
"productie omgeving van SURFconext" en de "acceptatie (pre-productie) omgeving
van SURFconext".

De Public SAML metadata (de entity descriptor) van de SURFconext IdP Proxy voor deze
omgeving staat op: https://engine.connect.surfconext.nl/authentication/sp/metadata

Zie ook: https://wiki.surfnet.nl/display/surfconextdev/Environments
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23. Kopieer onderstaande PowerShell commando’s en voer deze uit nadat bij SMetaDataURL de
juiste url is ingesteld (22.) en SClaimlIssuanceFile het pad naar het zojuist gedownloade bestand
is ingesteld

#it## CREATE SURFCONEXT RELYING PARTY TRUST ####

$RelyingPartyTrustName = "SURFconext"

$MetaDataURL = "https://engine.surfconext.nl/authentication/sp/metadata”

$ClaimIssuanceFile = "THE LOCATION OF YOUR CLAIM ISSUANCE RULE FILE"

$ACPName = "Permit everyone"

Add-AD FSRelyingPartyTrust -Name $RelyingPartyTrustName -

MetadataUrl $MetaDataURL -IssuanceTransformRulesFile $ClaimIssuanceFile -
AutoUpdateEnabled:$true -MonitoringEnabled:$true -
AccessControlPolicyName $ACPName

24, Start “AD FS Management”:
= Active Directory Users and Com...

AD FS Management

ADSI Edit
New

Component Services

o € M’

25. Ga naar “Relying Party Trust” en klik rechts op “SURFconext” > “Edit Claim Issuance
Policy...”:

G ADFS _

@7 File Action View Window Help

e 7@ BE

| ADFs Relying Party Trusts Actions
v [ Service )
| Attribute Stores Display Name Enabled  Type Idenfi| | Relying Party Trusts
Authentication Methods SURFcone N S-T... hitps:/| Add Relying Party Trust...
- Update from Federation Metadata...
7 Certificates View

Edit Access Control Policy...
Claim Descript
| e Descrptions New Window from Here

] Device Registration Edit Claim Issuance Policy...
| Endpoints Enable @ Refresh
| Scope Descriptions RepmEs B Hep
| Web Application Proxy
| Access Control Policies Delete SURFconext
| Relying Party Trusts

. Help Update from Federation Metadata...
~| Claims Provider Trusts

~| Application Groups Edit Access Control Policy...

Edit Claim Issuance Policy...
Enable
Properties

K Delete

H Hep

< >

Edit claim issuance policy for the selected relying party trust
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26. Klik op “eduPersonEntitlement (SURFdrive)” en kies “Remove Rule...” > “OK”:

Edit Claim Issuance Policy for SURFconext X

Issuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims

1 AD attributen um:mace dir:attribute-def:...
2 schacHomeOrganization schacHomeOrganization

3 eduPersonAffiliation (employee) um:mace dir:attribute-def:...
4 eduPersonAffiliation (student) um:mace dir:attibute-def:...
5 eduPersonEntitlement (SURFdrive) um:mace dir:attribute-def:...
6 schacPersonal UniqueCode <See claim rule>

7 ImmutablelD <See claim rule>

[«] [=]

Add Rule... Edit Rule... | f Remove Rule... {

ok || cancel Apply
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27. Kies voor “schacHomeOrganization” > “Edit rule...”:

Edit Claim Issuance Policy for SURFconext X

Issuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims

1 AD attributen um:mace dir:attribute-def:...
2 schacHomeOrganization schacHomeOrganization

3 eduPersonAffiliation (employee) um:mace dir:attribute-def:...
4 eduPersonAffiliation (student) um:mace dir:attibute-def:...
5 schacPersonal UniqueCode <See claim rule>

6 Immutable!D <See claim rule>

[«] [=]

Add Rule... | [ Edit Rule... { | Remove Rule...

OK || Cancel || Aoply |
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28. Kies voor “Browse” bij “User’s group” en vul “Domain Users” in > “OK” en weer “OK”:

e tn e i SO -

| Edit Rule -

You can configure this rule to send a claim based on a user’s Active Directory group membership. Specify the
group that the user is a member of, and specify the outgoing claim type and value to issue.

{ )
Claim rule name:

| |schac HomeOrganization |

Rule template: Send Group Membership as a Claim

n
| User's group:

| [5-1-5-21-940114010-4055878564-832165062-513 || Browse.. |
!

Oul Select Group X

sc
Select this object type:

‘Gmup ‘ Object Types...

From this location:
Ouf ‘Entire Directory ‘ Locations...

IE Enter the object name to select (examples):
Domain Users Check Names

Advanced... Cancel

View Rule Language... OK Cancel

29. Doe hetzelfde voor de eduPersonAffiliation Student en Employee. Vul daar bij Student de
studenten AD groep in. Bij Employee de medewerkers AD groep. Indien deze AD groepen
nog niet bestaan maak deze dan aan. En Klik “OK” om dit scherm te sluiten.

30. Custom claim rules
Het kan voorkomen dat de gewenste waarde van een bepaald attribuut niet beschikbaar is
in AD maar wel daaruit afgeleid zou kunnen worden. Een voorbeeld is
schacPersonalUniqueCode. De vereiste syntax van dit attribuut is

urn:schac:personalUniqueCode:nl:local:<schacHomeOrganisation>:<id_type>:<id_token>

Let op dat de waarde een URN is en daarom moet voeldoen aan de eisen die aan een URN
gesteld worden. Een belangrijke eis is dat een URN geen spaties mag bevatten.

Bijvoorbeeld:

urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:90210
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Hiervan is het employeeid “90210” waarschijnlijk wel beschikbaar als medewerkernummer
en kan het attribuut dus samengesteld worden uit de tekst

“urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:”

en bijvoorbeeld
(de waarde van) het AD attribuut Employee-Number

Hiervoor kennen we de waarde van het AD attribuut Employee-Number eerst toe aan
“urn:mace:dir:attribute-def:employeeNumber” en stellen daarmee later de

personalUnigueCode samen.

31. Edit opnieuw de Claim Rules van de Relying Party SURFconext

Qe File
-

b 1 senice

4 7 Trust Relationships
] Claims Provider Trusts
| Relying Party Trusts
7] Attribute Stores

b 1 Authentication Policies

fndow _ Help

1 ADFS

Properties
Delete
Help

centfer
s drslogindind sufnet i

Relying Party Trusts

‘Add Reying Party Trust..
‘Add Non-Claims-Aware Relying...
View

New Window from Here

Updatefrom Federation Metads.
it Clam ues..
Dissble
Properties

K oeete

B ver

»

£ lim s forthe eected eling pary st

32. Edit opnieuw de “AD Attributen” rule.

Issuance Transfom Rules | lssuance Authorization Rules | Delegation Authorization Rules |
specy the clai will be sent to the relying paty.
Order Rule Name Issued Claims
1 AD Atibuten Name [D um mace:diratir
2 schacHomeOrganizati org:atinb.
3 eduPersonAfiation (employes) ummace:diratirbute e
4 eduPersonAffiliation (student) um:mace:dirattribute-def:
5 eduPersonEntitlement (admin) um:mace:dir;attribute-def-...
6 schacPersonalUniqueCode <See claim ule>
Add Rule... | [ Edt Rue... | [ Remove Rue..
[ oot
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def:employeeNumber”.

LDAP Select
which LDAP aftibutes. willbe.
issued from the e

Claim e name:
[AD Attrbuten
Rl templte: Send LDAP Attrbutes as Claims

Attribute store:

[Actve Drectory V]

Mapping of LDAP atirbutes t outgoing ciaim types:
e Outgoing Caim Type (Selectortypeto add more) ||
User-Principal-Name v | Name ID v

m =
Display Name < Jummace drattibute def dispayMiame. v
E Mol Addresses < Jummace drattibute def mai v
> [Employes Number 7 |ommace dratbite <ot employestionbed v

o i g

33. Voeg een regel toe die Employee-Number koppelt aan “urn:mace:dir:attribute-

Issuance Transform Rules | lssuance ization Rules | Delegation Authorization Rules |

g claims that will be sent to the relying party

Order ~Rule Name Issued Claims

1 AD Attibuten Name ID ummace dirattr...

2 schacHomeOrganizati orgiattrb

3 eduPersonAfiiation (employes) ummace:diratiribute-def:

4 eduPersonAffiliation (student) um:mace dirattribute-def:.

5 eduPersonEntitlement (admin) ummace:diratiribute def-...

[« =]

Add Rule... | [ Edt Rul... | | Remove Rule...

I =

]
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- Add Transform Claim Rule Wizard -
Select Rule Template

Steps
© Choose Rule Type details about each claim e template.

© Corfigure Claim Rule Claim ne template:
‘Send Claims Using a Custom Rule v

Claim e template description:

U e o G
witen inthe AD Capabities that req

+ Sending claims from a SQL attribute store

+ Sending claims from an LDAP attrbute store using a custom LDAP fiter

+ Sending claims from a custom attrbute store:

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incaming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value:

*+ Creating claims for use only n later rles

36. Geef de rule een beschrijvende naam zoals “schacPersonalUniqueCode” en creéer de
gewenste attribuutsamenstelling op basis van een tekst en één of meerdere bestaande
attributen.

c:[Type == "urn:mace:dir:attribute-def:employeeNumber"]
=>issue(Type = "urn:schac:attribute-def:schacPersonalUniqueCode", Value =
"urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:" + c.Value);

Bovenstaande code dient als volgt gelezen worden:

Als een attribuut van het type “urn:mace:dir:attribute-def:employeeNumber” bestaat,
bewaar dit attribuut dan in variabele “c” en geef een nieuw attribuut van type
“urn:schac:attribute-def:schacPersonalUniqueCode” uit met een samenstelling van de
letterlijke tekst “urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:” en
de waarde van het attribuut in variabele “c”.

Het venster ziet er dan ongeveer zo uit:
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You e, such that extracts
claims from a SQL attribute store. To configure a custom rule. type one or more optional conditions and an
"AD FS clai

Claim e name:
[schacPersonalUniqueCode

Rule template: Send Claims Using a Custom Rule.

Custom ne:
c:[Type = riateri 1 ~
=> issue(Type = 1 -,

Value =

- 10niqueCode:n:1acal k.nl -
c.Value);|

37. Als de Rule compleet is, klik dan op “OK”.

Een meer geavanceerde rule, welke ook de “schacHomeOrganization” en de “affiliation”
meeneemt, ziet er dan als volgt uit:

rn:mace:dir:attribute-def:employeeNumber"] &&
rn:mace:terena.org:attribute-def:schacHomeOrganization"] &&

cl:[Type =
c2:[Typ

c3:[Type == "urn:mace:dir:attribute-def:eduPersonAffiliation"]

XN

=>issue(Type = "urn:schac:attribute-def:schacPersonalUniqueCode", Value = "urn:schac:personalUniqueCode:nl:local:" + c2.Value +
c3.Value + "id:" + c1.Value);
Issuance Transfom Rules [ Issuance ion Rules | Delegation Authorization Rules |
The following transform nules specify the claims that will be sent to the relying party.
Order  Rule Name Issued Claims
1 AD Attributen Name ID.ummace dirattr...
2 schacHomeOrganization ummace terena org:attrib...
3 eduPersonAffiliation (employee) ummace dirattibute-def:...
4 eduPersonAffilition (student) ummace dir:attribute-def
5 eduPersonEntitlement (admin) um mace:dir attributedef:
6 schacPersonalUniqueCode <See claim rule>
Add Rule... | [ Edt Ruke... | | Remove Rule...
ok | [ Cancel | [ emy |
38. En bewaar, als alles klopt de Claim Rules set door op “OK” te klikken.
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39. Klik rechts op “SURFconext” en kies “Enable”:
1 ADFS _

G File Action View Window Help
e 2@ EE

S oo

v [ Service

[ Attribute Stores Display Name Ensbled  Type  Identfi| | Relying Party Trusts

= icati SURFconex Add Relying Party Trust..
= 2":‘: "":“"’" Methods Update from Federation Metadats... ving Party
[7] Certificates )

B Claim Descriptions Edit Access Control Poli View

| Device Registration Edit Claim Issuance Policy... New Window from Here
3 Endpoints Enable & Refresh

| Scope Descriptions

[] Web Application Proxy
[ Access Control Policies Delete SURFconext
|| Relying Party Trusts
[ Claims Provider Trusts i X
] Application Groups Edit Access Control Policy.
Edit Claim Issuance Policy.

Enable

Properties

Help

Help Update from Federation Metadata...

Properties
K Delete

Help

< >

Opens the properties dialog box for the current selection

40. De Server Manager moet eruitzien zoals onderstaand:

T Server Manager

Server Manager * Dashboard -@ | P Monage Tools vie

'WELCOME TO SERVER MANAGER

Local Server

All'S . .
e 6 Configure this local server
AD DS
2% ADFS QUICK START
& DNs 2 Add roles and features

B 3
BlEiSland SioragelSeivices 3 Add other servers to manage

WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services

LEARN MORE

ROLES AND SERVER GROUPS

Roles:4 | Servergroups:1 | Servers total: 1
o o o
I§! ADDS 1 =% ADFS 1 em DNS 1
@® Manageability @® Manageability @® Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results
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AD FS Proxy installeren
Algemeen

Het is belangrijk dat de AD FS Proxy de AD FS server onder de voor de AD FS service gekozen DNS
naam kan bereiken. De Proxy zelf moet echter onder dezelfde naam voor de buitenwereld (het
internet) bereikbaar zijn. Hiervoor kan een split-DNS (zie verklarende woordenlijst) configuratie
ingericht worden. Als dat niet mogelijk is, moet de Proxy op een andere manier verteld worden
wat het IP adres van de AD FS server is. Dat kan met behulp van de hosts file
(C:\Windows\System32\Drivers\etc). Voeg hiervoor een regel toe met vooraan het fysieke adres
van de AD FS server en daarachter de servicenaam waaronder de AD FS dienst beschikbaar is:

E| hosts - Notepad [= (o S

File Edit Format View Help
# Copyright (c) 1993-2009 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one

# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.
#

# For example:

#

# 162.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host
# localhost name resolution is handled within DNS itself.

# 127.6.0.1 localhost

# ol localhost

145.9.6.22 lcginZ.wind.suanet.nl\

Let op: dit bestand is alleen als Administrator te bewerken. Start hiervoor een Notepad op onder
“run as Adminstrator” conditie.

Handleiding AD FS installatie Windows Server 2016 (41/66)



AD FS Proxy installeren

1. Kiesin het Server Manager Dashboard weer voor “Add roles and features” en klik zoals
hiervoor beschreven door de eerste schermen en selecteer ditmaal “Remote Access”:

= Add Roles and Features Wizard - m]
DESTINATION SERVER
Select server roles adisproay

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
SEINEliSE ction [[] Active Directory Certificate Services & Remote Access provides seamless
[[] Active Directory Domain Services connectivity through DirectAccess,
ot [] Active Directory Federation Services V?N' and Web AP_P“CBUO" Proxy.
o [] Active Directory Lightweight Directory Services DirectAccess provides an A[\'Nays On
Remote Access [[] Active Directory Rights Management Services and A]wa;,/s Managgd expenence.
o [] Device Health Attestation RAS provides traditional VPN
Role Services [] DHCP Server services, including site-to-site
Confirmation [] DNS Server (branch-office or cloud-based)
connectivity. Wel ication Pro:
[] Fax Server ivity, W b A_PPr ion Proxy
I [m] File and Storage Services (1 of 12 installed) enables the publishing of selected
[[] Host Guardian Service HT”?' ar\d HTTPS-based
D Hyper-V applications from your corporate
D MultiPoint Services network to client devices outside of
[] Network Controller the corporate network. Routing
[ Network Policy and Access Services provides traditional routing
[ Print and Document Services capabilities, including NAT and other
connectivity options. RAS and

Routing can be deployed in single-

[] Remote Desktop Services -
tenant or multi-tenant mode.

[] Volume Activation Services
[] Web Server (1IS) v

- Install Cancel
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2. Klik “Next >” tot je bij “Role Services” bent en kies “Web Application Proxy” > “Next >”:

= Add Roles and Features Wizard —_ [m]
. DESTINATION SERVER
Select role services T dioproey

Before You Begin Select the role services to install for Remote Access

Installation Type Role services Description

Server Selection [ DirectAccess and VPN (RAS) Web Application Proxy enables the
publishing of selected HTTP- and
HTTPS-based applications from your
corporate network to client devices
outside of the corporate network. It
can use AD FS to ensure that users
are authenticated before they gain
access to published applications.
Web Application Proxy also provides
proxy functionality for your AD FS
Servers.

Server Roles

Features

Remote Access

Confirmation

< Previous Next > [ Install | Cancel
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3. Klik op “Install”, wacht eventueel de installatie af en klik op “Close”:

[ Add Roles and Features Wizard

Before You Begin

Installation Ty

er Selection

- (]

DESTINATION SERVER

Confirm installation selections adsd-proxy

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access

Web Application Proxy
Remote Server Administration Tools

Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Export configuration settings
Specify an alternate source path

< Previous Next > Cancel

4. De Proxy configuratie vereist een geldig en werkend SSL certificaat. Installeer hiervoor eerst
het SSL certificaat dat ook op de AD FS Server geinstalleerd is door het daar bijvoorbeeld als
.pfx bestand te exporteren. Zie voor de installatie van een SSL certificaat “Appendix A:

Certificaat Installeren”.
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5. Nainstallatie verschijnt een Post-deployment alert “Configuration required for the Federation
Service Proxy at ...” in het Server Manager Dashboard. Klik op deze link:

[ Server Manager

Server Manager * Dashboard T@ 1 Py wemse ool vew na

i, Post-deployment Configura... |

Dashboard WELCOME TO SERVER MANA
F Configuration required for Web Application Proxy at
-I Local Server T
W& All Servers n { Open the Web Application Proxy Wizard
g File and Storage Services P> .
_ o Feature installation
=l Remote Access QUICK START —————

< Installation succeeded on adfs4-proxy.

3 Add Roles and Features

WEESINEW Task Details
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total: 1
=m File and Storage =
g 1 Remote Access 1
B Services =
@ Manageability @ Manageability
Events Events
Performance Services
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6. De “Web Application Proxy Configuration Wizard” wordt geopend, klik op “Next > “:
£ Web Application Proxy Configuration Wizard

Welcome DESTINATION SERVER

adfsd-proxy

Web Application Proxy is a Remote Access service used to publish web applications that end users can

interact with from any device. It also provides proxy functionality for Active Directory Federation Services
Federation Server (AD FS) to help system administrators provide secure access to an AD FS server. By using Web Applicatio
Proxy, system administrators can choose how end users should authenticate themselves to a web
application and which users are authorized to use a web application.

< Previous Configure Cancel
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7. Kies dezelfde DNS naam als de AD FS Server voor “Federation Service Name” en vul de
username en password in:

£ Web Application Proxy Configuration Wizard

DESTINATION SERVER

Federation Server A

Welcome Select the Active Directory Federation Services (AD FS) server to use for Web Application Proxy

authentication and authorization.
Federation Server

AD FS Pro;

y Certificate Federation service name:

logind.wind.surfnet.nl

Enter the credentials of a local administrator account on the federation servers.

User name:

Administrator

Password:
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8. Selecteer het certificaat (Appendix A) en klik op “Next >”:
£ Web Application Proxy Configuration Wizard

AD FS Proxy Certificate e

adfsd-proxy

Welcome Select a certificate to be used by the AD FS proxy:

Federation Server

AD FS Proxy Certificate

Confirmation

| logind.wind.surfnet.nl o View...

Configure Cancel
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Klik op “Configure”:

% Web Application Proxy Configuration Wizard

DESTINATION SERVER

Confirmation S

The following PowerShell command will be run when you click Configure. It can also be used to automatt
additional installations. If you want to use automation, copy the command before you click Configure.

Welcome

Federation Server

AD FS Proxy Certfiicate Install-WebApplicationProxy
-FederationServiceTrustCredential System.M, 1tA ion.PSCredential
-CertificateThumbprint 'E028E92BF7DB8C0645A15967550229ABEOFI9CT 7"
-FederationServiceName ‘logind.wind.surfnet.nl’

To configure Web Application Proxy, click Configure.

< Previous Next > ‘ Configure Cancel
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10. Klik op “Close”:
£ Web Application Proxy Configuration Wizard

DESTINATION SERVER

Results adsd-prosgy

Web Application Proxy was configured successfully.

Results

< Previous Next > Cancel
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11. Surf ter controle naar de AD FS service URL (zowel vanuit een plek die op de AD FS Server
uitkomt als vanaf een plek die op de Proxy uitkomt) en controleer de inhoud van de volgende
URL: https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml :

- n.
5 FI o i 7 O~ ac| iy
oginZ.wind.surfnet.nl |

w8TKPIjffkaWCZvxFIDg0C+jnPUbSDROVFPxjyJZE2I=BEyUAlcd57m24G/cRCvph70ealc5zP0w6gg TWrdyeBdrLvhIgEaJmbLkRy3JCYEz62M3wcIAQc
AddressThe e-mail address of the userGiven NameThe given name of the userNameThe unique name of the userUPNThe user principal name (UPN) of the
userCommon NameThe common name ef the userAD FS 1.x E-Mail AddressThe e-mail address of the user when interoperating with AD FS 1.1 or ADFS

1.0GroupA group that tt Eack T7"1e UPN of the user when interoperating with AD FS 1.1 or ADFS 1.0RoleA role that the user
hasSurmameThe surnam f the userName IDThe SAML name identifier of the userAuthentication time stampUsed to
display the time and dats Search using copied text  CtrlShifteL cation methodThe method used t.o authenticate the userDeny only group SIDThe deny-only
group SID of the userDe lary SID of the userDeny only primary group SIDThe deny-only primary group SID of the
userGroup SIDThe grou \primary group SID of the userPrimary SIDThe primary SID of the userWindows account
nameThe domain accous
<domain>\<user=https:/| kgr 1/2005/1 dtok d ict 256https://login2.wind.surfnet.nl/adfs/services/trus
AddressThe e-mail add ne of the userNameThe unique name of the userUPNThe user principal name (UPN) of the
userCommon NameThe| | S/<t2! Mail AddressThe e-mail address of the user when interoperating with AD FS 1.1 or ADFS
1.0GroupA group that tt 1e UPN of the user when interoperating with AD FS 1.1 or ADFS 1.0RoleA role that the user
hasSumameThe suram (51 v f the userName IDThe SAML name identifier of the userAuthentication time stampUsed to
display the time and dat¢ 5% cation methodThe method used to authenticate the userDeny only group SIDThe deny-only
group SID of the userDe All Accelerators » lary SID of the userDeny only primary group SIDThe deny-only primary group SID of the
userGroup SIDThe grou |primary group SID of the userPrimary SIDThe primary SID of the userWindows account
nameThe domain accouy  Create shortcut
<domain>\<user>https:/ ' AdditoifevatiCesss in2.wind surfnet al/adfs/Is MIICT;CCAdagAwIBAgIQY V/UvBOvs6dBZg14+pzGeiANBek
focmat- A 44 View source | oasis:names:tc:SAML:2.0:nameid-
foxmat.t:ransnentMHCh( ospectelsment 4+szg‘AN'ngqhk1G9w0BAQsFADAzMTEWL\\ YDVQQDEyhBREZTIEVuY3J5cHRpb.
format:emailAddressur ¢ oging » atp oasis:names:tc:SAML:2.0:; id-format:transient

Print...

Print preview...

Refresh

Properties

< >
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12. Deze URL dient zoals hierboven te zien is een XML document te bevatten. Als de browser geen
document laat zien kan met “View Source” het document in een editor getoond worden:

al x

wind,

login2wind.surfret.nl

WBTKPIjffkaWCZvxFIDg0C+jnk
AddressThe c-mail address of the
userCommon NameThe common|
1.0GroupA group that the user is
hasSumameThe surname of the u
display the time and date that the
group SID of the userDeny only

userGroup SIDThe group SID of|
nameThe domain account name o

0 " ~ Original Source [=T=l

el
File Edit Format
1 kentitybescriptor 10= 96228005-5e50-476e-0705- 1690290 1141e" entity[0="http://Loginz.wind. surfnet, nl/adfs/services/trust™
samlns: senlns="http://usw. W3. org/2000/09/ml dsigH"><signedInfo> cCanonicalizationhethod

Algorithm="http://wu.u3. urg/zam/m/xml S -ctan > sgnaturatiethod Klgordthmrhttp /. u3. g/ 2001 /04 mldsig morcbrsa-sha2se /) ceferer
URI="% 9528005 -5e5a-478e-0705-103623d1141" <Trans Torms> <Transform Algorthm="hitp: /. 3. org/ 2000/29/ml dsgvenvel oped-signature"/>
<Transform Algorithm="http://ww.u3. org/2001/10/xm] -exc (ldn#"/)(/Yransfurm5><D)gestMEth od
Algorithm="http://wuw.u3. org/2001/! " /><Digest) WETKPL} ffaliC gOC+ 3] ig: ue>
</SignedInfo><signaturevalue>

RC e hIgEalmblLiRy3) wrffabtbnCge:
AL i i i jx50ak /REVEKD:
pGGuPMeqOJ/madl1mMPyhxaGAmLKejPEMEJAhBH(LIIZGMjpv(Nbu:g ertificates
MII(ﬁD(CAngAwIBAgIQP b2dpbiTud21uzCSzdXImbmvoL

ig

userGroup SIDThe group SID of
nameThe domain account name
<domain>\<user>https:/ logm2 W

login2 w ALLERHIGURSL TalduaisnIC UbDCCASIWDQ CAQOCEEEBANC:
AddressThe e-mail address of thd y/iviey 16Cgz5VqU2idR yPQDORH/E1qXL1ELDT 7T TpsxcleudrhijyShITsut+h 73223 qdodMsOutxqulUETHy
xucw:mky]szmgzmwvxnuac/
userCommon NameThe common +RkjnIPkgh 180 13bFedct nsF Y 7pOBALINNSqChkCPUbZ) 76LDUDG78 0P INbLPLL
1.0GroupA group that the user is A ; fots e byl
hasSumnameThe surname of the vl £ ghjHj nvbNzZTHI 3 INoTULxnCSQ/1IF7IZL
display the time and date that the FAJFAPUTKR} HmeqEQLL 487 ertifi
sroup SID of the userDeny only </KeyInfo></signature><RoleDescriptor xsirtype="fed:Appli yp =htt, is-open. org
Erust/200512 bty 5. mlsosp. org/ws/2005/02/trust http://docs. oasis- open. org/usfsd/federatmn/zlamﬂ&

3. 0rg/2001 /XNLSchema-instance” //docs. oasis-

ServiceDisplay S vind.curfnet ttp:/ fw sanlns :fed="http:
TEtp:/ /WaN. W3, Org/ 2000/ @9/ L dsigH"> <X509Data>

open. urg/wsfEd/fEdErancn/ZBWEﬁ ><KeyDescriptor use="encryption”><keyInfo smlns:
<509 1C7jCCAdaghu

<

format: v Gl i TEVUY3: ol SBsb2dpbjTud2] dXImbmveL SpE L TeHLow!
/yZmS14C5ubDCCASTWDQYIKoZIh ChQoC £razTz1rRGFSnA+TTEMYI000KUL
format: "“s’e"'Mum’CCAdagA lLFdeqmn[YnD‘/NQP)(ME+:eDEyMMEO(hVZ?tPu&GZEJGS]rlJFPanByNBfu 3 v T 83003 /UEBS!
AELU2FIx691 J+Kau/Lu2CTKL i 3 7c]w 5
Olves isC CPQEACEKTHaSK: 20uGAZgsL 3
TARZIHSOYHSVAGTS I 117INTRZRT: a 4 J1gJ]hMiB‘GLE(KOrB’\/rV(x\/ft[KSuX/ah]KQM)LbM\H(xvppENLr(BkMugSthOELZM\/]2N
SfpNImg P b 1E33g5U3] cdMTaT, .
<JKeyInforc ip ed:Clai sClainlype Uri="http: //schenas. smlsosp. urg/us/ZBBS/05/xdent;ty/claxms/smasladdrsss
smlns sauth="http://docs. ossis-open. org/wsfed/authorization/200706" i1 Address</auth: P ¢
e55 of the userc/auth:Description</auth CLaimype><auth:CLaintype
i="http://sch " anlns auth="http s fdocs. ossis-open. ong/usfed uthorization/ 200706">
fth:Displ iven Name</auth:Displ iptionsThe given name of the user<
ity /sch Lsoap.org s/ identity/cLains/nane" mins:auth="http.//docs. asis- open. org/usfed/authenzatsun/zﬂbﬂ}ﬁ'

>The unique name of the user</auth:Description></auth:ClaimType><auth:ClaimType
mp //schanas smlsoap. org/ws/ZZES/ES/)dent)ty/:la)ms/upn sanlns :auth="http://docs. oasis-open. org/wsfed/authorization/200706">
user principal name (LPH) of the userd/auth:Description</auth:ClainType>

pEs Type Uri="http://sch 1 org/cLaims/ Commoniame™ samlns sauth="http/ /docs.
cauth:Displayllane> Comon Hae</auth:Dizplaylane>auth:Description> The camon name of the user</auth:Des escriptions</auth:clainType>
Type Uri="http://: org/claims/Emailaddress” smlns:auth="http://docs. oasis-open. org/wsfed/authorization/200706">

<auth.DlsplayName>AD F5 o £ nau Address(/auth Displayliame><auth D
1.1 or ADFS 1.0¢/auth:Description></auth:ClaimType><auth:ClaimType

ription>The e-mail address of the user when interoperating with AD Fs
/schemas. xml soap. org/claims/Group™ smlns:auth="http://docs. oas:

>

13. Ws deze test slaagt kan de metadata URL aan SURFnet doorgegeven worden zoals beschreven
in het hoofdstuk “Metadata doorgeven aan SURFnet”
Op de AD FS Proxy is deze URL nu nog plaintext (http) beschikbaar. Dit kan geen kwaad, maar
kan voor de zekerheid uitgeschakeld worden door de binding van de default site in IIS met

poort 80 ongedaan te maken.\

Handleiding AD FS installatie Windows Server 2016 (52/66)

Commented [NB1]: AD FS 4.0 werkt niet meer met IIS,
dus ik vraag me af of dit je gaat lukken in IIS...




Metadata doorgeven aan SURFnet

Als de AD FS server en AD FS Proxy of Web Application Proxy geinstalleerd zijn en hun werking
gecontroleerd kan de metadata URL doorgeven worden aan SURFnet. Om er voor te zorgen dat de
metadata voor de Identity Provider langer houdbaar is verlengen we de duur van het Token
Signing certificaat op de AD FS server eerst even door in een Powershell de volgende commando's
uit te voeren:

Set-AD FSProperties -CertificateDuration 1825

Als er nog geen andere Relying Party Trusts configuraties bestonden voor deze installatie:
Update-AD FSCertificate -CertificateType Token-Signing -Urgent

(deze worden namelijk onbruikbaar door het uitvoeren van bovenstaande commando)
en ter controle:

Get-AD FSCertificate -CertificateType Token-Signing

ey Administrator: Windows PowerShell ILIE-

n-Signing -U
igning

Certificate
- login2.wind.surfnet.nl

- loginz.wind. surfnet.nl

Het Token-Signing certificaat is nu als het goed is vijf jaar geldig.
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Aanleveren Metadata

Vervolgens kan een mail naar SURFconext gestuurd worden met daarin de volgende informatie:

* Metadata URL: https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml

En alle onder deze URL genoemde extra gegevens:
https://wiki.surfnet.nl/display/surfconextdev/Vereiste+tmetadata

Het advies is om Appendix B door te nemen over openstaande poorten op de server.
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Appendix A Certificaat installeren

Deze handleiding gaat er vanuit dat het certificaat plus private key beschikbaar is in de vorm van
een .pfx bestand. Als het certificaat en de private key alleen los beschikbaar zijn als respectievelijk
cert.pem en cert.key met certificate chain chain.pem, is daar met het volgende openssl commando
een cert.pfx bestand van te maken:

#openssl pkcs12 -export -passout pass:123welkom -in cert.pem -certfile chain.pem -inkey cert.key -out cert.pfx
Het cert.pfx bestand heeft nu als voorbeeld wachtwoord 123welkom.

1. Open de MMC:

Best match

| | mmc
& Run command
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2. Ganaar “File” -> “Add/Remove Snap-in":
ﬁ Consolel - [Console Root]
§& File Action

New

|rf|4

Open...
Save

Save As...

1wf.msc

Exit

View Favorites

Add/Remove Snap-in...
Options...

J

Window

Ctrl+N
Ctrl+O
Ctrl+S

Ctrl+M

3. Klik links op “Certificates” en op “Add”:

Add or Remove Snap-ins

Available snap-ins:

Snap-in Vendor A
["] Active Directory Do... Microsoft Cor...

[ Active Directory Site... Microsoft Cor...

j Active Directory Use... Microsoft Cor...

=] ActiveX Control Microsoft Cor...
@AD FS Management Microsoft Cor...

Z ADSI Edit Microsoft Cor...
Authorizaﬁon Manager Microsoft Cor...
' Microsoft Cor...

. Component Services  Microsoft Cor...
g'JCompuher Managem... Microsoft Cor...
HIDevice Manager Microsoft Cor...

= Disk Management Microsoft and...

£, DNs Microsoft Cor... ,
£ P oo -

Description:

Selected snap-ins:

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

[7] console Root

Edit Extensions...

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[Coc ][ concel
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4. Kies voor “Computer account” en klik op “Finish”:

Certificates snap-in

This snap-n will always manage certificates for:
O My user account

(O Service account

(® Computer account

N T

5. Klik op “Finish”:

Select Computer

Select the computer you want this snap-in to manage.
This snap-in will always manage:
(® Local computer: {the computer this console is running on)

(O Another computer: Browse...

[[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back ] Finish v Cancel
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6. Klik op “OK”:

Add or Remove Snap-ins

Available snap-ins:

Snap-in Vendor A

ERE s Microsoft Cor...

[l Active Directory Site... Microsoft Cor...

] Active Directory Use... Microsoft Cor...

> ActiveX Control Microsoft Cor...

@AD FS Management Microsoft Cor...

[Z ADs! Edit Microsoft Cor... add s
jAuthorization Manager Microsoft Cor...

Gl Certificates Microsoft Cor...

. Component Services Microsoft Cor...

,‘EJCompuher Managem... Microsoft Cor...

HDevice Manager Microsoft Cor...

e Disk Management Microsoft and...

,i, DNS Microsoft Cor... ,

= s s .

Description:

Selected snap-ins:

[7] Console Root
Eﬁl Certificates (Local Computer)

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Edit Extensions...

Remove

Move Up

Move Down

Advanced...

You can use the Active Directory Domains and Trusts snap-in to manage Active Directory domains and trusts.

[oc ] conce

7. Klik rechts op “Personal” -> “All Tasks” -> “Import...”:

View Favorites

Window Help

ﬁ Consolel - [Console Root\Certificates (Local Computer)\Personal]
ﬁ File Action
e« | n@m 0= HE

>

VVVVVVVVVVVVVY

[ ] Console Root
v [ﬂ Certificates (Local Computer)

| Personal
] Trusted |
[ | Enterpris
[ ] Intermec
] Trusted |
Untruste
Third-Pa
Trusted |
Client A
Preview
Local Nc
Remote

DROE0ERREE

Find Certificates...

All Tasks

View

New Window from Here
New Taskpad View...

Refresh
Export List...

Help

Certificaic conommnancnequeses
Smart Card Trusted Roots

] Trusted Devices

> [ ] Windows Live ID Token Issuer
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8. Klik op “Next”:

£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.
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9. Klik op “Browse” en selecteer het certificaat en klik op “Next”:

& L* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

l | Browse... I

ﬁ Open

1+~ « login... » logind.wind.surfn...

Organize v New folder

Documents # Name
[&] Pictures -
logind.wind.surf

This PC

A& Netunrl o S

@ logind.wind.surfnet.nl.pfx

v 0

X

Search logind.wind.surfnet.nl_... @

=~ 1 @
Date modified Type

2-2-2018 15:36 Personal |

File name: |logind.wind.surfnet.nl.pfx

v| lPersonaI Information Exchange V‘

I Open I ’

Cancel ‘

I
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10. Vul het wachtwoord in en klik op “Next”

& L* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[cosessassans

[]pisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

| Next H Cancel |
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11. Kies de “Personal store” en klik op “Next”:

& L* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

®

Certificate store:

| Personal l l Browse...

| Next H Cancel

Handleiding AD FS installatie Windows Server 2016 (62/66)



12. Klik op “Finish”:

& L* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User JIZE ]

Content Certificate

File Name C:\Users\Administrator\Documents\ogin4.wind.surfn
< >

inish Cancel

13. Klik op “OK”:

Certificate Import Wizard X

0 The import was successful.

14. Controleer of het certificaat, inclusief private key, correct geimporteerd is. Aanwezigheid van
de private key is te herkennen aan het sleuteltje linksboven het icoontje van het certificaat.

Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate T
‘2; logind.wind.surfnet.nl TERENA SSL CA 3 17-11-2020 Server Authenticati... <None>
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Apendix B Poorten dichtzetten

1. Ganaarde AD FS server
2. Open “Windows Firewall”:

Best match
-£% Windows Firewall with Advanced

Security
Desktop app

B & 0O 0 K" = g

windows firewal||
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3. Ga naar “Inbound Rules”:

File Action View Help

e 5 = E

&3 Inbound Rules

3 Outbound Rules

% Connection Security Rules
B, Monitoring

9 Windows Firewall with Advanced Security

Name

9 Active Directory Domain Controller -
9 Active Directory Domain Controller -

Active Directory Domain Controller -

Active Directory Domain Controller -

Active Directory Domain Controller -
@ Active Directory Domain Controller -
£ Active Directory Domain Controller -
9 Active Directory Domain Controller -
9 Active Directory Domain Controller -
9 Active Directory Domain Controller -
£ Active Directory Domain Controller -

Ec...

Ec...
LD...
LD...
LD...
Net...
A
ec...

©

P

Sec...
W3...

9 Active Directory Domain Controller (RPC)

9 Active Directory Domain Controller (RPC...

Active Directory Web Services (TCP-In)

% AD FSHTTP Services (TCP-In)
£ AD FS HTTPS Services (TCP-In)

@ AD FS Smart-card Authentication Service...

£ Allloyn Router (TCP-In)
@ Allloyn Router (UDP-In)
<

@ Windows Firewall with Advanc] JETTTL L=

Group A
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
ADFS
ADFS
ADFS
Allioyr
Allloyt ,
>

Actions

Inbound Rules

[~}

v
v
'

P

=

New Rule...
Filter by Profile
Filter by State
Filter by Group

View

[ Refresh

Export List...
Help

4. Disable de volgende regels:

oo oo

f. DNS (UDP, Inc

5. Ga naar Outbound rules en disable de volgende regels:

a. Xbox Game Ul

oming)

Active Directory Domain Controller - LDAP (TCP-In)
Active Directory Domain Controller - LDAP (UDP-In)
Active Directory Domain Controller - LDAP for Global Catalog (UDP-In)
Acitve Directory Web Services (TCP-In)
DNS (TCP, Incoming)

6. Ga nu naar de AD FS Proxy en open daar ook Windows Firewall

7. Ga naar Outbound rules en disable de volgende regels:

a. Xbox Game Ul
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Verklarende woordenlijst
DMz

DMZ staat voor Demilitarized Zone en is een netwerksegment dat zich tussen het interne en
externe netwerk bevindt. Het externe netwerk is meestal het internet.

Een DMZ is feitelijk een andere naam voor een extranet, een gedeelte van het netwerk dat voor de
buitenwereld volledig toegankelijk is.

Op het netwerksegment van de DMZ zijn meestal servers aangesloten die diensten verlenen die
vanuit het interne en externe netwerk aangevraagd kunnen worden (bijvoorbeeld een webserver
en/of mailserver). De DMZ dient door een firewall beschermd te worden, maar moet wel zodanig
geconfigureerd worden (gaten in de firewall) dat de diensten binnen de DMZ toegankelijk blijven.
(Bron: Wikipedia)

Split-DNS

Is de een Domain Name System (DNS) implementatie waarbij verschillende verzamelingen DNS
gegevens worden geleverd afhankelijk van de bron van het DNS verzoek. In de praktijk komt het er
op neer dat de DNS server voor een computer binnen het intranet een private adres van de server
binnen de intranet grenzen geeft en voor gebruikers van buitenaf (het internet) het adres van de
server in de DMZ (zie hierboven) of de firewall/router die verbonden is met de server.

Handleiding AD FS installatie Windows Server 2016 (66/66)



