REGISTER
SMS

When using services that handle
sensitive data, logging in using
your institutional account is not se-
cure enough, which is why a 2-step
login process is required for some
services from now on.

You log in using your institutional
account and verify your identity
by entering a code you receive by
text message. Follow the steps on
the right to activate your mobile
phone.

SECUREID

Log in at
https://sa.surfsecureid.nl

]

You will now receive
a text message

(3

Select the option ‘SMS’
(‘text message’) and enter
your mobile number

Enter the code and
click ‘verify’

[****] > I VERIFY *

Click on the verification link in your email to confirm your email
address. You will then receive an activation code in your email

g) > Ihttps://W084D037D|
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Go to the Service Desk with your ID, mobile phone and
activation code to have your mobile phone activated

+ Q + | xyz123 >  Service Desk



https://W084D037D
https://sa.surfsecureid.nl

E USING TEXT MESSAGE

What do you need? TIPS FOR SECURE
USE OF SMS
AUTHENTICATION

Logging in to a service + Your mobile phone is private, do

not share your phone with others
* Do not leave your mobile phone
unattended
¢ Lock your mobile phone using

an access code or fingerprint
Additional information

mcunslo



https://support.surfsecureid.nl
https://support.surfsecureid.nl

REQUEST
TIQR APP

When using services that handle
sensitive data, logging in using
your institutional account is not
secure enough, which is why a
2-step login process is required
for some services from now on.

You log in using your institutional
account and verify your identity
by using the tigr app. Follow the
steps on the right to activate your
smartphone.

SECUREID

Log inon Select tigr
https://sa.surfsecureid.nl

Tiqr @k

Download and open the Follow the steps in the
tiqr app on your smartphone browser and the tigr app
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Click on the verification link in your email to confirm your email
address. You will then receive an activation code in your email

DL > (e ) 52

Go to the Service Desk with your ID, smartphone and
activation code to have your smartphone activated

+ D> Service Desk



https://sa.surfsecureid.nl
https://W084D037D

USING THE TIQR APP

What do you need? TIPS FOR SECURE
USE OF TIQR APP
AUTHENTICATION

* Your smartphone and tigr app
Logging in to a service are private, do not share your

smartphone with others
e Do not leave your smartphone
unattended

¢ Lock your smartphone using an
access code or fingerprint

mcunslo

Additional information



https://support.surfsecureid.nl

REQUEST
YUBIKEY

When using services that handle
sensitive data, logging in using
your institutional account is not
secure enough, which is why a
2-step login process is required for
some services from now on.

You log in using your institutional
account, and verify your identity
by using your YubiKey. Follow the
steps on the right to activate your
YubiKey.

SECUREID

Loginon
https://sa.surfsecureid.nl
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Insert the YubiKey
into a USB port
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Select YubiKey

YubiKey @K

Press the
YubiKey button
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Click on the verification link in your email to confirm your email
address. You will then receive an activation code in your email

|g> > Ihttps://W084DO37D|
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Go to the Service Desk with your ID, YubiKey and
activation code to have your YubiKey activated

+ + | xyz123 >  Service Desk



https://sa.surfsecureid.nl
https://W084D037D

USING YUBIKEY

What do you need? TIPS FOR SECURE
USE OF YUBIKEY
AUTHENTICATION

* Your YubiKey is private, do not
share your YubiKey with others
Logg|ng in to a service ¢ Do not leave your YubiKey
unattended

Additional information

mcunslo



https://support.surfsecureid.nl



