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Introduction	
This	document	is	meant	to	show	how	you	are	able	to	use	several	applications	and	clients	with	SURFconext	
Strong	Authentication	on	AD	FS	4.0.	We	tested	both	the	SMS	and	Tiqr	verification.	
We’ve	documented	the	steps	that	should	be	taken	to:	

- Install	SURFconext	Strong	Authentication	Plugin	on	AD	FS	4.0	
- Enable	Modern	Authentication	on	Skype	for	Business	and	Outlook	Online	
- Configure	the	tested	apps	and	clients	

We’ve	reported	the	most	important	findings	in	this	document.	

A	graphic	representation	of	the	test	setup	is	shown	below:	

	

	 	



				 	
	

Important	findings	
This	section	will	show	the	most	important	findings	based	on	the	tests	

SURFconext	Strong	Authentication	with	SMS	verification	
1. Windows	10	Client	

Application	 Result	 Comments	
Microsoft	Outlook	2016	 	 	
Microsoft	Office	2016	apps	 	 	
Microsoft	OneDrive	 	 	
Logon	to	SharePoint	via	browser	 	 	
Microsoft	Skype	for	Business	 	 	
Thunderbird	 	 See	“Thunderbird	and	Apple	Mail”	

	

2. Mac	OSX	client	
Application	 Result	 Comments	
Microsoft	Outlook	2016	 	 	
Microsoft	Office	2016	apps	 	 	
Microsoft	OneDrive	 	 	
Logon	to	SharePoint	via	browser	 	 	
Microsoft	Skype	for	Business	 	 	
Thunderbird	 	 	See	“Thunderbird	and	Apple	Mail”	
Apple	Mail	 	 See	“Thunderbird	and	Apple	Mail”	

	

3. Apple	iPhone	iOS	11	
Application	 Result	 Comments	
Microsoft	Outlook	2016	 	 	
Microsoft	Office	2016	apps	 	 	
Microsoft	OneDrive	 	 	
Logon	to	SharePoint	via	browser	 	 	
Microsoft	Skype	for	Business	 	 	

	

4. Android	Phone	
Application	 Result	 Comments	
Microsoft	Outlook	2016	 	 	
Microsoft	Office	2016	apps	 	 	
Microsoft	OneDrive	 	 	
Logon	to	SharePoint	via	browser	 	 	
Microsoft	Skype	for	Business	 	 	



				 	
	

SURFconext	Strong	Authentication	with	Tiqr	verification	
1. Windows	10	Client	

Application	 Result	 Comments	
Microsoft	Outlook	2016	 	 	
Microsoft	Office	2016	apps	 	 	
Microsoft	OneDrive	 	 	
Logon	to	SharePoint	via	browser	 	 	
Microsoft	Skype	for	Business	 	 	
Thunderbird	 	 See	“Thunderbird	and	Apple	Mail”	

	

2. Mac	OSX	client	
Application	 Result	 Comments	
Microsoft	Outlook	2016	 	 	
Microsoft	Office	2016	apps	 	 	
Microsoft	OneDrive	 	 	
Logon	to	SharePoint	via	browser	 	 	
Microsoft	Skype	for	Business	 	 	
Thunderbird	 	 See	“Thunderbird	and	Apple	Mail”	
Apple	Mail	 	 See	“Thunderbird	and	Apple	Mail”	

	

3. Apple	iPhone	iOS	11	
Application	 Result	 Comments	
Microsoft	Outlook	2016	 	 	
Microsoft	Office	2016	apps	 	 	
Microsoft	OneDrive	 	 	
Logon	to	SharePoint	via	browser	 	 	
Microsoft	Skype	for	Business	 	 	

	

4. Android	Phone	
Application	 Result	 Comments	
Microsoft	Outlook	2016	 	 	
Microsoft	Office	2016	apps	 	 	
Microsoft	OneDrive	 	 	
Logon	to	SharePoint	via	browser	 	 	
Microsoft	Skype	for	Business	 	 	

	

	 	



				 	
	

Thunderbird	and	Apple	Mail	
For	Apple	Mail	and	Thunderbird	to	work	in	combination	with	a	second	factor	you	must	use	
application	specific	passwords.	To	be	able	to	use	an	application	specific	password,	you	need	to	
enable	MFA	on	Office	365	for	ever	user	that	wants	this.	

In	case	you	use	SURFconext	Strong	Authentication	and	a	user	needs	to	use	application	specific	
passwords,	for	all	applications	without	application	specific	passwords	(for	instance	Microsoft	clients)	
the	user	needs	to	authenticate	via	SURFconext	Strong	Authentication	and	after	that	via	a	Microsoft	
MFA.	This	setup	technically	works,	but	institutions	and	users	need	to	decide	whether	this	is	a	
reasonable	solution.	

Application	specific	passwords	will	have	to	be	used	for	(Microsoft)	applications	that	do	not	support	
Modern	Authentication.	Microsoft	MFA	can	be	enabled	per	user,	so	enabling	this	wouldn’t	have	to	
affect	your	whole	organization.	

More	information	about	Microsoft	applications	to	support	Modern	Authentication	can	be	found	
here:	https://blogs.office.com/en-us/2015/11/19/updated-office-365-modern-authentication-public-
preview/?eu=true	

	

	 	



				 	
	

Install	SURFconext	Strong	Authentication	Plugin	on	AD	FS	4.0	
Go	to	https://github.com/SURFnet/ADFS-MFA-SAML2.0-Extension	where	you	can	find	the	SSA	plugin.	We’ve	
used	the	precompiled	version	that	could	be	found	at	https://github.com/SURFnet/ADFS-MFA-SAML2.0-
Extension/releases/download/0.1/SetupPackage.zip		
	
We	tested	this	setup	with	the	SURFconext	Strong	Authentication	Plugin	version	0.1.	A	more	recent	version	(0.2)	
is	also	available	and	can	be	found	here:	https://github.com/SURFnet/ADFS-MFA-SAML2.0-
Extension/releases/download/0.2/SetupPackage-0.2.zip		
	
You	need	to	unzip	this	file	on	your	AD	FS	server	and	edit	the	SurfnetMfaPluginConfiguration.json	file.		
	
{	
				"Settings":		{	
																					"AuthenticationServiceUrl":		"https://sfo-gateway.pilot.stepup.surfconext.nl/authentication/initiate",	
																					"SecondFactorEndpoint":		"https://gateway.pilot.stepup.surfconext.nl/second-factor-only/single-sign-on",	
																					"MinimalLoa":		"http://pilot.surfconext.nl/assurance/sfo-level2",	
																					"schacHomeOrganization":		"Your	schacHomeOrganization",	
																					"ActiveDirectoryName":		"Your	AD	Name",	
																					"ActiveDirectoryUserIdAttribute":		"AD	UserID	Attribute"	
																	},	
				"ServiceProvider":		{	
																												"SigningCertificate":		"signingcertificate	(not	needed	with	a	single	AD	FS	server",	
																												"EntityId":		"http://youradfsurl/adfs/services/trust",	
																												"AssertionConsumerServiceUrl":		"https://gateway.pilot.stepup.surfconext.nl/authenticate/consume-acs"	
																								},	
				"IdentityProvider":		{	
																													"EntityId":		"https://gateway.pilot.stepup.surfconext.nl/second-factor-only/metadata",	
																													"Certificate":		"certificate	acquired	from	SURFconext"	
																									}	
}		
	
Then	run	a	PowerShell	windows	as	an	Administrator	and	run	the	Install-SurfnetMfaPlugin.ps1	file	

		
	 	



				 	
	

The	installation	will	run	and	you	will	have	to	send	a	certificate	output	to	SURFconext	

		
	
Open	your	AD	FS	management	window	and	set	the	Multi-factor	Authentication	Methods	to	ADFS.SCSA	

	
	 	



				 	
	

Edit	the	Access	Control	Policy	on	the	relying	Party	Trust,	you	want	to	use	

	
	
You	are	able	to	set	an	access	control	policy	for	your	MFA.	We	chose	to	set	MFA	for	only	a	certain	group	

	
	
	 	



				 	
	

You	should	now	be	able	to	logon	to	https://selfservice.pilot.stepup.surfconext.nl/	and	register	a	token	(SMS,	
Tiqr.	You	will	receive	an	activation	code	in	your	email	that	you	will	have	to	activate	with	someone	from	
SURFconext.	

	

After	your	registration,	you	should	be	able	to	logon	with	SURFconext	Strong	Authentication	and	a	verification	
token.	

	 	



				 	
	

Enable	Modern	Authentication	for	Exchange	and	Skype	for	Business	
When	this	document	was	written,	Microsoft	has	enabled	Modern	Authentication	for	Exchange	and	Skype	for	
Business	(SfB)	by	default.	But	for	tenants	that	are	created	earlier,	it	is	not	enabled	by	default.	

In	this	step	we	will	show	you	how	to	enable	Modern	Authentication	for	Exchange	Online	and	Skype	for	Business	
Online.	

Exchange	Online	
	
#### To enable Windows PowerShell to run signed scripts, run the following command 
in an elevated Windows PowerShell window (a Windows PowerShell window you open by 
selecting Run as administrator): 
 
#### Set Execution Policy #### 
Set-ExecutionPolicy RemoteSigned 
 
#### Set User Credentials #### 
$UserCredential = Get-Credential 
 
#### Create Exchange Online session #### 
$Session = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri 
https://outlook.office365.com/powershell-liveid/ -Credential $UserCredential -
Authentication Basic -AllowRedirection 
 
#### Import the Exchange Online Session 
Import-PSSession $Session 
 
#### Set OAuth enabled to true #### 
Set-OrganizationConfig -OAuth2ClientProfileEnabled $true 
 
#### Check if the setting has been set correctly #### 
Get-OrganizationConfig | Format-Table -Auto Name,OAuth* 
 
#### Remove Exchange Online session #### 
Remove-PSSession $Session  

	

Skype	for	Business	Online	

#### Download the SfB Online Powershell module from: https://www.microsoft.com/en-
us/download/details.aspx?id=39366 
 
#### Set User Credentials #### 
$credential = Get-Credential 
 
#### Create SfB Online session #### 
$session = New-CsOnlineSession -Credential $credential -Verbose 
 
#### Import the SfB Online Session 
Import-PSSession $session 
 
#### Set OAuth enabled to true/allowed #### 
Set-CsOAuthConfiguration -ClientAdalAuthOverride Allowed 
 
#### Check if the setting has been set correctly #### 
Get-CsOAuthConfiguration 
 
#### Remove SfB Online session #### 
Remove-PSSession $session  

	 	



				 	
	

Windows	10	Client	with	SMS	authentication	
Skype	for	Business	
	

After	you	enabled	modern	authentication	for	SfB,	you	should	be	able	to	logon	to	Skype	with	SURF	Strong	
Authentication.	Please	follow	the	steps	beneath.	

1. Logoff	your	Skype	client	

	

2. Remove	the	logon	credentials	

	

	 	



				 	
	

	

3. Logon	with	your	username	again	

	

	 	



				 	
	

4. Request	SURFconext	Strong	Authentication	code	

	

5. Enter	the	code	you	received	

	

	 	



				 	
	

6. Your	logged	in	with	SSA!	

	

	 	



				 	
	

(Re)	add	your	account	to	Microsoft	Outlook	
1. Open	Microsoft	Outlook	

	

	

	 	



				 	
	

2. Logon	with	your	credentials	

	

3. Request	SURFconext	Strong	Authentication	code	

	

	



				 	
	

4. Confirm	SURFconext	Strong	Authentication	code	

	

5. Your	account	has	been	set-up!	

	

	 	



				 	
	

Sign	in	to	your	Office	2016	applications	
1. Open	your	Office	application	(we	used	Microsoft	Excel	2016)	

	

2. Click	on	‘Add	account’	

	

	 	



				 	
	

3. Enter	your	username	

	

4. Enter	your	password	

	

	 	



				 	
	

	

5. Request	a	SURFconext	Strong	Authentication	code	

	

6. Confirm	SURFconext	Strong	Authentication	code	

	

	 	



				 	
	

7. You	logged	on!	

	

	 	



				 	
	

Logon	on	SharePoint	Online	through	browser	
1. Enter	your	credentials	on	the	Microsoft	Online	logon	page	

	

2. Enter	your	credentials	on	the	AD	FS	logon	page	

	



				 	
	

3. Request	a	SURFconext	Strong	Authentication	code	

	

4. Confirm	SURFconext	Strong	Authentication	code	

	

5. You’re	logged	on!	

	



				 	
	

Use	OneDrive	with	SURFconext	Strong	Authentication	
1. Go	to	a	SharePoint	site	of	your	company	O365	tenant	and	click	on	‘Sync’	

	

2. You	will	be	prompted.	Click	on	‘allow’	

	

	

	 	



				 	
	

3. Click	on	‘synchronize	now’	

	

4. Use	new	OneDrive	version	

	

	 	



				 	
	

5. Configure	OneDrive	

	

6. Enter	credentials	

	



				 	
	

7. Request	a	SURFconext	Strong	Authentication	code	

	

8. Confirm	SURFconext	Strong	Authentication	code	

	

	



				 	
	

	

9. OneDrive	is	configured	

	



				 	
	

10. Synchronize	your	files	

	

11. OneDrive	is	ready	for	use	

	



				 	
	

Mac	OSX	12.6	with	SMS	authentication	
Skype	for	Business	

1. Logon	with	your	username	and	password	

	

2. Logon	with	your	username	and	password	on	AD	FS	

	 	



				 	
	

3. Request	and	validate	a	SURFconext	Strong	Authentication	code	

	

4. Confirm	SURFconext	Strong	Authentication	code	

	 	



				 	
	

5. You’re	logged	on!	

	

	 	



				 	
	

(Re)	add	your	account	to	Microsoft	Outlook	
1. Open	Microsoft	Outlook	and	add	an	account	

	

2. Enter	your	email	address	

	

	

	

	

	



				 	
	

3. Outlook	will	connect	to	Office	365	

	

4. Enter	your	AD	FS	credentials	

	 	



				 	
	

5. Request	and	validate	a	SURFconext	Strong	Authentication	code	

	

6. Confirm	SURFconext	Strong	Authentication	code	

	

	 	



				 	
	

7. Your	account	has	been	set-up!	

	

	 	



				 	
	

Sign	in	to	your	Office	2016	applications	
1. Open	your	Office	application	and	sign	off	the	current	user		

	

2. Sign	in	again	with	your	email	address	

	

	 	



				 	
	

3. Sign	in	with	your	credentials	on	your	AD	FS	page	

	

4. Request	a	SURFconext	Strong	Authentication	code	

	



				 	
	

5. Confirm	SURFconext	Strong	Authentication	code	

	

6. You’re	signed	in!	

	

	 	



				 	
	

Microsoft	Outlook	for	iOS	
1. Add	a	new	account	

	

2. Sign	in	with	your	credentials	on	your	AD	FS	page	

	



				 	
	

3. Request	a	SURFconext	Strong	Authentication	code	

	

4. Confirm	SURFconext	Strong	Authentication	code	

	



				 	
	

5. Your	account	is	added!	

	

	 	



				 	
	

Office	apps	for	iOS	
1. Add	a	new	account	

	

2. Sign	in	with	your	credentials	on	your	AD	FS	page	

	

	 	



				 	
	

3. Request	a	SURFconext	Strong	Authentication	code	

	

4. Confirm	SURFconext	Strong	Authentication	code	

	

	 	



				 	
	

5. Your	account	is	added!	

	

	 	



				 	
	

Microsoft	Outlook	for	Android	
1. Add	a	new	account	

	

2. Sign	in	with	your	credentials	on	your	AD	FS	page	

	

	 	



				 	
	

3. Request	a	SURFconext	Strong	Authentication	code	

	

4. Confirm	SURFconext	Strong	Authentication	code	

	

	

	

	

	

	

	

	



				 	
	

5. Your	account	is	added!	

	

	 	



				 	
	

Windows	10	Client	with	Tiqr	authentication	
Skype	for	Business	
After	you	enabled	modern	authentication	for	SfB,	you	should	be	able	to	logon	to	Skype	with	SURF	Strong	
Authentication.	Please	follow	the	steps	beneath.	

1. Logoff	your	Skype	client	

	

2. Remove	the	logon	credentials	

	

	 	



				 	
	

	

3. Logon	with	your	username	again	

	

	 	



				 	
	

4. Request	SURFconext	Strong	Authentication	code	via	Tiqr	

	

5. Confirm	SURFconext	Strong	Authentication	code	on	your	Tiqr	app	

	



				 	
	

6. Your	logged	in	with	SSA!	

	

	 	



				 	
	

(Re)	add	your	account	to	Microsoft	Outlook	
1. Open	Microsoft	Outlook	

	

	

	 	



				 	
	

2. Logon	with	your	credentials	

	

3. Request	SURFconext	Strong	Authentication	code	via	Tiqr	

	

	



				 	
	

4. Confirm	SURFconext	Strong	Authentication	code	on	your	Tiqr	app	

	

5. Your	account	has	been	set-up!	

	

	 	



				 	
	

Sign	in	to	your	Office	2016	applications	
1. Open	your	Office	application	(we	used	Microsoft	Excel	2016)	

	

2. Click	on	‘Add	account’	

	

	 	



				 	
	

3. Enter	your	username	

	

4. Enter	your	password	

	

	 	



				 	
	

5. Request	SURFconext	Strong	Authentication	code	via	Tiqr	

	

6. Confirm	SURFconext	Strong	Authentication	code	on	your	Tiqr	app	

	

	 	



				 	
	

7. You	logged	on!	

	

	 	



				 	
	

Logon	on	SharePoint	Online	through	browser	
1. Enter	your	credentials	on	the	Microsoft	Online	logon	page	

	

2. Enter	your	credentials	on	the	AD	FS	logon	page	

	



				 	
	

3. Request	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	

4. Confirm	SURFconext	Strong	Authentication	code	on	your	Tiqr	app	

	



				 	
	

5. You’re	logged	on!	

	

	 	



				 	
	

Use	OneDrive	with	SURFconext	Strong	Authentication	
1. Go	to	a	SharePoint	site	of	your	company	O365	tenant	and	click	on	‘Sync’	

	

2. You	will	be	prompted.	Click	on	‘allow’	

	

	

	 	



				 	
	

3. Click	on	‘synchronize	now’	

	

4. Use	new	OneDrive	version	

	

	 	



				 	
	

5. Configure	OneDrive	

	

6. Enter	credentials	

	



				 	
	

7. Request	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	

8. Confirm	SURFconext	Strong	Authentication	code	on	your	Tiqr	app	

	



				 	
	

9. OneDrive	is	configured	

	

10. Synchronize	your	files	

	



				 	
	

11. OneDrive	is	ready	for	use	

	

	 	



				 	
	

Mac	OSX	12.6	with	Tiqr	authentication	
Skype	for	Business	

1. Logon	with	your	username	and	password	

	

2. Logon	with	your	username	and	password	on	AD	FS	

	



				 	
	

3. Request	and	validate	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	 	

4. Confirm	SURFconext	Strong	Authentication	code	via	Tiqr	app	

	



				 	
	

5. You’re	logged	on!		

	

	 	



				 	
	

(Re)	add	your	account	to	Microsoft	Outlook	
1. Open	Microsoft	Outlook	

	

	 	



				 	
	

2. Logon	with	your	credentials	

	

3. Allow	setting	retrieval	

	

	 	



				 	
	

4. Request	and	validate	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	

5. Confirm	SURFconext	Strong	Authentication	code	via	Tiqr	app	

	

	 	



				 	
	

6. Confirm	SURFconext	Strong	Authentication	code	

	 	



				 	
	

Sign	in	to	your	Office	2016	applications	
1. Open	your	Office	application	and	sign	off	the	current	user		

	

2. Sign	in	again	with	your	email	address	

	

	 	



				 	
	

3. Sign	in	with	your	credentials	on	your	AD	FS	page	

	

4. Request	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	 	



				 	
	

5. Confirm	SURFconext	Strong	Authentication	code	via	Tiqr	app	

	

6. You’re	signed	in!	

	

	 	



				 	
	

Logon	on	SharePoint	Online	through	browser	
1. Enter	your	credentials	on	the	Microsoft	Online	logon	page	

	

2. Enter	your	credentials	on	the	AD	FS	logon	page	

	



				 	
	

3. Request	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	

	

4. Confirm	SURFconext	Strong	Authentication	code	via	Tiqr	app	

	

5. You’re	logged	on!	

	

	 	



				 	
	

Microsoft	Outlook	for	iOS	
1. Add	a	new	account	

	

2. Logon	on	your	AD	FS	page	

	



				 	
	

3. Request	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	

4. Confirm	SURFconext	Strong	Authentication	code	via	Tiqr	app	

	



				 	
	

5. Account	is	added!	

	

	 	



				 	
	

Office	apps	for	iOS	
1. Add	a	new	account	

	

2. Logon	to	your	AD	FS	page	

	



				 	
	

3. Request	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	

4. Confirm	SURFconext	Strong	Authentication	code	via	Tiqr	app	

	

	 	



				 	
	

5. Your	account	is	added!	

	

	

	

	 	



				 	
	

Microsoft	Outlook	for	Android	
1. Add	a	new	account	

	

2. Sign	in	with	your	credentials	on	your	AD	FS	page	

	

	 	



				 	
	

3. Sign	in	on	your	AD	FS	page	

	

4. Request	a	SURFconext	Strong	Authentication	code	via	Tiqr	

	



				 	
	

5. Confirm	SURFconext	Strong	Authentication	code	via	Tiqr	app	

	

6. Your	account	is	added!	

	

	


