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RTFM

• Sectigo Knowledge Base: 
https://support.sectigo.com/


• Sectigo® Certificate Manager Administrator’s Guide 
(SCMAG )


• Certificate Manager REST API
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Login via 
SURFconext



SAML login
• Voor RAOs:


• login via username/password 


• login via SURFconext


• Voor eindgebruikers (persoons- en gridcertificaten):


• login via SURFconext


• IdP moet beschikbaar zijn via edugain


• Optioneel: SURFsecureID



Inloggen via SURFconext

• Probeer in te loggen via SURFconext op 
https://cert-manager.com/customer/surfnet/ssocheck/


• Identity Provider niet in de lijst? 
⇨ Publiceer IdP in eduGAIN-metadata


• Foutmelding “Dienst niet toegankelijk via instelling”  
⇨ Dien koppelverzoek in

https://cert-manager.com/customer/surfnet/ssocheck/






SURFconext IdP Koppelen
• Via SURFconext Dashboard (https://dashboard.surfconext.nl/)


• Door SURFconext-verantwoordelijke van je instelling


• IdP in eduGAIN-metadata publiceren:


• tabblad Mijn Instelling, wijzigingsverzoek 'gepubliceerd in eduGAIN’


• Dienst Koppelen:


• Dien koppelverzoek in met dienst Cert Manager | Sectigo 
(Entity ID: https://cert-manager.com/shibboleth)


• Zie ook: 
https://wiki.surfnet.nl/display/surfconextdev/Identity+Provider+opnemen+in+eduGAIN

https://dashboard.surfconext.nl/
https://cert-manager.com/shibboleth
https://wiki.surfnet.nl/display/surfconextdev/Identity+Provider+opnemen+in+eduGAIN




RAO koppelen met IdP
• RAO account moet vooraf aangemaakt zijn


• Account mapping via edupersonPricipalname (ePPN) 
attribuut 
Voorbeeld: jd@example.edu


• Note: 
≠ email attribuut 
case sensitive


• Mismatch?  
IdP user with idpPersonID=jd@example.edu is not available for customer 
Example Edu and new IdP user creation ability is switched off













RAO login versterken
• Met persoonscertificaat


• Op basis van Certificate Serial


• Let op: autorevoke


• Met SURFsecureID


• SURFconext Dashboard:  
koppelverzoek “Cert Manager | Sectigo”  
met minimum loa 2 of 3











Automation



Automation

• Docs: Sectigo Knowledge Base


• Check your CAA records 


• Sectigo ACME service


• SCM - Sectigo Certificate Manager REST API


• Agents (discovery, MS AD integration, …)

https://support.sectigo.com/
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CAA records toevoegen

• https://sectigostore.com/ssl-tools/caa-record-
generator.php


• Via SURFdomeinen portal (https://www.surfdomeinen.nl/)


• Door DNS-Beheerder van je instelling

https://sectigostore.com/ssl-tools/caa-record-generator.php
https://sectigostore.com/ssl-tools/caa-record-generator.php
https://www.surfdomeinen.nl/




Sectigo ACME 
service



Sectigo ACME service
• Automated Certificate Management Environment (ACME) RFC 8555


• ACME account aanmaken met SCM via Settings 
📖 How to Configure ACME Accounts for Organizations and Departments


• Alleen OV en EV (dus geen DV)


• Genereer client credentials (Key ID en HMAC Key)


• Beperk scope met domain whitelist


• Ondersteunde ACME client: certbot 
📖 Using the Sectigo ACME Service 

• https://community.letsencrypt.org/t/beta-phase-of-certbot-for-windows/105822

https://tools.ietf.org/html/rfc8555
https://certbot.eff.org










# install certbot
# See instructions at https://certbot.eff.org

# Register using ID and key for external account binding:

sudo certbot register \
  --server https://acme.sectigo.com/v2/OV \
  --eab-kid 3YR-KXZ9hI09FRd3coisFw \  
  --eab-hmac-key DVJx8GBjZCdU3rRQ2ueVMXJg…Qw \  
  --email jd@example.edu

# Issue certificate for Apache Web Server:

sudo certbot \
  --apache
  --domain acme-demo.surfcertificaten.nl \
  --server https://acme.sectigo.com/v2/OV

https://certbot.eff.org
http://acme-demo.surfcertificaten.nl




SCM REST API

• Docs: Sectigo Knowledge Base 
SCM - Sectigo Certificate Manager REST API


• All certificates types

https://support.sectigo.com/
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SCM Setup
• Maak een API user met RAO Admin role types 

(SSL, Client Certificate, etc)


• NB: eerst inloggen en wachtwoord aanpassen


• Enable “Web API” (dummy secret key)


• API Username/wachtwoord via HTTP headers


• SCM account URI: surfnet (customerURI header) 

• orgID: zie organization API





HTTP headers

Accept: application/json;charset=utf-8 
Content-Type: application/json;charset=utf-8 
customerUri: surfnet 
login: <your API username> 
password: <your API user password>



SSL Certificate types

id Name Terms (#days)

423 GÉANT OV SSL 365, 730

424 GÉANT Wildcard SSL 365, 730

425 GÉANT Unified Communications Certificate 365, 730

426 GÉANT OV Multi-Domain 365, 730

427 GÉANT EV SSL 365, 730

428 GÉANT EV Multi-Domain 365, 730

429 GÉANT IGTF Multi Domain 365, 395

363 EV Anchor Certificate 395

https://cert-manager.com/api/ssl/v1/types



orgID
$ curl -H @headers https://cert-manager.com/api/organization/v1 
[ 
  { 
    "id": 12345, 
    "name": “Example Org", 
    "certTypes": [ 
      "SMIME", 
      "SSL" 
    ], 
    "departments": [] 
  } 
]



{ 
  "orgId": 12345, 
  "csr": "-----BEGIN CERTIFICATE REQUEST——\nMII.. .”, 
  "certType": 423, 
  "term": 365 
}



Vragen?

• scs-ra@surfnet.nl


• In progress:  
https://wiki.surfnet.nl/display/SCERTS/FAQ

mailto:scs-ra@surfnet.nl
https://wiki.surfnet.nl/display/SCERTS/FAQ

