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Motivation

• Encryption is an essential part of an information centric society

• A layer of protection is required to shield confidential data from exposure to 
attacks ( or from those the information is not intended for)

• Symmetric Cryptography: The most secure and widely employed for data 
transmission confidentiality and integrity.

• Challenges: How to securely share the keys between concerned parties, 
from Alice to Bob (without Eve receiving)



Motivation
• Current key distribution approaches include RSA, Diffie-Hellman and ECC 

which rely on symmetric key exchange
• Increasing plethora of increasing machine-to-machine and 5G device comms.
• Publicly exchanged of key ciphers are fundamentally mathematical 

calculations which are simple to compute
• Vulnerable to weak random number generators
• New attack strategies/vectors
• Advances in Computational power (e.g. RSA-129 was broken with distributed computing)

• Major Scare Tactic Alert: Information transmitted today can be stored for 
decryption when quantum computers are mature.



Explosion of QKD testbed activity



Motivation for QKD testbed
• QKD works only when there is no difference between theoretical devices and their practical 

implementation e.g. single photon sources/detectors 
• Measurement device independent (MDI-QKD) and decoy-state QKD

• Validation of long established Security Proofs

• QKD is limited to short transmission distances and optical networks span trans-oceanic and over 
continental terrestrial networks
• Long distance -> decoherence and high channel losses ( current records are 500km)
• Key rates -> after 1000km drops to 0.3 photons per 100 years!
• Quantum repeaters are being developed in the long-term but trusted relays can be employed

• Push towards deployment of multi-vendor Quantum security in the field 

• Development and testing of Photonic Integrated transmitters and receivers (e.g. integrated 
single photon sources and detectors)

• Verification of QKD protocols



Long distance QKD

Source: TREL 2018



Current experimental QKD Networks and Activity

Austria: SECOQC in Vienna

United Kingdom: University of Bristol, Toshiba, ADVA, BT

China: Bejing to Shanghai Backbone QKD Networks

South Korea: KREONET, recently SK Telecom/IDQuantique

Japan: Tokyo QKD Network ( NICT, Mitsubishi, Toshiba etc)



• Clavis2 - IDQ
• 2 Quantum Channels:

- City Network à8.5km SSMF, 7dB, 1220bps
- HPN lab à 8.4km dark fibre, 4dB, 1880bps

• Key Extraction Application: 
UDP request to get the keys from Bob

• Keys of 256bits

• 1Mbit Key Buffer

United Kingdom: Bristol Quantum Testbed - IOT

Source: University of Bristol



United Kingdom: UK Quantum Network (UKQNtel)

125km using trusted nodes (BT research nodes)
Collaboration between TREL, University of Cambridge, UCL, ADVA and IDQuantique
within the £120M Quantum Hub initiative
Modified BB-84 protocol – T12

Source: Toshiba and BT



China: QKD backbone

World’s longest quantum secure backbone network (2000km)
32 nodes in total, the backbone connects 4 Metropolitan areas with connection to 8-10 
nodes each, different Topologies and QKD protocols
Satellite based QKD exploiting low attenuation and faster propagation in air and in 
vacuum achieving >1200km with key rates 1kbps Source: Optics Express
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Dutch Quantum Technology Ecosystem

QuSoft – Quantum simulators and software
QuTech – Quantum Technologies
QT/e Eindhoven –Security Proofs, Integrated Quantum Sources, Optical 
Systems, Development of Attack Vectors, Post Quantum techniques
Microsoft – Quantum Computing
Twente – Quantum Secure Authentication
SURFNet – QKD as a service



• 100 Optical Nodes
• 100Gbit/s Optical Interfaces
• Interconnecting major cities
• Interconnecting Research Centres

SURFNET – Dutch “Quantum Security” Provider



Vision: QKD as a service



Eindhoven – eQKDNet



Continuous Variable Quantum Key Distribution

CV-QKD
Pros

Can be implemented with conventional 
coherent communication hardware.

Can use integration techniques used for 
conventional coherent communication.

WDM compatibility.
Spectral filtering with local oscillator

Continuous Variable States 

Discrete Variable States 

CV-QKD
Cons

Security proofs less mature compared 
to DV-QKD.

Reconciliation process complex.
Especially forward error correction.

Currently, transmission reach not as 
good as DV-QKD (in dedicated fibers).



Multiplexing Techniques

Wavelength Division Multiplexing.
Most straightforward and can (to some extent) use the exist network architecture.
Problem: ASE noise and nonlinear noise (more on this in the following slides!)

Mode multiplexing in few- or mulitmode-fibers [1].

Spatial multiplexing in multicore fibers [2].

Time division multiplexing.

Simultaneous transmission of classical and CV-QKD states. (Displaced by the modulation) 
[3].

[1] J. Carpenter et al., “Mode multiplexed single-photon and classical channels in a few-mode fiber, Optics Express, vol. 21, no. 23, pp. 28794–28800, 2013.
[2] T. A. Eriksson et al. “Crosstalk Impact on Continuous Variable Quantum Key Distribution in Multicore Fiber Transmission." IEEE Photonics Technology 
Letters 31.6 (2019): 467-470.
[2] R. Kumar, et al. "Experimental demonstration of single-shot quantum and classical signal transmission on single wavelength optical pulse." Scientific 
reports 9.1 (2019): 11190.



Multiplexing with Coherent WDM Channels
Conventional WDM systems use EDFAs 
after multiplexing.
QKD cannot use a port of the multiplexer since the 
EDFA destroys the quantum state.

• For multiplexing, a second stage 
is needed that removes ASE 
noise from the EDFA.
• Will affect the architecture of 

the classical channels.



Challenges to deploying QKD
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Networking Layer

• Point-to-point -> network
• Client interface

Networking software    ->
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Cambridge Quantum Network

20 Dynes, J.F., Wonfor, A., Tam, W.W.S. et al. Cambridge quantum network



Eindhoven QKD Network Testbed

21 T. R. Raddo et al. "Quantum Data Encryption as a Service on Demand: 
Eindhoven QKD Network Testbed”

Eindhoven

Helmond

Waalre



New networking software
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Motivation for new networking software

Toshiba & ID-Quantique
• Costly
• Closed source
• Incompatible

New software
• Open source
• Modular
• Customized testing
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Networking layer implementation

• Python
• Flask
• REST-API

• Easily modifiable
• modular
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Key exchange

Global key ⊕ secure key

25

Node A Node CNode B

QKD A QKD CQKD B QKD B

Global key Global key



Network creation
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Routing
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KMS 2 KMS 3KMS 1

KMS 4

KMS 5 KMS 6

Non-weighted links



Routing
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KMS 2 KMS 3KMS 1
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Client interface

ETSI standards:

https://{KMS_hostname}/api/v1/keys/{Client_ID}/enc_keys
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KMS

Client



Testing setup

Ubuntu servers in rack
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Testing Key distribution
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Testing results

• Broadcasting and handshaking
• Automatic network creation
• Routing
• Key exchange
• Client connection
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Conclusion

• Ongoing work to deploy a QKD over optical infrastructure
• QKD field lab to support research
• Modular
• Vendor independent
• Full network layer
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