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Which service to choose?
(GDPR sensitive data)
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WP Task

WP1

WP2

WP3

WP4

Collection of “big” and “small” GDPR-sensitive data
examples/requirements

1. Request analysis
2. Tool construction

Comparison of data management infrastructures from
different resources.

Project management and dissemination




Major results:
7 data sets, 2 tooling, 4 interviews
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Commentary

his section relates to decissions and broad direction from the Senior Management Team and includes broad policy status detailed policy management may be included elsewhere within the privacy information management system (PIMS) and information securi
nanagement system (SIMS) areas.

How does the arganization’s gaverning bady
[BoardiLeadership Team] overzes infarmation gavernance,

Governance Management structares data protection, record management and information
security?
w'hich committess or groups been catablizhed to take active
Gorernance Management struckares owversight of infarmation governance, data protection, record

Risk Management

management and infarmation security™

0 - Mo evidence of any information governance ackivities

his section relates to the formal ongoing process for risk evaluation documentation and mitigation. Risks relate to both Security and Data Protection and the privacy information management system [PIMS) and information security management system [ISMS)
ections therefore have risk assessment removed.

0 - Mo Risk Register
Heow docs the organization keep track of ricks related to the 1- Heads of Dcp?rtmc.nt are responsible For managing risks in their own areas with no central control }
Rizk Masagement Information rizk management framework | oo e 1 2 - The Risk Regis pdated on an ad hoe basis ..related to the infrastructure
) 3 - The Rizk Reqi aintained but there iz no Formal process to regularly reviesw it
4 - The Rick Register is maintained and regularly reviewed at Board level
0 - Mo Risk Register
1- Heads of Deparkment are responsible For managing rizks in their awn areaz with no central contral
" . . Haw daes khe arganization kecp brack of itz data prokectian 2 - Data protection rizsks could be identificd with zame «Ffart
Rizk Masagement Information asset rick assessment risks? 1 3 - Data protection risks are clearly identificd
4 - The Board has received external assurance that the data protection risks in the Risk Register have been correctly identified and the risk assessment is
appropriate
0 - Mo process bo assess risks
1- Heads of Department are responsible for managing risks in their own areas with no central control
Rizk Management InFormation asset risk assessment How often are risks Formally assessed ¥ 1 2- ed in an ad hec way
3 ed at least annually
4 ed at least annually and when processes change
0 - There iz no Information Risk Policy
Havw well develaped iz the arganization's Infermation Rick 1- f I:lepartmcnlt are .lespon.siblc fctr managing inform.ation r.isks in their ewn areas with ne central contreal
Rizk Masagement Policies and Procedures Palicy? 2 2- an Information Risk Policy but it has not been reviewed in the lagk three years
' 3 - There iz an Information Rizk Policy but it has nek been reviewsd in the lazt year
4 - There iz an Information Rizk Palicy and the Policy Owner actively monitors compliance
0 - There is mo Incident Reporting Policy
How well developed is the organisation's Incident Reparting 1- f Deparkment are responsible for receiving Incident Reports For their own areas with no central control
Rizk Management Policiez and Procedures Palicy? 2 2- n Incident Reparting Policy buk it has nok been reviewed in the last 12 months
' 3- n up ko date Incident Reporting Pelicy
4 - There iz an Incident Reparting Policy and the Palicy QOwner actively menitors compliance
TR . [y




Tool 2: data life cycle analysis-based
service request questionnaire

systems

reguirement

Type

s s

Digitalized metadata

SP/RIS

Sharable

Limited access
Long term storage
Secured

MS Office/adobe
Limited
downloadable

Research documents:

*  Consortium
agresment
Contracts

Privacy policy paper
DKIP
begrotingsformular

Pre-Existing data
= License

= Harmonize

- P

= Ownership
Ethics

Design of
experiment

VM/hot Physical/digi VM
storage tal/VMm
Sharable
Sharable Limited access Sharable
Limited access Can it handle all Limited access
Secured types? Secured
Mot local Storage limitation? limited downloadable
downloadable Secured/ delete right Collaborative working
Specific tooling limited downloadable Specific tooling
Specific tooling
Jjpg, .mpd, docs, d
Executable ;E%S mpd, docs, Sifi{ﬁthm based
Quantitative :
litati Paper based [T .5av,
E‘ui Ida tn.re DMA analysis Excel, doc, txt,
PhE ? als : Dietary diary Executables
ysical datd (excel) Zip, .exe, .sql
Digital data
Critical tooling
Hot-storage
Metadata of Capturing ca pac[tv Workflow
experimental « Cloudification Engines
design Consent of Logbook
» Creation research objects Deidentification
» Storage /pseudo-/a-
» Sharing nymization

Data capture Data
{equipment processing
and curation

Data design
and planning

phase)

Physical data

VM

Sharable

Limited access
Secured

Mot downloadable
Collaborative working
Synchronized code of
conduct amongst
SEIVICES

Specific tooling
py [python based

script)

T, .58V,

Excel, doc, txt,
Executables
Zip, .exe, .sql

Approach

Data access
Conservation
Transportation

Data linking
and

“integration”

VM

Sharable
Limited access
Secured

Not downloadable
Collaborative
working

Specific tooli

.py , Al scripts
[, L5av,

Excel, doc, txt,
Executables
Zip, .exe, .sql

Dynamic system
Machine learning
Al
REPRODUCIBILITY

Data analysis,
interpretation

Dataverse/

surfarchive

Sharable

Open when possible
Secured

Collaborative working
Cold/long-term
storage

Able to delete parts

.py , Al scripts
T, .53V,

Excel, doc, txt,
Executables
Zip, .exe, sql

Level of openess
Legal support
FAIR archive
(re)Classification
of data

Information
and insight
publishing
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Results: example evaluation outputs

SURF research cloud + research drive (www.surf.nl)

AnDRE (www.mydre.org)

Data availability:
« DataverseNL

Tooling availability:
« DataverseNL : only upon request, only for research/education purpose

Disclaimer: the data represented in the example outputs are from Feb. 2023.
Due to rapid system updates, please request new information from SURF
and/or AnDRE when you use the data.
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