LET’S OPEN WITH A SMALL QUIZ OF TWENTE

« Do you recognize this sound?
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LET’S OPEN WITH A SMALL QUIZ OF TWENTE

* Yep, Netflix.



LET’S OPEN WITH A SMALL QUIZ OF TWENTE
PART Il

«  What about this one?
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TITLE IS NOT AVAILABLE OF TWENTE

< Back to Help Home

Netflix says 'This title is not available to watch in your area.
(22004)'

If you see an error on your iPhone, iPad, or iPod touch that says

This title is not available to watch in your area. (22004)

k
It indicates that you have traveled to a country where we do not currently offer the title you’ve downloaded. Due to regional
licensing agreements and rights, we are not able to offer all titles for download in all countries.

You will be unable to play the title until you connect to the internet in a country where it is available. In many cases, this will be
the country you were in when you downloaded it.

While you are experiencing this error, you can either delete the title and download something else or keep the download
stored on your device. Once you have returned to a country where the title is available, you will need to connect to the internet

and launch the Netflix app so we can determine your new location.

Was this article helpful? YES NO




ACCESS DENIED OF TWENTE

Netflix says 'You seem to be using a VPN or
proxy.'

You seem to be using a VPN or proxy. Please turn off any of these
services and try again. Related Articles

EI Internet connection speed

recommendations
This error means your device or network connects to Netflix through a VPN, proxy, or "unblocker" app or service. To

fix the problem, try turning your VPN off. Netflix Error NQM.434

@ Using a VPN is not supported with live events on Netflix or accounts with an ad-supported Netflix plan. Netflix Error M7111-5059

To learn about using VPNs with Netflix, check if a VPN might be active, or how to get help turning a VPN off, go to
Watching TV shows and movies through a VPN.

Can't sign in to Netflix

Netflix thinks I'm in a different
What to do next country
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If you're still having a problem but don't use these apps or services, or if you turned them off, contact your internet
service provider to help:

¢ Find out why your internet connection might show VPN or proxy activity.

e Update your IP address or get a new IP address that matches your current location.

Was this article helpful? Yes No




COMMERCIAL VPNS GOT ME COVERED OF TWENTE

e EXpressVPN WhatIs aVPN?  What We Offer v Download VPN Vv Support Blog My Account @) English Get Started

WATCH NETFLIX IN 3 STEPS CHOOSE BEST NETFLIX VPN GLOBAL SERVERS FOR ALL DEVICES STOP ISP THROTTLING HOW DOES A VPN WORK FAQ

Choose the best location for your
Netflix library

With server locations in 94 countries, there’s bound to be an ExpressVPN

server close to you—whether you're in the U.S., Germany, Canada,

Japan, or anywhere else.
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Download the best VPN
for Netflix

Need help? Chat with us!
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MYSTERIOUS TRACEROUTE TO NETFLIX.COM OF TWENTE




LIGHT AT THE END OF THE TUNNEL OF TWENTE

$ curl -sLI https://ipv4-cl39-ams001-ix.l.oca.nflxvideo.net



LIGHT IP AT THE END OF THE TUNNEL

$ curl -sLI https://ipv4-cl39-ams001-ix.1l.oca.nflxvideo.net

HTTP/1.1 403 Forbidden

Server: nginx

Date: Sat, 18 Mar 2023 17:32:13 GMT
content-Type: text/html

Content-Length: 146

Connection: keep-alive
Timing-Allow-0Origin: *

Cache-Control: no-store

Pragma: no-cache
Access-Control-Allow-0Origin: *
Access-Control-Expose-Headers: X-TCP-Info
X-TCP-Info: addr=<Our Public IP> ;port=58728;sc=
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LIGHT IP AT THE END OF THE TUNNEL OF TWENTE

X-TCP-Info: addr=<Our Public IP> ;port=58728;sc=




MEASURED REGIONS & PROVIDERS OF TWENTE

Vantage Point
> US DE JP NL
Provider

CyberGhost
ExpressVPN
NordVPN
PrivateVPN
Surfshark
WeVPN

vl
vl
4 9
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vl
4 9

SO80800
SS888X



MEASUREMENT TIMELINE

24 February 2022 15 May 2022 | 3,810,624
1 July 2022 |29 October 2022 7,059,110

Raw sample structure:

<Unix Timestamp>,<Status>,<IP Address>
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INFERRED GEO-UNBLOCKING SYSTEM OF TWENTE

»D (NETFLIX jl
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RESULTS - CYBERGHOST OF TWENTE
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RESULTS - CYBERGHOST
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RESULTS - CYBERGHOST OF TWENTE

CyberGhost

0.00 0.00

Bottom graph: ASNs per day (relative)
Same color — same ASN

Black color 3

ASNSs outside of top 50 observed ASNs




Top Graph: Unique IPs per day

RESULTS - CYBERGHOST S OF TWENTE

Black line — IP churn (fresh IPs/day)
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Top Graph: Unique IPs per day

RESULTS - EXPRESSVPN SR OF TWENTE

Black line — IP churn (fresh IPs/day)

Germany Netherlands United States
NN S ‘

> O > ) ; ) S © < > O & )
O \ \ \x \ ) C e A D \\ C o » \
o A AN NN ‘ N ‘ 2 D% ) / N

qj/ Qv qj/ q‘j/ qj/ ) '{)/

1200
800 1

400 A

1.00

Z

%
A
5]
g,
<

)

0.00 0.00 0.00 0.00

Bottom graph: ASNs per day (relative)
Same color — same ASN

Black color 3

ASNSs outside of top 50 observed ASNs




Top Graph: Unique IPs per day

RESULTS - SURFSHARK  [Rhiti SR

Black line — IP churn (fresh IPs/day)
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Top Graph: Unique IPs per day

RESULTS - PRIVATEVPN e e OF TWENTE

Black line — IP churn (fresh IPs/day)
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INFERRED GEO-UNBLOCKING SYSTEM OF TWENTE

Specialized ISPs/
Hosting providers
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INFERRED GEO-UNBLOCKING SYSTEM OF TWENTE

Specialized ISPs/
Hosting providers
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A CLOSER LOOK: PRIVATEVPN OF TWENTE

Country AS IP RIPE Maintainer
Nordic Internet
Service AB

Privat Kommunikation

Sverige AB
193.234.55. PVDataNet AB

Gorn Telia Company AB 193.104.198.
crmany (AS1299)
80.239.128.

Datacamp Limited
(AS212238)
Telia Company AB Privat Kommunikation

(AS1299) 80.239.128. Sverige AB
Telia Company AB Nordic Internet

United States (AS1299) 193.102.198. Service AB
PVDataNet AB

(AS42201)

Japan

Netherlands

45.130.86. PVDataNet AB

27



UNIVERSITY

A CLOSER LOOK: PRIVATEVPN OF TWIENTE

Connecting Minds Around The World Grevgatan 13 4TR, 114 53 Stockholm, Sweden sales@norisab.com +447398975745

: FEATURES ABOUT US CONTACT US
morlsab

NORDIC BROADBAND INTERNET

Our Plans Give You
More Than Ever

Surf, stream, chat and game with fast speeds.

Equipment included and no extra monthly fees.

SEK 249 .99/mo
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A CLOSER LOOK: PRIVATEVPN

>

PVDCA‘RNH

Dedicated servers IP Transit

The Future of Data
Centers Industry

Our services offer specialized products
that support evolving equipment
standards and technology
requirements. Our team can
recommend, design and deploy the
right cage, suite and server cabinet
solutions to meet your requirements
for physical security and power usage
with fully-insured turnkey relocation
services with support anywhere in the
world.

Dedicated Servers - IP Transit - Colocation - Network - About Us - Contact Us

Q

PVDATANET

Colocation Network

Bygdevagen 5 LGH1301 19148
Sollentuna, Sweden

About Us

Contact Us

About the company

FISARARITARAAAR AN
Enkns

1131133333322 8
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A CLOSER LOOK: PRIVATEVPN

PVDCA‘T?ANH

Dedicated Servers - IP Transit - Coloca

@S

PVDATANET

Dedicated servers IP Transit Colocation

COMING SOON:..

tion - Network - About Us - Contact Us

Network About Us Contact Us
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TRAFFICFORCE
T

TRAFFICFORCE

OUR STORY

The Internet
and networks

Trafficforce provides unique solutions
for global networks.

Smart solutions for any size of project.

UNIVERSITY
OF TWENTE.
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INFERRED GEO-UNBLOCKING SYSTEM OF TWENTE

Specialized ISPs/
Hosting providers
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INFERRED GEO-UNBLOCKING SYSTEM OF TWENTE

Specialized ISPs/
Hosting providers
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RESIDENTIAL PROXIES

Country AS n
Germany  Deutsche Telekom (AS3320) 2,412
Vodafone (AS3209) 1,143

Japan NTT (AS4713) 1,052
Softbank (AS17676) 724

Netherlands Vodafone Libertel (AS33915) 347
KPN (AS1136) 319

United States Comcast (AS7922) 48,288
AT&T (AS7018) 24,306
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RESIDENTIAL PROXIES

UNIVERSITY
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Defensie.nl

Oorlog in Oekraine

> Militaire steun aan Oekraine

> Wat doet Nederland? Van dag tot dag

‘ I

P,

& Marine

LN

Landmacht ¥ Luchtmacht H

s Marechaussee
& Actueel

Onderwerpen fi Organisatie # Over Defensie
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CONCLUSION

VPN user

VPN provider
gateway

VPN provider
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Specialized ISPs/
Hosting providers

Residential
proxies

T
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