My First RP - Wordpress

(D Please start here if you want to connect your service to the SURFconext platform

Creating a simple OpenlID connect RP to log into
Wordpress

In this tutorial, we will set up a default Wordpress blog installation to enable login via SURFconext. It only assumes you have installed or an
existing Wordpress installation and have installed a Wordpress plugin before. Likely it will not break anything on your existing installation.

Install plugin

Install the Daggerhart OpenlID connect plugin for Wordpress, just like you install other plugins. It is available from the WordPress website.

Log into your WordPress as an admin user, and enable it under the Plugins section:

OpenID Connect Generic  Connect to an OpenlD Connect generic client using Authorization Code Flow

Activeren Verwijderen Versie: 3.4.1 | Door daggerhart | Details bekijken

Plugin Omschrijving

Register your RP via the SP Dashboard

Register your RP via the SP Dashboard. If you don't have access yet, please let us know via support@surfconext.nl. More info on the SP
Dashboard is found here.

The SP dashboard needs a Redirect URI. You find this all the way at the bottom of the plugins' configuration page (Settings OpenlID Connect
Client).

When you publish the RP, the SP dashboard will supply you with a Client ID and Secret, that you can use in the configuration of the plugin.

CONFIRMATION

A This message will be displayed only once
Below your clientID and your secret is presented.

Together with the .well-known URL (https://oidc.surfconext.nl/.well-known/openid-
configuration for production, https://oidc.test.surfconext.nl/.well-known/openid-
configuration for test) you should have enough information to connect your client.
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Configure the plugin


https://wordpress.org/plugins/daggerhart-openid-connect-generic/
https://sp.surfconext.nl
mailto:support@surfconext.nl.
https://wiki.surfnet.nl/display/surfconextdev/SP+Dashboard
https://wiki.surfnet.nl/display/surfconextdev/Connect+in+5+Steps

Go to the Settings menu, submenu OpenlD Connect Client, then enter the following information:

® Client ID and Secret: this information you obtained via the SP Dashboard (see above).

® The OpenlID Scope is openid.

® The URLs can be found in https://connect.test.surfconext.nl/.well-known/openid-configuration
® A good choice for Identity Key" is "sub": a unique identifier for each user.

The screen will then look like this (take the URLs from the link above, the ones in the image are legacy).
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@ Dashboard OpenlD Connect - Generic Client
Client Settings

Enter your OpeniD Connect identity provider settings

LoginType OpenlD Connect button on login form -

Select how the client (login form) should provide login options.

Client ID https@//thki-sid.pt-48.utrsurfcloud.nl/wp-rp
The ID this client
Example: my-wordj

be recognized as when connecting the to Identity provider server.
ss-client-id

Client Secret Key K-FIk_nP70UPOYecQ:

Arbitrary secret key the server expects from this client. Can be anything, but should be very unique.

OpeniD Scope openid
Space separal
Example: email

Login Endpoint URL https;//oidc.test.surfconext.nl/authorize
Ident ider authorization endpoint.
e Example: https://exanple. con/oauth2/authorize
Client
Userinfo Endpoint URL https;//oidc.testsurfconext.nl/userinfo
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Identify provider User information endpoint

Example: https: //exanple. con/oauth2/UserInfo

‘Token Validation Endpoint https://oidc test surfconext.nl/token
URL

Example: https://exanple. con/oauth2/token

End Session Endpoint URL
Identify provider logout endpoint.
Example: https://exanple. con/oauth2/logout

Identity Key sub

Where in the user cla;

prefer

Example: preferred_usernane

Disable SSL Verify

Do not re

The OAuth extension uses curl to make the request: By
ate to see fits valid an issued by an accepted CA. This setting

disabled that veri
Not recommended for production sites.

HTTP Request Timeout s
Set the timeout for requests made to the IDP. Default value s 5.
Examole: 30

The other options are pretty self-explanatory or explained by the text in the plugin, and defaults will work.

Press the Save changes button at the bottom.

Log in

Log out of your Wordpress site, or open a private browser window. Press login. You will now see a "Login with OpenlID connect" button at the top
of the screen (unless you configured the "SSO" option in the plugin config "Login Type", then this screen will be skipped). You are redirected to
SURFconext. Choose the "SURFconext test IdP" and use one of its users (e.g.: user studentl, password studentl).

Login with OpeniD Connect
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The first time, SURFconext will present its consent screen asking you to release attributes to your RP. Press accept, and you will be logged in!


https://connect.test.surfconext.nl/.well-known/openid-configuration
https://idp.diy.surfconext.nl/showusers.php
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Change text of login button

If you want to make the text of the "Login with OpenlD Connect" button more specific, add the following to your theme:

add_filter('openid-connect-generic-login-button-text', function( $text ) {
$text = _ ('"Log in with SURFconext');

return $text;

That's all folks!

You can further customise the plugin by setting e.g. what claims (attributes) to use for the user's displayname, what to use as the primary
identifier and whether existing users should be linked.

Please direct any questions or comments about this document to support@surfconext.nl.
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