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SURF operates a hub-and-spoke identity federation (SURFconext) on behalf of educational and research institutions in the Netherlands.

This document describes the Registration practices for both Identity Providers and Service Providers, as well as information on metadata
aggregation for eduGAIN.

1. Identity Provider Practices

1.1 Identity Provider Registration Practices
Only institutions that belong to the SURF target group may join SURF and thus join SURFconext. The SURF target group consists of:

® Research universities

® University hospitals and tertiary medical teaching hospitals (STZs)

® Hogescholen (i.e. “universities of applied sciences”)

® MBO schools (i.e. “senior secondary vocational education institutions”)

® Research institutes and comparable institutions

® Libraries

® Other institutions financed by the Dutch Ministry of Education, Culture and Science.

For an Identity Provider to join the SURFconext, the following requirements must be met:

® The institution must have signed the SURFconext Identity Provider contract.
® The institution must have passed technical validation to the SURFconext test environment.
® The institution must provide technical and administrative contact information.

SURFconext operates an opt-in model for institutions, where the institution must agree explicitly to be connected to a specific Service Provider
and to release attributes to this specific Service Provider.

1.2 Identity Provider Registration Practices for eduGAIN
There are no additional eduGAIN practices for Identity Providers.

2 Service Provider Practices

2.1 Service Provider Registration Practices
For a Service Provider to join the SURFconext, the following requirements must be met:

® The Service Providers must have signed the SURFconext Service Provider contract.

® The Service Provider must provide SURFconext with a description of the service.

® The Service Provider must provide SURFconext with a description of the technical and administrative contact details.
® The Service Provider must provide SURFconext with the list of minimally required attributes for using the service.
2.2 Service Provider Registration Practices for eduGAIN

The practices below are in addition to the “Service Provider Registration Practices” above.

® SURFconext will only publish metadata to eduGAIN for Service Providers that are connected to the SURFconext production environment.
® The Service Provider must explicitly request to connect to eduGAIN through SURFconext.

® The Service Provider must provide eduGAIN compliant SAML 2.0 metadata to SURFconext.
® Updates to the metadata provided by the Service Provider that is re-published by SURFconext to eduGAIN are reviewed by the SURFcon
ext operational team at least every working day and published after approval.

SURFconext validates the Service Provider information including the attribute requirements, before accepting the Service Provider to the
production environment.

3. SURFconext Metadata Aggregate for eduGAIN
SURFconext maintains an aggregate of all metadata it exposes to eduGAIN on the following location:

https://metadata.surfconext.nl/edugain-upstream.xml

The metadata document signature can be validated using the following X.509 certificate:


https://metadata.surfconext.nl/edugain-upstream.xml

----- BEG N CERTI FI CATE- - - - -

M | EKj CCAhl CEGL2w6Qqay YAWht x DN59dUOWDQYJKoZI hvc NAQEL BQAWPDEL VAKG
A1UEBhMCTkwx EDACBgNVBAOMB1NVUK ZuZXQx Gz AZBgNVBAMVE! NVUK Zj b251 eHQy
UnBv dCBDQT Ae FwOx OTAXMTQxNj M6 MDVaFw0y NDAX MTgx Nj M6 MDVaMGs x Cz AJ BgNV
BAYTAK5MVRAWDg YDVQQ DAdVAHII Y2hONMRAWDg YDVQQKDA TWWJI Gh mVOMRMAMEQYD
VQQLDAPTWIGY29uZXhOMSMM QYDVQQDDBpTWWIGY29uZXh0l Gll dGFk YXRhI HNp
7251 ¢cj CCASI wDQYJKoZ! hvc NAQEBBQADggEPADCCAQo CggEBAMEk Fy gXz W dbM 4
wDdSLaAj FAbNzi UgQai vu4dl 9Uf / cZ4f 36a9Df QBUSr aNol R76r uwK3TPf Fal enp
xmMATsoVSQrb3ACs W U+i 0YKS1cntqMJCLf ef 2j 11 buK4B4nEu9S5saGNVGN\v U +Y
j DUpC5vyyp7boVWOELNd2j | Bl 6MwmZhl nkPucgaphxur WimnDKbxTZr YLOBZ11 Xj 6r

yr RoFwwt j EH+-CWBcRNn8QATKOq4yb0BVr 2gY2t p/ | TpASHZ3WMBKOpr wKOKkus Y6
ck+/ vvl k461 dEr 803NBODNBECh3i 65nf CaW VTt d/ nd874paK+65f 1JeVyd5l 5al

M2KEpv k CAWEAATANBgk ghki GOWOBAQs FAACCAgEA] vJXXkxOgh3K0k 2NdDGEECTY
bA+koRbAghdY/ gJoSnqTzwBxJc6aPs+L4g2Pl oLoOgNJj 1Nmlt aLusaakK+CBx3ar

1kxEi ka5FMDdqFj D3i 7Y5U0FMeDB5cRe08TNd031VGoY7ChRj t qHLRTuKzNm f Em
ahLnHl Bt ar EB2b7MpgOalxj r RR+t 8wSCr i y+e9AEPz C5bWkt PJA+ChUBU9hMICs 5
SzKnmHwYue4Wy3glr RaDpK3f qgXRDRf znNn9/ RDDbBos 7 CRVMSAPEMAO28qLKBW 1z
a2TKQLddZ3uoCur FNb ToSTueKYVEnveQNC2P5X6uy4r cYkj eSi wonmHo7j YuHAxx4
uGzHVpoqoG\x+2i Yj t Uo3dJUXzcZai 3X+RuuMKXXvqGzr xJsoKay NVAELdWUHI|

RouPhDLTdZq/ pbl ORhFS8r 10r KhSScgr NUNOLTTV7EPFeVr 8t r ocNw 81 r uH+eNL
6/ 7Tb5Y7f b7r vpxeH W Tz8a9BXAIl Av+bgyr g4OHGRcNI Qb0XF438HD9r 8Zb92B6Z
VCR3aVS5496+1t d+8aN Bl zo59LhKPi Hy GZCPHFV/ 0BgG7nxp603kcWnl Cc G+AgB
9bFi Ai nF5LLK/ LnM pl K9wOvvxW/cdQkDgVPYVEGNt t t j 0QC7/ j MAZei hGb60Oyzy
DZA6aeg73/ ygOATQL3A=

————— END CERTI FI CATE- - - - -
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