Configuring a simpleSAMLphp SP for SURFsecurelD

The sp.php script below shows how you can use SimpleSAMLphp to:

® Request a specific minimum level op assurance (LoA) from the SURFsecurelD gateway
® Verify the LoA at which the user is authenticated

To use this scripts:

1. Configure a SimpleSAMLphp SAML 2.0 hosted SP with the name "default-sp". You can following the instructions on the simpleSAMLphp
website.

2. Add the SURFsecurelD gateway as SAML 2.0 identity provider to <si npl esan >/ met adat a/ sarml 20-i dp- r enpt e. php. Below you
find a sanl 20-i dp-r enpt e. php containing the metadata of the SURFsecurelD environments in simpleSAMLphp format for your
convenience.

3. Put the sp.php script in the <simplesaml>/www directory. Uncomment the $gLQAmap and $gRenot el DPEnt i t yl D variables for the
SURFsecurelD environment that you are connecting to.

<?php
/*
Copyright 2014, 2019 SURFnet bv

Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.
You may obtain a copy of the License at

http://ww:. apache. org/licenses/ LI CENSE- 2. 0

Unl ess required by applicable law or agreed to in witing, software
distributed under the License is distributed on an "AS I S" BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.
See the License for the specific |anguage governi ng perm ssions and
limtations under the License.

*/

/'l I'nclude SinpleSAM.php. Assune this script is placed in the <sinplesanm >/ ww dir.
require_once('../1ib/_autol oad. php');

/'l Narme of session variable for storing the mininumrequired LOA for a login
define( 'SSP_SESSION M N LOA', 'RequestedM nLOA' );

/* Build return URL. This is where to ask sinplesanml PHP to direct the browser to after l[ogin or |ogout
Point to this script, but without any request paraneters so we won't trigger an |login again (and again,
and again, and ...)
Note: If your SP is located behind a HTTP proxy, you may need to update the way that this URL is
gener ated, depending on the
configuration of the proxy.
*/
$returnURL = ($_SERVER['HTTPS'] == 'on') ? 'https://' : '"http://";
$returnURL .= $_SERVER[' HTTP_HOST' ] ;
$returnURL .= $_SERVER[' SCRI PT_NAME' ] ;

/* $gLOAnap map integer |evel of assurance level to the identifier used by SURFsecurel D
$gSURFsecurel DIdPEntitylD is set to the EntitylD of the SURFsecurel D | dP
Note: The LoA and IdP EntitylD identifiers are different for each SURFsecurel D environnent. Uncomment the
identifiers for the
environment that you are using. See: https://wki.surfnet.nl/display/SslD
/ SURFsecur el D+Met adat a+f or +Ser vi ce+Provi der s
*/

/*

/'l SURFsecurel D Production environnment

Il EntitylD

$gSURFsecurel Dl dPEntityl D = ' https://sa-gw. surfconext.nl/authentication/netadata';

/1 LoA identifiers

$gLOAmMap = array(
1 => 'http://surfconext.nl/assurance/loal',
2 => "http://surfconext.nl/assurance/loa2',
3 => "http://surfconext.nl/assurance/l oa3",

)

*/


https://simplesamlphp.org/docs/stable/simplesamlphp-sp
https://wiki.surfnet.nl/display/SsID/SURFsecureID+Metadata+for+Service+Providers

/1 SURFsecure Test environnent
Il EntitylD
$gSURFsecurel DI dPEntityl D = ' https://sa-gw test.surfconext.nl/authentication/netadata’;
/1 LoA identifiers
$gLOAmMap = array(
1 => 'http://test.surfconext.nl/assurance/l oal',
2 => "http://test.surfconext.nl/assurance/loa2',
3 => "http://test.surfconext.nl/assurance/loa3',

try {
/1 Init SP instance

/1 Assumes you have setup a SP naned "defaul t-sp" in <sinplesanl >/ config/authsources. php
/'l See: https://sinplesan php.org/docs/stabl e/ sinpl esam php-sp
$as = new Si npl eSAML_Aut h_Si npl e(' defaul t-sp'); /1 Init SP instance

[** @ar $session SinpleSAM._Session */
$sessi on = Si npl eSAM__Sessi on: : get Sessi onFr onRequest () ;

/1 Process login action. Assunes the login function of your SP uses ...?action=login
if (isset($_REQUEST['action']) &% $_REQUEST['action'] == "login' ) {

/1 W use the SSP session to keep track of the LOA we want.
/1 Unset any existing RequiredAut hnCont ext Cl assRef
$sessi on->del eteData(' string', SSP_SESSION. M N_LOA);

/1 login
$requiredLOA = 2; // The LOA | evel we want.

/1 Store the requested LOA in the session so we can verify it later
$session->setData(' string', SSP_SESSION M N _LOA, $requiredLOA);

$as- >l ogi n( array(

"ReturnTo' => $returnURL,

' ForceAuthn' => fal se,

" saml : Aut hnCont ext Cl assRef' => $gLOAmap[ $requi redLOA] // Specify LOA
) )i

exit; Il Never reached. Added for clarity
}

/1 Process |ogout action
if( isset($_REQUEST['action']) &% $_REQUEST['action'] == 'logout' ) {
$as- >l ogout ( array (
'ReturnTo' => $returnURL,
) ); /I Process |ogout

exit; /1 Never reached. Added for clarity
}

/1 Qutput HTM. page

echo <<<head
<I DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Strict//EN" "http://ww. w3. org/ TR/ xht m 1/ DTDY xht m 1-stri ct.
dtd">
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " xnl:lang="en" |ang="en">
<head>
<nmeta http-equiv="Content-type" content="text/htnl;charset=UTF-8" />
<style type="text/css">
table,th,td {border: 1px solid black;}
th,td {paddi ng 1px}

</style>

<title>sinpl eSAMLphp LoA Aut horisation Denp</title>
</ head>
<body>

<h1>Si npl eSAMLphp LoA Aut hori sati on Denp</hl>
head;

/] Page to show when SAM. aut hentication was successful
if ( $as->i sAuthenticated() ) {

/'l Get attributes from SAML Assertion

$attributes = $as->getAttributes();

// Read the LoA we wanted fromthe SSP session



$request edLoA = $session->getData(' string', SSP_SESSION.M N_LQA); /1 What we requested during
I ogin

$i dpEntityl D = $as- >get Aut hDat a(' sanl : sp: I dP');
$nanel D = $as- >get Aut hDat a(' sanl : sp: Nanel D' );

/1 Get the authentication state

$aut hState = $sessi on->get AuthState(' default-sp');

$aut hnConext = $aut hState[' sam : sp: Aut hnContext'];

$aut hnlnstant = gndate('r', $authState[' Authninstant'] );
$expire = gndate('r', $authState[' Expire'] );

echo "<h2>You are |ogged in</h2>";

echo "<h3>Si npl eSAMLphp Sessi on</ h3>";
echo "<p>Si npl eSAMLphp session start: <code>{$authnl nstant}</code></br />";
echo "Sinpl eSAM_php sessi on expire: <code>{$expire}</code></p>";

echo "<h3>LoA and Aut hori sation</h3>";
$aut hnConext HTML=ht m enti ti es($aut hnConext ) ;
$I dPEntityl DHTM.=ht m enti ti es($i dpEntitylD);
echo "<p>Authenticated by IdP with Entityl D <code>{$l dPEntityl DHTM.} </ code><br />";
if ( strlen($authnConext) > 0 ) {
echo "<p>Recei ved aut hnConext <code>{$aut hnConext HTM.} </ code></p>";

}
el se {
echo "<p>The I dP did not send an aut hnConext </ p>";
}
/1 We still need to verify that the Authentication is at the LoA we requested, and that the

aut henti cat on

// actually canme fromthe |dP we expected. Depending on the way SinpleSAMphp is configured multiple
I dPs

/1 could be allowed to authenticate to the SP. Wen using the LoA level for authorization it is
i mpor t ant

/] to ensure that the LoA identifier is comming froman IdP that we trust to issue this identifier.

/1 Map LOA identifier back to an integer LOA |evel
$act ual LoA = -1;
$transl at edLoA = array_sear ch($aut hnConext, $gLOAnaep);
if (false ==! $transl atedLoA) {

$act ual LoA = $transl at edLoA;

echo "<p>Actual LOA is: <b>{$actual LoA}</b></p>";

}

el se {
echo "<p>Unrecogni sed LoA identifier: <code>$aut hnConext HTM.</ code></p>";
$actual LoA = -1; // Unrecogni sed LoA identifier

}

/1 Verify that the IdP that authenticated is the one we expected

if ( $idpEntityl D !== $gSURFsecurel DIdPEntitylD ) {
echo "<p>Aut henticated by untrusted |dP: <code>$i dpEntityl D</ code></p>";
$actual LoA = -1; // Wong | dP

}

if (NULL !== $requestedLoA) {
echo "<p>Requested LOA was: <b>{$request edLoA}</b></p>";
if ($actual LoA >= $request edLoA) {
echo ' <p><b>Success! </ b> You were authenticated at or above the mnimally required LoA</p>';
}
else {
echo ' <p><b>Fail ed! </ b> You were not authenticated at the required LoA</p>';
// TODO Handle this authorisation failure

}

$nanel Dval ueHTM.=ht m enti ti es($nanmel D[ ' Val ue'1);
$nanel DFor mat HTML=ht m entiti es($nanel D' Format']);

echo <<<htni
<h3>Nanel D</ h3>
<t abl e>
<t r ><t h>Val ue</ t h><t d><code>{ $nanmel DVal ueHTM.} </ code></t d></tr>
<t r ><t h>For nat </ t h><t d><code>{ $nanel DFor mat HTM.} </ code></td></tr>
</t abl e>



htm ;
echo <<<htni
<h3>SAML Attri but es</h3>
<t abl e>
<tr><th>Attribute</th><th>Val ue(s)</th></tr>
htm ;
foreach ($attributes as $attrName => $attrVals) {
$at t r NaneHTML=ht ml enti ti es($attrNane);
echo "<tr><td><code>{$attrNanmeHTM.} </ code></t d><t d>";
foreach ($attrVvals as $attrval) {
$attrVal HTM.=ht ml enti ties($attrVal);
echo "<code>{$attrVal HTM.} </ code><br />";
}
echo "</td>";
}
echo <<<htm
</ tabl e>

<h3>Logout </ h3>
<p>
<form name="| ogout" action="{$returnURL}" nethod="get">
<i nput type="hi dden" nane="action" val ue="Ilogout"/>
<input type="submt" val ue="Logout" />
</forme
</ p>
htm ;
}

/1 User is not authenticated
el se {
echo <<<htm
<h2>Your are not | ogged in</h2>
htm ;
}

echo <<<htm
<h3>Logi n (agai n)</h3>
<p>
<form name="1 ogi n" action="{$returnURL}" mnethod="get">
<input type="hi dden" nane="action" val ue="Ilogin"/>
<i nput type="submt" val ue="Login" />
</forne
</ p>
htm ;

echo <<<htni

</ body>

</ htm >
htm ;
}
catch (Exception $e)
{

echo $e->getFile().':'.%e->getLine().' : '.$e->get Message();
}

saml20-idp-remote.php




<?php

/1 SURFsecur el D PRODUCTI ON envi r onnment

$net adat a[ ' htt ps://sa-gw surfconext.nl/authentication/nmetadata'] = array (
"entityid =>"'https://sa-gw surfconext.nl/authentication/netadata',
' met adat a-set' => 'sanml 20-idp-renote',
'sign. aut hnrequest' => true,
‘signature.algorithm => 'http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256',
' Si ngl eSi gnOnServi ce' =>

array (
0 =>
array (
'Binding' => 'urn:oasis:nanmes:tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect ',
'Location' => 'https://sa-gw. surfconext.nl/authentication/single-sign-on',
).
)
"keys' =>
array (
0 =>
array (

"encryption' => fal se,

'signing' => true,

'type' => 'X509Certificate',

' X509Certificate' =>
" M | Csj CCAZoCCQDHN3+Hz El EDDANBgk ghki GOw0BAQUFADAL MRk WFWYDVQQDFBBNYXRI d2F5X3NhbVWf aWRWVB4AXDTELNMDcy Mz Ey MTUx OVoX
DTI wivDcy MT'Ey MT'Ux OVowGz EZVBe GALUEAX QQZ2F0ZXdheV9z YWLs X2] kc DCCASI wDQYJKoZI hvc NAQEBBQADggEPADCCAQuCggEBALK
[ IWHWISJf t XYKO9qc TQAdf KEnl 350Jj 6Pl EyR6gpi kdpgnROY/ zy4e7vcXf BChedVF30UI 4r RDWCz4y XT2s! dzj ul yONJf AB6xva5l xDARqT
/ +gRBuZ2pyMrbOokvl 1G9ZI Aj PuniVH14591r p6OGT5TJI kI LQ
/ pKp1l Ndi Bgpi R53Z5YvsXEUJ8PHHZY| LOOOHNBI dq0d 771 mATr 6QanXpbY+CZ9pl w65t 32f hFcUf RC68CB81/ P2cr Ch3v5GWr QcM t B/ xdVf
| haEZi qgl / bj cr eBpQobnAhwEsve+uvbSLFNLRsc700W
[ 7Pn6EGBX1h9r j Kj DggssHuWkVuU4s CAWEAATANBgk ghki GOWOBAQUFAACCAQEAN gf TvEf GDeqqqvuAVDGEI KDo6h21wwByywNoRhi nf OvL6
Fql gAgx+D3gxWLI O41PcqQQKYI VUEAuUYv+t WBCOLdHe FRh/ UV9ei 4i quMvBCkO
| XOoMC9Fs RBo3y PaQCl RK8OY]j 11 Xer 4JXNuFHeLbl zf +GLYFogMAWT2dnBLAePoEgANKUNRaasxyi Jrmr oNa+06z TP9Ex T3qHphCCGlgh3i H
r Qu9i SEJxY12zAQYt Pom s8Vk/ GBf j +ucUi BEEqaMpCH+t 6f 0VOl 0P1SNHgNAaeBLVUOpSOVI LnwZFJkNPVOQuFgRuoFs H3
/ 9i 53Fs3eQ eb9wzq2Vkj Dhhl c5eyA==",

)
)

)

/1 SURFsecurel D TEST environnent

$nmet adata[' https://sa-gw test.surfconext.nl/authentication/nmetadata'] = array (
"entityid =>"'https://sa-gw test.surfconext.nl/authentication/netadata',
' met adat a-set' => 'sanml 20-idp-renote',
'sign. aut hnrequest' => true,
‘signature.algorithm => 'http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256',
' Si ngl eSi gnOnServi ce' =>

array (
0 =>
array (
'Binding' => 'urn:oasis:nanmes:tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect ',
"Location' => 'https://sa-gw test.surfconext.nl/authentication/single-sign-on',
).
)
"keys' =>
array (
0 =>
array (

"encryption' => fal se,

'signing' => true,

‘type' => 'X509Certificate',

' X509Certificate =>
"M | C6j CCAdI COQUWUIMXBRox 3ZDANBgk ghki GOwOBAQs FADA3MRK WFWYDVQQDDBBHYXRI d2F51 FNBTUwg SWRQVROWGAYDVQQKDBFTWWJ Ge 2V
dXJI SUQgVEVTVDAe FwOx ODA4 MDEWODA2M daFw0y Mz A3Mz EWODA2 M daMDe x GTAXBgNVBAMVEEdhd GV3YXkgUOFNTCBJIZFAXG AYBgNVBAOME
VNVUKZz ZWN1.c mVJ RCBURVNUM | Bl j ANBgkghki GOWOBAQEFAAOCCAQBAM | BCgKCAQEA30KLXR7J2r e6j 7
/rLj EYLc7i W ELcypnFLvLIBNCYqYZ80Pn+SROLPUOXcpl FUt 6LYh/ NOK5IJMIOP6000TUP1P4zEMzZLEI OWSJ1j Bcu88yNppJoUn
/ TEGXMGNB1DWBj | WzcgNSsJj xuw2Fj 6J
| 6D+b77+7PhNVagbnf BEFSt zORBv7JO0BdzuEC7 1wvx| GXB7C1Y8ZF3AwZgl p0j Ovdi Mub9i 6neaKV9ZBLSv+azk T8Bt AauMiKBpBx C+Kx UFV9
ccHKFNF2YOTL@CINNGy Qrt CIVI 82f ggr aKnl +by2el V3+Dnezc0i qMc AdECas SS+2E8i Oqw+3Qss+Rgt S7QvCdQ DAQABMAOGCSqGSI h3DQEB
OMUAA4| BAQCY/ j +uXLvYDHhL7c/ Y3+0j 25+ur 2Ut Z/ uSBqZI | q@ Azl CEL/ zdgDl 8XmePaRLt c2hYWJH4bD5I ugHqxr MPr dBkG
/ 5¢cj bMr hUSuV3EX7S+nB9k9vr ok9+7B+uynCkM dA/ 1Ui f 2bt f EQ 9hevvyP/ 1vvyoHqf t ym+i vI OyvELINI gdTUaqvcJy
/1 Qvkpv SpgTvl zHSVgKk SmvbBhTrrevu 7l QUGYSk/ M 53Zd3Wrzhev+ens/ MTKwW/39JkZg7aykl RgXGve/ yTl tt W
| zaVOW S| zNZf aKgASr aAaCl Kgv8l sTj WFv88HZr sP/ UuEsel Wh4Nj Co5HHvHYgqN at X3t ',
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