SURFsecurelD Metadata for Service Providers

(D The SURFsecureld Production and Test environments use different Aut hnCont ext Cl assRef identifiers.

® Production environment

© Second Factor Only (SFO) endpoint
© Metadata signing certificate

® Test environment

© Second Factor Only (SFO) endpoint
© Metadata signing certificate

Production environment

Click here for the SAML 2.0 metadata for the Production environment.

Click here for the supported Aut hent i cati onConext Cl assRef identifiers.

Entityl D
Met adat a

signing certificate

Si ngl eSi gnOnSer vi ce Locat i on

Si ngl eSi gnOnSer vi ce Bi ndi ng

You can use Onegini for testing.

https://sa-gw. surfconext.nl/authentication/netadata
https:// metadata. surfconext.nl/surfsecurei d-net adat a. xm

----- BEG N CERTI FI CATE- - - - -

M | Dsj CCAhoCCQDaq/ Sxt Exj XTANBgkghki GOw0BAQs FADAb MRk w-wYDVQQDDBBN
YXRI d2F5X3NhbW«f aWRMVBA XDT| wivDQWOT Ex NDELNVoXDTI 1 MDQMODEX NDE1 NVow
&z EZVBc GA1TUEAWWQZ2F0ZXdheV9z YWLs X2I k¢ DCCAal wDQYJKoZl hvc NAQEBBQAD
ggGPADCCAY0CggGBAL 7df Z65P] UxWDYyRXRoJOPDI Sh2J0WZ792kr xj 00j JkyB/ eF
PnVg5hTVbt 85qDkkZui K8YnOSuzeolPA46f RALhnaj Q22GQzK1lmybQ AXZbs739g
49QANOKY+WQWRO5EPt u@BY7BqFg+f nXKKo4gTl pX3FP5PTp18n099kKc Chx8hq9E
f aBKdl POGvFJUFnTal cSnBdj Hnmm+/ Kul MXMAHEgQ6f gHI qs J PWAX BgKBW«v QdTd
e56dr 2T64qNyj 7t 3u54r TCai p6¢c3vy TB8OWSCKOMBMITqp/ Z+kxqhb255UUpLWLh
zySgPf zSE4j t r 0501 kW-d40MONKqgYx! ouUPhoUN5YBL3alH0c8ns+hglx5hBB5t W
QwY34ZpH+43Rf | HXdJ6/ MkCY7odMuvcua/ 4i TyRXPkPod eqguHx9RVe

| yFGa+N

vTZI 04YBoOESgcDyj U+Xr | kmWry Mo Ykn6TPdYMKo/ bMKFAE48JhREdpvHWI r T1
Pf Ui Cy/ SLWOHNOWCQ DAQABMAOGCSqGSI b3DQEBOWUAAAI BgQCPr FBvwS3LMI5w
2VpdnZCJuHg09ul u5F3Cy8eCGg+hTLt b2CCOf 66Ue/ CsHAqr BFGSuBWISBWS3f z Vw
nPYbl 882J37Jt LXZCOy ZFMVKalL 2kk5D5pP8/ NBCanB+cDnJ4zj YJJS3wcY2VM H24
f NYu+Fi x6p4nl808i t TCqJhb4zz4Ft 8GZi gxD8DXB/ j YUTHW S5ubMs

/ mOwxuQ@U

E7QFdeE064TqSPpRVI 8PBPxet Ry5n00/ JGFNou/ pi vUTavRVA3LZpl kxzl cddzf 2
zUSaWhAGF 1JoPxRW My5F1C/ hZvWrqDX0j r YK7UE30Xi 4NHr EROEUFWCSOPr DQRd
DEYs/ kVZnPs M9t hROI 11B7xUBXFOaYYCQdP1t CY2j qBr uspx9ApnRI +es5j 8Lr
Iq

Tbl LTe3pVdNgVONI el Bj 2m NQQpOCOTgXSzbWO+nLJ SkbZhPZAXy X9ZP00aU4Shn
kkGI29xWeqSL+Jh+r USyMFUL6Ri 7gHZce+3VgkgyzvSBQFj f G6U=

----- END CERTI FI CATE- - - - -

https://sa-gw. surfconext.nl/authentication/single-sign-on

urn: oasi s: nanes: tc: SAML: 2. 0: bi ndi ngs: HTTP- Redi r ect

Second Factor Only (SFO) endpoint

For Second Factor Only (SFO) authentication you must use a different endpoint with different metadata.

Click here for the SAML 2.0 metadata for the SFO endpoint of the production environment.

Click here for the supported Aut hent i cati onConext Cl assRef identifiers.


https://metadata.surfconext.nl/surfsecureid-metadata.xml
https://wiki.surfnet.nl/display/SsID/Using+Levels+of+Assurance+to+express+strength+of+authentication#UsingLevelsofAssurancetoexpressstrengthofauthentication-StandardAuthenticationLoA
https://metadata.surfconext.nl/surfsecureid-metadata.xml
https://wiki.surfnet.nl/display/SsID/Using+eduID+as+IdP+for+testing+SPs
https://wiki.surfnet.nl/display/SsID/Second+Factor+Only+%28SFO%29+Authentication
https://metadata.surfconext.nl/surfsecureid-sfo-metadata.xml
https://wiki.surfnet.nl/display/SsID/Using+Levels+of+Assurance+to+express+strength+of+authentication#UsingLevelsofAssurancetoexpressstrengthofauthentication-SFOauthenticationSecondFactorOnly(SFO)authenticationLoA

Entityl D https://sa-gw. surfconext.nl/second-factor-only/netadata
Met adat a https:// metadata. surfconext.nl/surfsecureid-sfo-netadata. xm

signing certificate ~ ----- BEG N CERTI FI CATE- - - - -
M | Dsj CCAhoCCQDaq/ Sxt Exj XTANBgkghki GOw0BAQs FADAb MRk w-wYDVQQDDBBN

(dowmoad certificate as PEM .crt ﬁ|e) YXRl d2F5X3NhbWf aWWRWMVB4 XDTI wivDQAOT Ex NDELNVoXDTI 1 MDQMODEX NDELNVow
Gz EZMBc GA1UEAWMMZ2F0ZXdheV9z YWLs X2| kc DCCAal wDQYJKoZI hvc NAQEBBQAD
ggGPADCCAYoCggGBAL7df Z65P] UxWAy RXRoJOPDi Sh2J0WZ792kr xj 00j JkyB/ eF
PnVg5hTVbt 85qDkkZui K8YnmDSuzeolPA46f RALhnaj QR2GQzK1nmybQ AXZbs739g
49QANOKY+WQWRO5EPt u@Y7BqFg+f nXKKo4g Tl pX3FP5PTp18n099kKcChx8hq9E
f aBKdl POGvFJUFnTal cSnBdj Hnmm+/ Kul MXMAHEg Q6f gHl gsJPWAXBgKBWv QdTd
e56dr 2T64gNyj 7t 3u54r TCai p6c3vy TB8OWBCKINBNTTqp/ Z+kxghb255UUpLWLh
zySgPf zSE4j t r 050l kWFd40MONKgYx! ouUPhoUN5YBL3alH0c8ns+hglx5hBB5t W
QwWY34ZpH+43Rf | HXdJ6/ MkCY7odMuvcua/ 4i TyRXPkPod eqguHx9RVe
| yFGa+N
vTZI 04YBoCESgcDyj U+Xr | kmWry Mo Ykn6 TPd YMKo/ bMKFAE48JhREdpvHWI r T1
Pf Ui Cy/ SLWOHNOWCQ DAQABMAOGCSqGSI b3DQEBOWUAA4| BgQCPr FBvw53LMI5wW
2VpdnZCJuHg09ul u5F3Cy8eGg+hTLt b2CCOf 66Ue/ Cs HAqr BFGSUBWISBWS3f z Vw
nPYbl 882373t LXZCOy ZFMVKaL2kk5D5pP8/ NBCanB+cDnJ4zj YJJS3wcY2VM H24
f NYu+Fi x6p4nmL808i t TCqJhb4zz4Ft 8&Zi gxD8DXB/ j YUTHW S5ubMs
/ mowxu@U
E7QFdeE064TqSPpRVI 8PBPxet Ry5n00/ JG-Nou/ pi vUTavRVA3LZpl kxzl cddzf 2
zUSaWhAG 1JoPxRW My5F1C/ hZvWrgDXO0j r YK7UE30Xi 4NHr EROEUFWCSOPr DQRd
DEYs/ kVZnPs M9t hROI 11B7xU8xFCaYYCQdP1t CY2j gBr uspx9ApnRI +es5j 8Lr
lq
Tbl LTe3pVdNgWONI el Bj 2m NQQp0OO0TgXSz bWO+nLJ SkbZhPZAXy X9ZP00aU4Shn
kkGI29xWeqSL+Jh+r USyMFUL6Ri 7gHZce+3VgkgyzvSBQFj f GBU=
----- END CERTI FI CATE- - - - -

Si ngl eSi gnOnSer vi ce Location | https://sa-gw. surfconext.nl/second-factor-only/single-sign-on

Si ngl eSi gnOnSer vi ce Bi ndi ng urn: oasi s: nanes: tc: SAML: 2. 0: bi ndi ngs: HTTP- Redi r ect

Metadata signing certificate

The metadata above of SURFSecurelD production is signed with a key that corresponds to the public key embedded in the following certificate.
You can use this certificate to verify that the metadata you use from SURFsecurelD is valid.

® SURFconext metadata signing certificate

Test environment

Click here for the SAML 2.0 metadata for the Test environment.

Click here for the supported Aut hent i cati onConext Cl assRef identifiers.

Entityl D https://sa-gw. test.surfconext.nl/authentication/netadata

Met adat a https://netadata.test.surfconext.nl/surfsecureid-netadata.xm


https://metadata.surfconext.nl/surfsecureid-sfo-metadata.xml
https://wiki.surfnet.nl/download/attachments/10870918/sa_production_saml_signing_certificate_2020_pem.crt?version=1&modificationDate=1587892696780&api=v2
https://metadata.surfconext.nl/SURFconext-metadata-signer.pem
https://metadata.test.surfconext.nl/surfsecureid-metadata.xml
https://wiki.surfnet.nl/display/SsID/Using+Levels+of+Assurance+to+express+strength+of+authentication#UsingLevelsofAssurancetoexpressstrengthofauthentication-StandardAuthenticationLoA
https://metadata.test.surfconext.nl/surfsecureid-metadata.xml

signing certificata ~  ----- BEG N CERTI FI CATE- - - - -
M | E8j CCALlqgAwW BAgl UD4MpAowf eNTa8dEJpJt | 2r 6PRDWMDQYJIKoZI hv e NAQEL

(Download certificate as PEM .crt file) = BQAWG Ykx Cz AJBgNVBAYTAK 5MVRAWDY YDVQQ DAdVAHII Y2hOMRAWDG YDVQQHDAdV

dHIl Y2hOMRUWEWYDVQQRKDAX TVVI GOl El uVi 4x Ez ARBgNVBAs MCI NVUKZj b25I

eHQXKj AoBgNVBAMM XNhLWA3LNRI ¢3Quc3VyZn\vbn4dC5ubCAy MDI wivDl y ODAe
FwOy MDAY M gx MTULNTVaFwOy NTAy M gxMTULNTVaM GJ MQswOQYDVQQGEWI OTDEQ
MA4 GA1 UECAWHVXRY ZWWNo d DEQVA4 GA1 UEBWwHVXRy Z\WWNo d DEVMVBMGAL UECgWMULVS
Rnbl dCBCLI YuMRMMVEQYDVQQL DAPp TVVI GY29uZXhOMSoWKAYDVQQDDCFz YS1ndy 50
ZXNOLnN1cnZj b25! eHQubmagM Ay MDAYM gwggG MAOGCSqGS| b3DQEBAQUAAAI B
i wAwggGKAol BgQC7t TZher xO Oul 91 4aDEdZHAZb2RwGehbf GyuTzzZgDgt 42YC8
MJ1 a/ 9e3HdIwW +x3Qb7xKpapCOcFcC5Di vk8RQr zdKg8eP3LgR6+x73Di CAFbMrh
O2bZMyBUggTh4vY4e+gnFchQ nwdJg5wbkt 5XzxFSauj eK4n8za5qx| Ek9C55D7t
Rj HFwkJZoWIBI 2wpr RdbwSj wg+Bg7MOBMPXcNFIGFI 61 GaAJ3s 7qUKVpv gAK6UH3
0Mk37EhWHgKny Lf 72B+U8BOGDX7 X2NHNHPD5qZQJy hgDLbnt ESUCYN7WozoKGi bl
KQ EZAdUgb9TAbUOSc5eWdSD61RRI97Q4/ DMBBp+62Z+I / 6h26i
/ h5M Snt RNYDQ
cnu8kkKGop/ 02081 | cTVL56X20! JckWK3GLZDnRpssp4v| 4REEy55P8Eoy D943ug
Pn4s6p+88cS2cAl AR} VOvehNNmPKkTI | y1UyZ0oY5l j yvy3aadMiElaLbdRWlaxEb
A4i Z/ +Yml Enf Tnc CAWEAAaNQVE4AWHQYDVROOBBYEFFVR
/ 86aQkE4l cbcnm®XAz6Pm
bHVCVB8GALUdI wQYMBaAFFVR/ 86aQkE4| cbc B XAz 6 Prb HVCMVAWGAL Ud EWQFVAVB
Af 8WwDQYJKoZI hvc NAQEL BQADgg GBAARz 8f vcwWPEI UOp YAk OCz HhI WDz Pf 1QBEAaD
Fs6l 1Zi 7D8DN14dVj yCed61l aFvhhr v8l POTdRLx0dgr j 52ywaabgN2VhRUCGAvVD
MB4t ca5KCAROBAt gAZWY's3Td2Kj g+nk Xy GMWN acpFzz Tl nf | W +dwZl 0+l +y4/ 4g
TwC6RSuLzolvXm OZMKH57uTxAYeGy12vt nggM 64M Mmi cwr xVQprQ6CCl VM
nUGAWGLMVcBt 9M NLmir G cFt egt w3i +euRHBK5S] | j 702ChF+mXRqUCk+8q2Tsb
z0o+1Ej ASZTXROH ndj UzFhXadf UMD5ZI dFsFEsf P7Nv57r CoS3WAcs@G XETscl ZH
H+vHg4wHOXNBUI VI HB22+xx GCCf | OX+W.nj onF50i n/ yf D7AZJbPI pbglLzuxdoj d
UAj XZnl WengnWb8Qyj 11 FvTWBkDnt BEPMLj c+KoPHg94l qr SF2CT6uU3gj Q\+aPm
/ zBnSi | 4Dx2aub9LOcTC50n3519edw==
----- END CERTI FI CATE- - - - -

Si ngl eSi gnOnServi ce Location https://sa-gw test.surfconext.nl/authentication/single-sign-on
Si ngl eSi gnOnSer vi ce Bi ndi ng urn: oasi s: nanmes: t c: SAML: 2. 0: bi ndi ngs: HTTP- Redi r ect

You can use Onegini as an IdP for testing.

Second Factor Only (SFO) endpoint

For second factor only authentication you must use a different endpoint with different metadata.
Click here for the SAML 2.0 metadata for the SFO endpoint of the Test environment.

Click here for the supported Aut hent i cati onConext O assRef identifiers.

Entityl D https://sa-gw. test.surfconext.nl/second-factor-only/netadata


https://wiki.surfnet.nl/download/attachments/10870918/sa_test_saml_signing_certificate_2020_pem.crt?version=1&modificationDate=1587895330886&api=v2
https://wiki.surfnet.nl/display/SsID/Using+eduID+as+IdP+for+testing+SPs
https://metadata.test.surfconext.nl/surfsecureid-sfo-metadata.xml
https://wiki.surfnet.nl/display/SsID/Using+Levels+of+Assurance+to+express+strength+of+authentication#UsingLevelsofAssurancetoexpressstrengthofauthentication-SFOauthenticationSecondFactorOnly(SFO)authenticationLoA
https://sa-gw.test.surfconext.nl/second-factor-only/metadata

signing certificate ~  ----- BEG N CERTI FI CATE- - - - -
M | E8j CCALqgAW BAgl UD4NpAowf eNTa8dEJpJt | 2r 6PRDMDQYJIKoZI hvc NAQEL

(Download certificate as PEM .crt file) = BQAWG Ykx Cz AJBgNVBAYTAK 5MVRAWDY YDVQQ DAdVAHII Y2hOMRAWDG YDVQQHDAdV

dHIl Y2hOMRUWEWYDVQQRKDAX TVVI GOl El uVi 4x Ez ARBgNVBAs MCI NVUKZj b25I

eHQXKj AoBgNVBAMM XNhLWA3LNRI ¢3Quc3VyZn\vbn4dC5ubCAy MDI wivDl y ODAe
FwOy MDAY M gx MTULNTVaFwOy NTAy M gxMTULNTVaM GJ MQswOQYDVQQGEWI OTDEQ
MA4 GA1 UECAWHVXRY ZWWNo d DEQVA4 GA1 UEBWwHVXRy Z\WWNo d DEVMVBMGAL UECgWMULVS
Rnbl dCBCLI YuMRMMVEQYDVQQL DAPp TVVI GY29uZXhOMSoWKAYDVQQDDCFz YS1ndy 50
ZXNOLnN1cnzj b251 eHQubmvgM Ay MDAYM gwggG MAOGCSGSI b3DQEBAQUAAAI B
i wAwggGKAol BgQC7t TZher xO Oul 91 4aDEdZHAZb2RwGehbf GyuTzzZgDgt 42YC8
MJ1 a/ 9e3HdIwW +x3Qb7xKpapCOcFcC5Di vk8RQr zdKg8eP3LgR6+x73Di CAFbMrh
O2bZMyBUggTh4vY4e+gnFchQ nwdJg5wbkt 5XzxFSauj eK4n8za5qx| Ek9C55D7t
Rj HFwkJZoWrBl 2wpr Rdbwsj wg+Bg7MOGVPXCcNFIGFJ61 GaAJ 3s 7qUKVpv qgAKEUH3
0Mk37EhWHgKny Lf 72B+U8BOGDX7 X2NHNHPD5qZQJy hgDLbnt ESUCYN7WozoKGi bl
KQ EZAdUgh9TAbUCGc5eWdSD61RRI97Q4/ DMBBp+6Z+1 / 6h26i / h5M Snr RNYDQ
crmd8kkKGop/ 0a08! | cTVL56X201 JckWK3GLZDnmRpssp4vl 4REEy55P8Eoy D943ug
Pn4s6p+88cS2cAl AR} VOvehNNmPKkTI | y1UyZ0oY5l j yvy3aadMiElaLbdRWlaxEb
Ai Z/ +Ym Enf Tnc CAWEAAaNQVEAWHQYDVROOBBYEFFVR/ 86a(kE41 chcmBXAz6Pm
bHVCVB8GAL UMl wQYMBaAFFVR/ 86aQkE4| cbcmd XAz 6 Prb HVCVAWGAL Ud EWQFVAVB
Af 8WwDQYJKoZI hvc NAQEL BQADgg GBAARz 8f vcWPEI UOp YAk OCz HhI WDz Pf 1QBEAaD
Fs61 1Zi 7D8DN14dVj yOed61l aFMhhr v8l POTdRLx0dgr j 52ywaaDgN2MVhRUCGAVD
MB4t ca5KCAROBAt gAZWYs3Td2Kj g+nk Xy GMWY acpFzz Tl nf | W +dwZI 0+l +y4/ 4g
TwC6RSuLzolvXm OZMKH57uTxAYeGy12vt nggM 64M M cw xVQrQ6CCl VA
nUGAWGLMVcBt 9M NLmir G cFt egt W3i +euRHBK5S] | j 702ChF+mXRqUCk+8q2Tsb
z0o+1Ej ASZTXROH ndj UzFhXadf UMD5ZI dFsFEsf P7Nv57r CoS3WAcs@G XETscl ZH
H+vHg4wHOXNBUI VI HB22+xx GCCf | 0X+W.nj onF50i n/ yf D7AZJbPI pbgLzuxdoj d
UA] XZnl WengnWb8Qyj 11 FvTWBkDnt BEPMLj c+KoPHg94l qr SF2CT6uU3gj Q\+aPm
/ zBnSi | 4Dx2aub9LOcTC50n3519edw==
----- END CERTI FI CATE- - - - -

Si ngl eSi gnOnServi ce Location https://sa-gw test.surfconext.nl/second-factor-only/single-sign-
on

Si ngl eSi gnOnSer vi ce Bi ndi ng urn: oasi s: nanmes: t c: SAML: 2. 0: bi ndi ngs: HTTP- Redi r ect

You can use edulD to test SPs.

Metadata signing certificate

The metadata above of SURFSecurelD test is signed with a key that corresponds to the public key embedded in the following certificate. You can
use this certificate to verify that the metadata you use from SURFsecurelD is valid.

® SURFconext TEST metadata signing certificate


https://wiki.surfnet.nl/download/attachments/10870918/sa_test_saml_signing_certificate_2020_pem.crt?version=1&modificationDate=1587895330886&api=v2
https://wiki.surfnet.nl/display/SsID/Using+eduID+as+IdP+for+testing+SPs
https://metadata.test.surfconext.nl/SURFconext-metadata-signer.pem

	SURFsecureID Metadata for Service Providers

