Configure Office 365 with ADFS and SURFconext Step-by-
Step

You can federate your local identity store with the Office 365 environment. The main reason to use federated authentication is so users only fill
out their password in trusted environments. This blog highlights what makes a secure login. When using federated authentication, which
Microsoft calls ‘'modern authentication', you can either do this with SURFconext or directly with the Microsoft cloud. Federated authentication is
limited by the possibilities of the underlying protocols. Both Microsoft federated login and SURFconext use those protocols. From a functional
point it makes no difference whether you federate through SURFconext or using Microsoft federated authentication.

Note that even though users will authenticate using the SAML 2.0 protocol, all your Office 365 users need to be created (provisioned) in Azure
AD, in order for 'Office 365' to recognise users that want to login. The tool that is being used to sync your domain users with the Azure AD is
called AAD Connect.

When deciding whether to use SURFconext when you choose for federated login, keep in mind: when you contact Microsoft support to
troubleshoot issues, it's likely they don't know SURFconext and SAML, and they might assume your problem is related to SURFconext. You
could be told to check with the SURFconext team. Troubleshooting in a complex environment with large companies sometimes is complex
enough, so it might help when the complete connection is Microsoft-only .

For institutions opting for federated authentication via SURFconext, the below information helps you configure such a connection.

This Step-by-Step guide contains several Powershell scripts and explanations for the following steps:

Step 1: Install the ADDS Role and DNS on your server(s)

Step 2: Create a Group Managed Service Account and install ADFS Role

Step 3: Run and finish the AAD Connect tool setup before you continue

Step 4: Create the mandatory claims descriptions for SURFconext

Step 5: Create the SURFconext Relying Party Trust with the mandatory claims rules
Step 6: Configure the SURFconext Federation

Step 7: Set Modern authentication on Exchange Online to be able to use rich clients
Debugging and helpful tools

You can use parts of the scripts or run every step on the servers you want to configure. Be aware that every step has its own variables where you
will have to set your own configuration options.

Step 1: Install the ADDS Role and DNS on your server
(s)

***|n case you already have a domain set up, you may skip this step and continue with step 2***

To use the AAD Connect tool and sync your users between your (on-premise) domain and the Azure AD, you would need a domain and a
domain controller. This Powershell script, will install the ADDS role and DNS.


https://insights.sei.cmu.edu/cert/2016/08/the-risks-of-google-sign-in-on-ios-devices.html
https://wiki.surfnet.nl/display/services/Office+365+and+Modern+Authentication

Install ADDS Role and DNS
| NSTALL ADDS ROLE AND DNS

$Conput er Nane = " YOUR COVPUTER NAME"

$Domai nNane = " YOUR DOVAI N NAME"

$Dat abasePat h = " C:\ W ndows\ NTDS"

$Domai nMbde = "W n2012R2"

$Donmi nNet bi osNane = "YOUR DOVAI N NETBI OSNAMVE"
$For est Mode = "W n2012R2"

$Logpath = "C:\ W ndows\ NTDS"

$Sysvol Path = "C:\ W ndows\ SYSVQOL"

#### Get Wndows features to check if the ADDS role is avail abl e ####
Get - wi ndowsf eat ur e

#### Installing the Active Directory Domain Service ####
I nstal | -w ndowsf eat ure AD-Domai n- Servi ces

#### | mport the required nodul es for the ADDS Depl oyment ####
| npor t - Modul e ADDSDepl oynent

#### Install new Domain Controller in a new Forest ####

I nstal | - ADDSFor est - Dormai nNane $Donai nNane - NoDnsOnNet wor k - Dat abasePat h $Dat abasePat h - Donmai nWbde
$Domai nMbde - Donmi nNet bi osNane $Domai nNet bi osNane - For est Mbde $For est Mode - LogPat h $Logpath - Sysvol Pat h
$Sysvol Pat h - Creat eDnsDel egati on: $fal se -Install Dns: $true - NoReboot OnConpl eti on: $f al se - Force: $true

#### I nstal | ADDS Tool s ####

I mpor t - Modul e Ser ver Manager
Add- W ndowsFeat ur e RSAT- ADDS- Tool s

Step 2: Create a Group Managed Service Account and
install ADFS Role

***|n case you already have AD FS set up, you may skip this step and continue with step 3***

To be able to federate through ADFS, you would need to install the ADFS role. Also you will need a service account for ADFS. We used a Group
Managed Account. Check this blog for more information about Group Managed Service Accounts.
We used a scenario without an ADFS Proxy (WAP), but you could add an ADFS proxy to this setup.

Create a gMSA and install ADFS Role
I NSTALL ADFS ROLE #####HtH#H

$gMSANane = " gMsSA- ADFS"
$DNSHost Nane = "YOUR ADFS DNS HOSTNAME (EG adfs. your domai n. com "

$Ser vPri ncNane = "host/ YOURADFSDNSHOSTNAME (EG host/ adf s. your domai n. com) "

$Path = "SERVI CE ACCOUNT PATH (EG CN=Managed Servi ce Accounts, DC=your domai n, DC=cont

#### To create a group managed service account, you have to create a KDS Root Key ####

#### Create KDS Root Key (The -10 is only usefull in a testing environnent and will ensure imediately
ef fectiveness) ####

Add- KdsRoot Key - EffectiveTi me (Cet-Date).AddHours(-10)

#### Create new G oup Managed Service Account
New ADSer vi ceAccount - Nanme $gMSANanme - DNSHost Nanme $DNSHost Nane - Servi cePri nci pal Nanmes $ServPrincNanme - Path
$Pat h

#### Install 11S Rol e ####
I nstal | - W ndowsFeat ure -nanme Web- Server -Incl udeManagenent Tool s

#### I nstall ADFS Rol e ####
I nstal |l -wi ndowsf eat ure adfs-federation -IncludeManagenent Tool s


https://blogs.technet.microsoft.com/askpfeplat/2012/12/16/windows-server-2012-group-managed-service-accounts/

Step 3: Run and finish the AAD Connect tool setup
before you continue

You will need to have a working AAD Connect configuration before continuing with the next steps. In case you don't have a working AAD

Connect setup, please follow the instructions in the setup guide below.
This guide contains the configuration steps that we used and it is a working configuration for our reference topology. Of course there are many

other configurations possible, so please choose the configuration, needed for your topology.

AAD Connect setup guide. pdf

You can download the AAD Connect tool here.
You can find more information on supported topologies on_this page.
There is also more information to be found about the express or custom installation of AAD Connect.

Step 4: Create the mandatory claims descriptions for
SURFconext

***In case you already have a SURFconext connection, you may skip this step and continue with step 5***

In this step you will create the (mandatory) claims descriptions for SURFconext


http://go.microsoft.com/fwlink/?LinkId=615771
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-topologies
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-get-started-express
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-get-started-custom

SURFconext claims descriptions
Create ADFS C ai m Descri ptions

#### ADD U D CLAI M DESCRI PTI ON ####
Add- ADFSCl ai nDescription -Name urn:mace:dir:attribute-def:uid -C ai nMType urn: mace:dir:attribute-def:uid -
Short Name uid -1sAccepted $false -1sOifered $fal se

#### ADD MAI L CLAI M DESCRI PTI ON ####
Add- ADFSO ai nDescription -Name urn:nmace:dir:attribute-def:mail -C ainlfype urn:mace:dir:attribute-def:mail -
Short Narme namil -IsAccepted $false -1sOffered $fal se

#### ADD DI SPLAYNAME CLAI M DESCRI PTI ON ####
Add- ADFSC ai nDescri ption -Nane urn:mace: dir:attribute-def:displayName -C ai nType urn:mace: dir:attribute-def:
di spl ayName - Short Nane di spl ayName -1sAccepted $false -1sOffered $fal se

#### ADD schacHonmeOr gani zation CLAI M DESCRI PTI ON ####
Add- ADFSCl ai nDescri ption -Name schacHomeOrgani zation -d ai nifype urn: mace:terena.org: attribute-def:
schacHomeOr gani zati on - Short Name schacHomeOr gani zation -1sAccepted $true -1sOffered $true

#### ADD eduPersonAffiliation CLAI M DESCRI PTI ON ####
Add- ADFSCl ai nDescription -Name urn:nace:dir:attribute-def:eduPersonAffiliation -C ainType urn: mace:dir:
attribute-def: eduPersonAffiliation -ShortNane eduPersonAffiliation -IsAccepted $true -IsOfered $true

#### ADD eduPer sonEntitl ement CLAI M DESCRI PTI ON ####
Add- ADFSC ai nDescri ption -Nane urn:mace: dir:attribute-def: eduPersonEntitlement -d ainlype urn:nace: dir:
attribute-def:eduPersonEntitlenment -ShortNane eduPersonEntitlenent -IsAccepted $false -I1sOfered $fal se

#### ADD enpl oyeeNunber CLAI M DESCRI PTI ON ####
Add- ADFSCl ai mDescri ption -Name urn:mace: dir:attribute-def: enpl oyeeNunber - ai nifype urn: mace:dir:attribute-
def : enpl oyeeNunber - Short Name enpl oyeeNunber -1sAccepted $false -1sOffered $fal se

Step 5: Create the SURFconext Relying Party Trust
with the mandatory claims rules

***In case you already have a SURFconext connection, you may skip this step and continue with step 6***

In this step you will create (mandatory) claims rules. There are claims rules that are mandatory for SURFconext, but also claims rules that are
mandatory for the use of Azure AD.

One of the attributes that will have to be provided, is the ImmutablelD. This claims rule is included in the text file below. You can find more
information about AD FS claims and Azure AD on this site.

Also needed is an attribute containing the user's mail address. Azure AD expects this attribute to have the name | DPEmai | . However, when your
Identity Provider already discloses the standard SURFconext attribute ur n: mace: di r: attri but e- def : mai |, its value is automatically
mapped to the | DPEMai | attribute by SURFconext. When you are using this page for your configuration, you won't have to add a separate
claims rule for IDPEmail.

You can download the required claim issuance rules file for the $ClaimlssuanceFile parameter here: ClaimlssuanceRules.txt

Create SURFconext Relying Party Trust

#### CREATE SURFCONEXT RELYI NG PARTY TRUST ####

$Rel yi ngPart yTrust Nane = " SURFconext"

$Met aDat aURL = "https:// metadat a. surfconext.nl/sp-netadata. xnl "

$C ai M ssuanceFil e = "THE LOCATI ON OF YOUR CLAI M | SSUANCE RULE FI LE"
$ACPNane = "Pernit everyone”

Add- ADFSRel yi ngPartyTrust -Name $Rel yi ngPartyTrust Nane - Met adataUrl $Met aDat aURL -1 ssuanceTransfornRul esFile
$C ai m ssuanceFi | e - Aut oUpdat eEnabl ed: $t rue - Moni tori ngEnabl ed: $true - AccessContr ol Pol i cyName $ACPNane

Step 6: Configure the SURFconext Federation


http://techgenix.com/adfs-claim-rules-azure-ad/
https://wiki.surfnet.nl/download/attachments/23792340/ClaimIssuanceRules.txt?version=1&modificationDate=1573739249264&api=v2

In this step, you will configure the SURFconext Federation for Office 365. You will have to send your metadata URL to SURFconext, so they can

configure it. This metadata URL usually looks like this: https://adfs.yourdomain.nl/FederationMetadata/2007-06/FederationMetadata.xml .
You will receive a passive logon URI from SURFconext, that you will have to use for the $sso parameter in the script below. You can find the

certificate key on this page, that you will need for the $crt parameter in the script below.

Configure the SURFconext Federation
H## CONFI GURE THE SURFCONEXT FEDERATI ON

$dom = "YOUR DOVAI N NAME"

$slo = "https://engine.surfconext.nl/Il ogout"
$i dp = " YOUR FEDERATI ON SERVI CE | DENTI FI ER URL"
$crt =

"M | D7DCCAt SgAW BAgl JAI gMinMYZ+t 6 MAOGCSqGSI b3DQEBOWMUAM GFMQs wCQYDVQQGEWJI OT DEQVA4 GAL UECAWHVXRY ZVWNo d DEQVA4 GALUE
BwwHVXRy ZWNod DEVIVBMGAL UECgWMUL VSRb1 d CBCLI YuMRMAMEQYDVQQL DAp TVWVJ GY29uZXhOMSYwJ AYDVQQDDBLI bndpbmuc 3y ZmiNvbnvad
C5ubCAy MDE4AMT| x Mz Ae FwOx ODEy MTMKNTI 5M BaFwOy Mz Ey MTMKNTI 5M BaM GFMQs wCQYDVQQGEW] OT DEQVA4 GA1 UECAWHVXRy ZWNod DEQVA
4GA1UEBWAVHVXRy Z\WNo d DEVVBMGAL UECgWMULVSRB | dCBCLI YuMRMAVEQYDVQQL DAp TVWJI GY29uZXhONMSYWJ AYDVQQDDBLI brdpbriuc3Vy ZnN
vbnmv4dC5ubCAy MDE4AMT | x Mz CCASI wDQYJKoZI hv c NAQEBBQADgg EPADCCAQo CggEBAL POGS+f BERf mW V8aV85z45Qs uFw3gkqOHbWR1IGz 7¢
j gqhj VBYZHFXyRt 4i kG / 9BI HSOxc/ cWLs OVvhSuCj DhY8Ch/ dOk01zf gFXUcv+0i Nl KEKGM T/ xJpl DI y

/ NAW pGrkJOR20oJHf r QUY115Du56MsMyd0gPvol1CsDvXr oYi vgxYpTTHzaf 5TYQYPf 6n/ 3r Ef su3u6L3pzE3/ q38j nEyxf QLUoZ9VF2Fy60oe

/ St 1 whPUJhVWH KDMyQ+T+t | j Dt 260k9QL3zz\W9Jt Bo+pnydMT

/ r g5h7NVBA9HASLNRLK8r FDONBEdAPk K+el TE6GQddRi Th9HB4KCsOf Q i T6YFs CAWEAAaNd MFs wHQYDVROOBBYEFAJuZa7u0f 002k BOuRPoB

/ ekx04sMB8GALUdI wQYMBaAFAJuZa7u0f 002k BOuRPoB/ ekx04sMAs GA1Ud DWQEAW Hg DAVBgNVHRVEBTADACQH

/ MAOGCSqGS| b3DQEBOMUAAAI BAQBXh5! 8u+ncPXkMyDgDui kNLe/ X5j OKNj vqUt Q6QPRSt 8MWj RYWZdVCOgMOXt KEAY1/ cYnA2y+0yr Ggny 9l

/ zBdLV73BBLNVI V2WYATYQZLWN\WB6K] Bt dSbHO0XBp7HQOU/ | 41 P+Sv69eRN6p2

/ 9CDy Kc5J UpXU3PES t v5Lws qco8MVgENhwz Yl x Rb96LFq08Un2QQoVE0HgX4Ks79qUr nj RL5pKt oP4uj LnPqQl i eHpTgsvHSqSa+9t ZvhyE
aJEvl 7vpNn1M7v1bWOMWY QvM YnSq5b0USgHXgpdBYSf WhiOwwpg4h8KHZ7/ XW OVsdYpj Hap+9070GhgXGBsl qf 9U"

$sso = "THE PASSI VE LOGON URI YQU RECEI VED FROM SURFCONEXT"

#### CONNECT TO OFFI CE 365 ####
Connect - Msol Servi ce

#### SET THE AUTHENTI CATI ON TO MANAGED FI RST ####
Set - Msol Donai nAut henti cati on - Donmi nNane $dom - Aut henti cati on Managed

#### SET THE AUTHENTI CATI ON TO FEDERATED, | NCLUDI NG THE FEDERATI ON SETTI NGS ####

Set - Msol Domai nAut henti cati on - Domai nNane $dom - Feder at i onBr andNanme $dom - Aut henti cati on Federated -
Passi veLogOnUri $sso -SigningCertificate $crt -IssuerUi $idp -LogOfUri $slo -

Pref erredAut henti cati onProtocol Sanl p

Regarding the value for '$idp = "YOUR FEDERATION SERVICE IDENTIFIER URL":

® is the URL that is configured in AD FS. You can find this at the following location: Start -> Administrative Tools -> AD FS Management .
® right click on Service in the AD FS management console and click Edit Federation Service Provider

| Service '
| Access Edit Federation Service Properties... W

| Relyint

Revoke All Proxies


https://adfs.hartingcollege.nl/FederationMetadata/2007-06/FederationMetadata.xml
https://metadata.surfconext.nl/

® Use the value from Federation Service ldentifier URL:

Federation Service Properties X

General Organization Events
Federation Service display name:
[
Example: Fabrikam Federation Service

Federation Service name:
| |

Example: fs fabrikam com

Federation Service identffier:

e S B SE E B ESSSR i e S SR S SR

Regarding the value for '$sso = "THE PASSIVE LOGON URI YOU RECEIVED FROM SURFCONEXT":
® That value is included in the SAML metadata. If you don't know how to retrieve it, you can request SURF via an email to support@surfcon
ext.nl in which you explain what you're doing and you would like to receive the ‘instellings-specifieke SSO-locatie'.

® A sample value looks like "https://engine.surfconext.nl/authentication/idp/single-sign-on/key:20181213
/377be5f3a9544971303163432419360" (fictitious value)

Step 7: Set Modern authentication on Exchange
Online to be able to use rich clients

When your users are using Microsoft Outlook or other rich clients, you will have to enable modern authentication. This can be done with the
script below.

Set modern authentication on Exchange Online
# SET MODERN AUTHENTI CATI ON TO BE ABLE TO USE RI CH CLI ENTS SUCH AS OUTLOOK

#### CREATE EXCHANGE ONLI NE SESSI ON ####
$Sessi on = New PSSessi on -Configurati onName M crosoft. Exchange - ConnectionUri https://outl ook. of fice365.com
/powershel | -1iveid/ -Credential $UserCredential -Authentication Basic -AllowRedirection

| mpor t - PSSessi on $Sessi on

#### SET MODERN AUTHENTI CATI ON TO TRUE ####
Set - Organi zati onConfi g - QAut h2Cl i ent Profi | eEnabl ed $true

#### REMOVE EXCHANGE ONLI NE SESSI ON ####

#### | MPORT EXCHANGE ONLI NE SESSI ON ####
! Renpve- PSSessi on $Sessi on

Debugging and helpful tools

To check if you send the required claims to SURFconext, you can use this debug tool.


mailto:support@surfconext.nl
mailto:support@surfconext.nl
https://wiki.surfnet.nl/display/services/Office+365+and+Modern+Authentication
https://engine.surfconext.nl/authentication/sp/debug




	Configure Office 365 with ADFS and SURFconext Step-by-Step

