Single Sign-on Configuration of Google Workspace

Configuring your G Suite domain with SURFconext

In this tutorial, we will use the fictional Google Workspace domain of "myuniversity.com”. This should be changed to your institution's Workspace
domain name which you configured when creating your Workspace instance.

@ Note: uploading a file in the form (the certificate) may reset other, not yet saved, changes made in the form.

1. Login to the Google Workspace administrative interface located at https://admin.google.com/myuniversity.com
2. Goto Security Set up single sign-on (SSO)
3. Configure the fields as follows (see the screenshot below):

a. Check the "Setup SSO with third party identity provider" checkbox

b. Sign-in page URL:

This is an informative page telling the user to log out by closing their browser.
d. Change Password URL
This field should point to your institution's change password page. See also the section here below
e. Verification Certificate
This contains the file containing the SURFconext signing certificate. Use this file with the following certificate or browser to https:/
/metadata.surfconext.nl/ where you will find it under Security (engine.surfconext.nl 20181213 certificate):

i M | D7DCCAt SgAW BAgl JAI gMynMYZ+t 6MAOGCSQGS! b3 DQEBOWUAM GFMBSWOQYD
1 VQQGEWJI OT DEQVAY4 GAL UECAWHVXRY ZVWNo d DEQVA4 GAL UEBWWHVXRY ZWNo d DEVIVBMG
i ALUECgWMULVSRE| dCBCLI YuMRMVEQYDVQQL DAp TVVJ GY29uZXhONMSYWJ AYDVQRD
i DB1l brmdpbnuc3VyZm\vbmv4d C5ubCAy MDEAMT| x Mz Ae FwOx ODEy MTMKNTI 5M Ba
FwOy Mz Ey MTMKNTI 5M BaM GFMQs wCQYDVQQGEWJI OT DEQVA4 GALUECAWHVXRY ZWWNo
i dDEQVA4GATUEBWWHVXRy ZWNod DEVIVBMGAT UECgWMULVSRb1 dCBCLI YuMRMAMEQYD
| VQRLDAPTWIGY29uZXh0OMSYwJ AYDVQRDDB1I bndpbmuc 3Vy Zmivbmv4dC5ubCAy
| NDEAMTI x Mz CCASI wDQYJKoZI hvc NAQEBBQADg gEPADCCAQ0 Cgg EBAL POGS+f BERF

i M V8aV85z45QsuFw3gkqOHbWRLIGz 7¢j ghj VBYZHFXyRt 4i kG / 9Bl HSOxc/ c WL
i sOVhSuCj DhY8Ch/ dCk01zf gFXUcv+0i Nl KEKGM T/ xJpl DI y/ NAW pGrkJ Q20 Hf

i rQUY115Du56MSMydOgPvo1C0sDvXr oYi vagxYpTTHzaf 5TYQYPf 6n/ 3r Ef su3u6L3p
! zE3/ q38j nEyxf QLUoZ9VF2Fy60e/ St | whPUJhVWH KDMyQ+T+t | j Dt 260k9QL3zz
VW Jt Bo+pnydMI/ r g5h7NWBA9IHASLNRLK8r FDINBEdAPkK+el TE6QAdRi Th9H84KC
i sOf Q i T6YFs CAWEAAaNdMFswHQYDVROOBBYEFAJuZa7u0f 002k B9uRPoB/ ekx04s
i MBBGALUdI wQYMBaAFAJuZa7uOf 002kBIURPOB/ ekx04s MAs GALUdDWQEAW HgDAM
! ByNVHRVEBTADAQH MAOGCSGGSI b3DQEBOMUAA4 I BAQBXNS5! 8u+ncPXkMyDgbui kN
i Le/ X5j OKN vqUt Q6QPRSt 8MW/j RYWZdVCOgMX KEAY1/ ¢ YnA2y+0yr Gany 9l / zBd
i LV73BBLNnVI V2WYATYOZLWAVB6K | Bt dSbHO0XBp7HQU/ | 41 P+Sv69eRN6p2/ 9CnDy
Kc5JUpXU3PEf t v5Lws qco8MVgENhwz Y1 X Rb96LFq08Un2QQoVE0HGX4Ks79qUr n
] RL5pKt oP4uj LnPqQl i eHpTgsvHSqSa+9t ZMhyEaJEvI 7vpNn1M7/v1bWOMj QvM

! YnSq5b0U5gHXgpdBYSf WiOmvpq4h8KHZ7/ XWOVsdYpj Hap+9070GhgXGBs| gf 9U
P END CERTI Fl CATE- - - - -

f. Use a domain specific issuer
Make sure to check this box. This enables SURFconext to distinguish between all connected Google Workspace domains.


https://admin.google.com/myuniversity.com
https://metadata.surfconext.nl/engine.surfconext.nl-20181213.pem
https://metadata.surfconext.nl/
https://metadata.surfconext.nl/
https://metadata.surfconext.nl/engine.surfconext.nl-20181213.pem

Setup SSO with third party identity provider

To setup third party as your identity provider, please provide the information below. @

Sign-in page URL https://engine.surfconext.nl/authentication/idp/single-sign-on/key:20
URL for signing in to your system and G Suite

Sign-out page URL https://engine.surfconext.nl/logout

URL for redirecting users to when they sign out

Change password URL https://engine.surfconext.nl

URL to let users change their password in your system; when defined here, this is shown even when Single Sign-on is not
enabled

Verification certificate A certificate file has been uploaded. Replace certificate

The certificate file must contain the public key for Google to verify sign-in requests. @
Use a domain specific issuer @

Network masks

Network masks determine which addresses will be affected by single sign-on. If no masks are specified, SSO functionality
will be applied to the entire network. Use a semicolon to separate the masks. Example: (64.233.187.99/8; 72.14.0.0/16).

For ranges, use a dash. Example: (64.233.167-204.99/32). All network masks must end with a CIDR. @

4. Register your Google Workspace domain with SURFconext using the SP Dashboard. Send a mail to support@surfconext.nl to gain
access to the dashboard. Make sure you have the following at hand:

a. There is no metadata file in Google Workspace. Please contact support@surfconext.nl if you are uncertain about what to use in
the SP Dashboard.

b. The attribute(s) that is used to provision your users to Google Workspace. You can review the available attributes here.
Attributes like or combination of attributes like "urn:mace:dir:attribute-def:mail", "urn:mace:dir:attribute-def:uid", "urn:mace:terena.
org:attribute-def:schacHomeOrganization" and more are used for this service across SURFconext. Consider them wisely. Also
specify if additional processing is necessary, for example because some attributes are multi-valued and do not always contain
the correct email domain.

c. This is a Single Tenant service. We can make sure this instance is hidden in Dashboards for other IdP's. On request you can
whitelist IdP(s) that need access to your Google Workspace domain.


https://wiki.surfnet.nl/display/surfconextdev/SP+Dashboard
mailto:conext-beheer@surfnet.nl
mailto:support@surfconext.nl
https://wiki.surfnet.nl/display/surfconextdev/Attributes+in+SURFconext
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