Handleiding ADFS 4.0 installatie Windows Server 2016

In deze handleiding lees je hoe je jouw instelling of organisatie kunt aansluiten op SURFconext als Identity Provider, kortweg IdP, met behulp
van ADFS. In ADFS-terminologie wordt dit ook een Claims Provider genoemd.

Deze procedure voor het aansluiten als Identity Provider op SURFconext bestaat uit de volgende onderdelen:

® Een ADFS serversysteem inrichten; waaronder Windows Server 2016 configureren en ADFS installeren.

® De ADFS server configureren voor aansluiting als Identity Provider (IdP) voor SURFconext. En attributen configureren en vrijgeven aan
SURFconext.

® Een ADFS proxy inrichten indien toegang van buiten het lokale netwerk gewenst is.

Deze handleiding is gebaseerd op de release van ADFS 4 zoals voor Windows Server 2016.

Waarom een server en een proxy inrichten?

Om de ADFS-server minder kwetsbaar te maken voor aanvallen van buitenaf, moet je naast een ADFS server ook een ADFS-proxy inrichten
buiten het Windows-domein. De ADFS-server moet namelijk bij voorkeur niet bereikbaar zijn van buitenaf. Je doet dit door een ADFS-proxy in te
richten en deze ‘voor’ de ADFS-server te plaatsen. Dit houdt in dat je twee verschillende Windows Server machines moet configureren in deze
opstelling. De proxy mag geen lid zijn van het domein en wordt bij voorkeur in de DMZ geplaatst.
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De proxy zorgt ervoor dat gebruikers die niet zijn ingelogd op het (windows-)domain, via een webpagina (username/ password formulier) kunnen
inloggen. Dit formulier kan aan de look-and-feel van jouw organisatie worden aangepast.

ADFS 4.0 Server inrichten

Dit document beschrijft de installatie van een ADFS server op Windows Server 2016. Voordat je de specifieke instellingen voor SURFconext kunt
invoeren, moet je een basisinstallatie op de ADFS server uitvoeren. Hiervoor moet je onderstaande stappen doorlopen:

® |nstalleer en configureer Windows Server 2016.

® Voeg de ADFS software als feature toe.
® Configureer de basisinstellingen van ADFS.

Windows Server 2016 installeren en configureren

Om een ADFS 4.0 Server te kunnen inrichten, moet je eerst Windows Server 2016 installeren en configureren. Deze ADFS 4.0 Server dient lid te
zijn van een domein. In deze handleiding installeren we de ADDS en ADFS rol op dezelfde server. Deze rollen zijn als volgt te omschrijven:


https://en.wikipedia.org/wiki/DMZ_(computing)

® ADDS - Active Directory Domain Services (AD DS) is een serverrol in Active Directory die beheerders in staat stelt om informatie over
bronnen uit een netwerk, maar ook over applicatiegegevens, te beheren en op te slaan in een gedistribueerde database. AD DS kan
beheerders ook helpen om de elementen van een netwerk (computers en eindgebruikers) te beheren en te ordenen in een aangepaste
hiérarchie.

® ADFS - Active Directory Federation Services (ADFS) is een op Windows Server-besturingssystemen draaiend component die gebruikt
wordt om gebruikers met een Single Sign-On toegang te geven tot systemen en toepassingen die zich over de grenzen van de
organisatie heen bevinden. Het maakt gebruik van een op claims gebaseerd autorisatiemodel voor toegangscontrole om de beveiliging
van applicaties te handhaven en om een gefedereerde identiteit te implementeren.

Je gaat de onderstaande stappen doorlopen om aan te sluiten op SURFconext:

® |nstalleer Windows Server 2016 op de server.

® Stel de tijd op de server correct in en zorg ervoor dat je deze synchroniseert met een time server (NTP).

®* Neem de server op in het domein van de Active Directory waaruit de accounts voor de SURFconext federatie komen.
°

Installeer een geldig certificaat voor de voorgenomen login URL in de Personal Certificate store van de Local Computer ten behoeve van
veilige gegevensuitwisseling met de IdP (SSL) . Zie appendix A: Certificaat installeren.

AD DS Server Rol installeren

Hieronder wordt ingegaan op het installeren van de AD DS Server Role op Windows Server 2016. Klik op hieronder op 'Click here to expand'
om het stappenplan te zien.

(D Stappenplan AD DS Server Rol installeren

1. Start de Server Manager tool op de machine die als Domain Controller ingericht wordt.
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2. Klik op “Add Roles and Features”.
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3. Klik op “Next >"
= Add Roles and Features Wizard — O *
f b . DESTINATION SERVER
Betore you begin stz

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

Installation Type

Server Selection .
To remove roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

< Previous

a.
4. Klik op “Role-based or feature-based installation” en klik op “Next >":




Fﬁ Add Roles and Features Wizard —
Select installation type

machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation

or session-based desktop deployment.

| < Previous | | MNext > | Install
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DESTINATION SERVER

adfsd-zai

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

5. Selecteer “Select a server from the server pool”, kies de juiste server en klik op “Next >":

Fﬁ Add Roles and Features Wizard —

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

DESTINATION SERVER

adfsd-zai

Installation Type Select a server from the server pool

() Select a virtual hard disk

ver Selection

Server Roles Server Pool
Features
Filter: |
Name IP Address Cperating System

145.0.6.179 Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next > Install

a

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

6. Selecteer Active Directory Domain Services
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f& Add Roles and Features Wizard - O X

-
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DESTINATION SERVER
Select server roles ADFSA tet zswind surinat
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description 1»3—2(
ever
SeiverSelecion [ Active Directory Certificate Services £ Active Dircdnry D‘”"ai"‘ Services 9-3-2
[mActive Directory Domain Services {AD DS) stores information about
e ! Active Directory Federation Services (Installed) objects on the network and makes
N [ Active Directory Lightweight Directory Services this information ayallahle to users Real-T
[ Active Directory Rights Management Services and network administrators. AD DS )
] Device Health Attestation uses domain controllers to give Settini
] DHCP Server network users access to permitted iguration On
] DN Server resources anywhere on the network (uTC+
] Fax Server through a single logon process. 03612
b [W] File and Storage Services (1 of 12 installed)
[ Host Guardian Service
[ Hyper-v
[] MultiPoint Services
[ Network Controller Intel(F
] Network Policy and Access Services 4GB
[] Print and Document Services —
[ Remote Access .
[] Remote Desktop Services
[] Volume Activation Services
a. ™1 Wah Saner (11K
7. Klik vervolgens op ‘Add Features’
l-h Server Manager
R Add Roles and Features Wizard - ] X
r
S | t | DESTINATION SERVER °
elect server rolg iz Add Roles and Features Wizard X ADFS4-test-aaiwind surfnetnl
X
Add features that are required for Active Directory
I I Y
Domain Services? ion
You cannot install Active Directory Domain Services unless the Pifedc’f)_' D"’“ai'j Services
following role services or features are also installed. ) stores information about
; on the network and makes
[Tools] Group Policy Management ormation available to users
4 Remote Server Administration Tools twork administrators. AD DS
4 Role Administration Tools smain controllers to give
4 AD DS and AD LDS Tools *k users access to permitted gurati
Active Directory module for Windows PowerShell :es anywhere on the network
4 AD DS Tools h a single logon process.
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools
Include management tools (if applicable)
1 < Previous ‘ ‘ Next > ‘ | Install ‘ | Cancel I
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8. Klik op ‘Next’




-ﬁ Server Manager

?ﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Select one or more roles to install on the selected server.

Installation Type Roles
rver Selection . ) ) .
SelVersalacho [] Active Directory Certificate Services A
ctive Directory Domain Services|

/| Active Directory Federation Services (Installed)

[m]

DESTINATION SERVER
ADF54-test-aaiwind surfnet.nl

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes

EIT=E [] Active Directory Lightweight Directory Services this information available to users

AD DS [[] Active Directory Rights Management Services and network administrators, AD DS

o ——— [ Device Health Attestation uses domain controllers to gnfe

Lo 3tio ] DHCP Server network users access to permitted qu
] DNS Server resources anywhere on the network
] Fax Server through a single logon process.

v [m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v
[] MultiPoint Services
[] Network Controller
[ Network Policy and Access Services
[7] Print and Document Services
[[] Remote Access
[[] Remote Desktop Services
[[] Volume Activation Services —
[C] Web Server (IIS) v
|<Pre|aious|| Next > | | Install || Cancel —
a. [ Fitter P (OR4
9. Klik vervolgens nog een keer op ‘Next’
-ﬁ Server Manager
. Add Roles and Features Wizard — ] X
DESTINATION SERVER

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server.

Features

I [] .NET Framework 3.5 Features ful
I [m] .NET Framework 4.6 Features (2 of 7 installed)
1 [] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[[] BitLocker Network Unlock

[] BranchCache

[] Client for NFS

] Containers

[[] Data Center Bridging

[] Direct Play

[C] Enhanced Storage

[ Failover Clustering

Group Policy Management

[[] Host Guardian Hyper-V Support

[] 170 Quality of Service

[C] 11S Hostable Web Core

[C] Internet Printing Client

[] 1P Address Management (IPAM) Server

[ iSNS Server service v

ADFS4-test-aai wind surfnetnl

Description

Remote Server Administration Tools

includes snap-ins and command-line

tools for remotely managing roles
and features.

<Previous | [ Net> | |
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10. Klik nog een keer op ‘Next’
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& Add Roles and Features Wizard - o x

. . . . DESTINATION SERVER
Active Directory Domain Services ADFSt-est-asvindsurfnet
Befors Yo Baoin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
. on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users.

r Selection

Things to note:

Roles

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

« AD DS requires a DNS server to be installed on the network. If you do not have a DNS server

installed, you will be prompted to install the DNS Server role on this machine.

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

] [(ww
a

11. Vink het ‘Restart the destination server automatically if required’ vinkje aan en klik op ‘Install’.

[ Server Manager

[ Add Roles and Features Wizard — ] %
Confirm installation selections ADFSA it asisdnd surnec

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services

Group Policy Management

ati
Remote Server Administration Tools Fail

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Filter yel

a.
12. Klik op ‘Close’ wanneer de installatie succesvol is verlopen



fi Add Roles and Features Wizard — O %

1
3 . DESTINATION SERVER
Installation progress ADFS4 st aaiwind sufnet
View installation progress
o Feature installation
Configuration required. Installation succeeded on ADFS4-test-aai.wind.surfnet.nl.
Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
igu

AR

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details. |

Export configuration settings

a. Filter el (2w (R~
13. Klik in de Servermanager op het viaggetje voor meldingen en kies voor de Post-deployment actie ‘Promote this server to a
domain controller’

Server Manager * Local Server O FA Manage  Tooks

BN SROPERTIES §, Post-deployment Configura... |
l For ADFS4-test-aa
_ Configuration required for Active Directory Domain
ADFS4-test-aa Services at ADFS4-TEST-AAI 9-3-2018 01:06

Computer name

Workgroup WORKGROUP Promote this server to a domain controller Never check for upi
9-3-2018 01:49

a. & Post-deolovment Confiauration
14. In deze stap kan je kiezen of de machine wordt toegevoegd aan een bestaand domein of niet. Wij kiezen er in deze stap voor
om een nieuwe forest aan te maken en geven de naam hiervoor op.

Fs: Server Manage

Server Manager * Local Server -® | FA Manage

i PROPERTIES

For ADFS4-test-aai

I Dashboard

Local Server

T . ) o _ 0
#i5 Al Servers [ Active Directory Domain Services Configuration Wizard O X ]
AD DS 0
;- D . ‘ ~ C f —i] TARGET SERVER
&% ADFS eployment Contiguration ADFS4-test-aaiwind.surfnet.nl
ii File and Storage S¢
Deployment Configuration
Select the deployment operation
Domain Con r Options -
D Add a domain controller to an existing domain "
Additional Options ) Add a new domain to an existing forest 4
® Add a new forest
Specify the domain information for this operation
Root domain name: wind.surfnet.nl B¢

More about deployment configurations

a. — - S
15. Verander niets aan de settings, geeft een nieuw wachtwoord op en klik op ‘Next’




a

16. Klik in deze stap op ‘Next’

a

age 5S¢

s Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Select functional level of the new forest and root domain

[m] X

TARGET SERVER

ADFS4-test-aai.wind.surfnet.nl

Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password:

DNS Options Forest functional level: I Windows Server 2016 i
Additional Options Domain functional level: [W’lndows Server 2016 ¥
Paths Specify domain controller capabilities
Review Options Domain Name System (DNS) server
Preraguisites Chack +| Global Catalog (GC)

Confirm password:

More about domain controller options

< Previous Next >
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E:. Active Directory Domain Services Configuration Wizard

DNS Options

TS
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TARGET SERVER

ADFS4-test-aai.wind.surfnet.nl

| A, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x

Deployment Configuration : ’ .
Specify DNS delegation options

Domain Controller Options

Create DNS delegation

Additional Options
Paths
Review Options

Frerequisites Check

More about DNS delegation

|<Previous‘| Next >
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17. Controleer of de NETBIOS naam voor het domein klopt of pasihem aan naar de juiste en klik op ‘Next’




[ Active Directory Domain Services Configuration Wizard - O X

e . TARGET SERVER
Addmona‘ Opt‘ons ADFS4-test-aai.wind.surfnet.nl

Deployment Configuration ) ) . )
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
The NetBIOS domain name: WIND

DNS Options

Review Options

Prerequisites Chec

More about additional options

[Eree] ] [ o

a.
18. In deze stap kan u de diverse paden wijzigen. Wij laten deze ongewijzigd en klikken hier op ‘Next’
f Active Directory Domain Services Configuration Wizard - O X
Path TARGET SERVER
at S ADF54-test-aai.wind.surfnet.nl

Deployment Configuration i
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options
DNS Options Database folder: ‘C:\Windows\NTDS E
Additional Options Log files folder: ‘C:\Wlndows\NTDS E
[cAWindows\sysvoL =]

SYSVOL folder:

Review Options

Prerequisites Check

More about Active Directory paths

‘ < Previous ‘ | Next > | Install
a

19. Er wordt een overzicht van de instellingen gegenereerd. Klik in deze stap op ‘Next’



fe Active Directory Domain Services Configuration Wizard - O X

R . O . TARGET SERVER
eview pt 1ons ADFS4-test-aai.wind.surfnet.nl

Deployment Configuration | Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest.
DNS Options The new domain name is "wind.surfnet.nl". This is also the name of the new forest.

. | ions
e B The NetBIOS name of the domain: WIND

Paths

Forest Functional Level: Windows Server 2016

Prareguisites Check Domain Functional Level: Windows Server 2016
Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

‘ < Previous ‘ | Next > | Install

a.
20. Wij krijg een aantal warnings, die wij in deze situatie mogen en kunnen negeren. Klik in deze stap op de knop ‘Install’
s Active Directory Domain Services Configuration Wizard - O X
P . t Ch I'( TARGET SERVER
rerequ' s eC ADFS54-test-aai.wind.surfnet.nl
g
| & All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X

Deployment Configuration . 2 ’ . S 5
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options|  computer

DNS Options Rerun prerequisites check
Additional Options
Paths @ View results
!

Windows Server 2016 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
Prerequ cryptography algorithms when establishing security channel sessions.

Review Options

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

1. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both |Pv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Next > ‘ Install ‘ | Cancel |

a.
21. De server zal een keer opnieuw opstarten en vanaf nu is uw server een Domain Controller en onderdeel van een domein.

ADFS Server Software installeren

Onderstaand gedeelte van deze handleiding is te gebruiken voor het installeren van de ADFS Server Role op Windows Server 2016.

('D Stappenplan AD FS Server Software Installeren

1. Start de Server Manager tool op de machine die als ADFS Server ingericht wordt.



Server Manager

a.

2. Kilik op “Add Roles and Features”.

[ Server Manager
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Hide
LEARN MORE
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3. Klik op “Next >"
[ Add Roles and Features Wizard — O >
B f b H DESTINATION SERVER
efore you begin st 2

Installation Type

Server Selection

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

< Previous

a

4. Klik op “Role-based or feature-based installation” en klik op “Next >":



Fﬁ Add Roles and Features Wizard —
Select installation type

machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation

or session-based desktop deployment.

| < Previous | | MNext > | Install

a

[m] hed

DESTINATION SERVER

adfsd-zai

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

5. Selecteer “Select a server from the server pool”, kies de juiste server en klik op “Next >":

Fﬁ Add Roles and Features Wizard —

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

DESTINATION SERVER

adfsd-zai

Installation Type Select a server from the server pool

() Select a virtual hard disk

ver Selection

Server Roles Server Pool
Features
Filter: |
Name IP Address Cperating System

145.0.6.179 Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next > Install

a

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

6. Selecteer “Active Directory Federation Services” en klik op “Next >":




-ﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features
ADFS

Confirmation

a

Select one or more roles to install on the selected server,

Roles

[ Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

o

[] Active Directory Certificate Services -
[7] Active Directory Domain Services

[] Web Server (11S) v

- [m] hed

DESTINATION SERVER
adfsd-zai

Description

Active Directory Federation Services
(AD F5) provides simplified, secured
identity federation and Web single
sign-on (550) capabilities. AD F5
includes a Federation Service that
enables browser-based Web 550.

< Previous | |

Next =

Install

Procedure

7. Klik “Next >" in het Features overzicht:

-h Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
ADFS

Confirmation

a

Select one or more features to install on the selected server.

Features

[N NET Framework 3.5 Features
i [W] .NET Framewark 4.6 Features (2 of 7 installed)
| Background Intelligent Transfer Service (BITS)

[1 BitLocker Drive Encryption

[ BitLocker Netwark Unlock

[] BranchCache

[ Client for NFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[[] Enhanced Storage

[ Failover Clustering

[] Group Palicy Management

[] Host Guardian Hyper-V Support

[ O Quality of Service

[] 1S Hostable Web Core

[] Internet Printing Client

[ 1P Address Management (IPAM) Server

[ iSNS Server service W

DESTINATION SERVER
adfzd-aai

Description

.MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | | Next >

Install

8. Klik op “Next >":



[ Add Roles and Features Wizard — O *
. - . . DESTINATION SERVER
Active Directory Federation Services (AD FS) adt za
Before You Begin Active Directory Federation Services (AD FS) provides Web single-sign-on (550) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS helps organizations
Installation Type bypass the need for secondary accounts by allowing you to project a user's digital identity and access
Server Selection rights to trusted partners. In this federated environment, each crganization centinues to manage its
own identities,
Server Roles
Faatures Things to note:
* This computer must be joined to a domain before you can successfully install the Federation Service.
_ * The Web Application Proxy role service in the Remote Access server role functions as the federation
Confirmzticn service proxy and cannot be installed on the same computer as the federation service,
Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to doud and on-premises web
apps.
Learn more about Azure Active Directory
Configure Office 365 with Azure Active Directory Connect
< Previous | | Next = Install
a.
9. Klik op “Install”:
= Add Roles and Features Wizard — O *
. . . . DESTINATION SERVER
Confirm installation selections adfi-aa
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
= been selected automatically. f you do not want to install these optional features, click Previous to clear
SEIERDES their check boxes.
Features
AD FS Active Directory Federation Services
Export configuration settings.
Specify an alternate source path
- Next = | Install | | Cancel |
a

10. Wacht eventueel tot de installatie afgerond is. De wizard mag afgesloten worden, de installatie zal op de achtergrond
doorgaan.



DESTIMATION SERVER

Select role services WIN-SKSFFNPFAT)

Before You Begin Select the role services to install for Active Directory Federation Services

Installation Type Role services Description

Server Selection T Federation Service provides security
erd| S| = & . .

Server Roles = tokens to client applications in

4 [ ADFS 1.1 Web Agents response to requests for access to
[] AD FS 1.1 Claims-aware Agent resources,

[] AD FS 1.1 Windows Token-based Agent
[] Federation Service Proxy

Features

Web Server Role (IIs)

Role Services

Confirmation

| < Previous | | MNext » | | Install | | Cancel |

a.
11. Als de installatie afgerond is zal er een “Post-deployment” waarschuwing “Configuration required for Federation Service at ...”

verschijnen in het Server Manager Dashboard. Klik op “Configure the federation service on this server” om de installatie van
ADFS te voltooien.

 Server Manager

Server Manager * Dashboard

. Post-deployment Configura.
'WELCOME TO SERVER MANAGER
Configuration required for Active Directory
(=S Federation Services at ADFS4-AAI
B& All Servers onfigure the s server,
" a Configu|__ Ceouete i
¢ ADFs
° @ Festure nstalation
R File and Storage Services b —
2 Addrg e e eemerier oy
adisd-aai
3 Addot Add Roles and Features
WHAT'S NEW
4 Create  TaskDetis
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Server groups: 1 | Servers total: 1
File and Storage
29 ADFs 1 g ol 9 1
Services
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Performance Services
Performance BPA results Performance
BPA results BPA results
6-2-2018 1419

12. Klik “Next > “in het eerste scherm:




[z Active Directory Federation Services Cenfiguration Wizard — O =

Wel TARGET SERVER
glicome adfs4-aai. TESTDOMEIN.nl

Welcome to the Active Directory Federation Services Configuration Wizard.

Connect to AD DS

Specify Service Properties Before you begin configuration, you must have the following:

Specify Service Account * An Active Directory domain administrator account.
Specify Database * A publicly trusted certificate for SSL server authentication.

AD FS prerequisites

Select an option below:
(®) Create the first federation server in a federation server farm

() Add a federation server to a federation server farm

Configuring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect.

< Previous Next > Configure Cancel

a.
13. Kies het AD Administrator account en klik op “Next > *:
[ Active Directory Federation Services Configuration Wizard — O hed
o 2 - c TARGET SERVER
Connect to Active Directory Domain Services A
= Specify an account with Active Directory domain administrator permissions to perform the
Connect to AD D5 federation service configuration.
Specfy Service Froperties TESTDOMEINAdministrator (Current user)
Specify Service Account
Specify Datzbase
| < Previous. | | Next > | Configure
a

14. Kies het vooraf geinstalleerde SSL certificaat (Appendix A) waarmee de ADFS dienst ontsloten zal worden en een handige
“Displayname” bijvoorbeeld Login Universiteit Harderwijk). Klik op “Next >":



& Active Directory Federation Services Configuration Wizard

- [m} >

TARGET SERVER

Specify Service Properties adfsd-aai.TESTDOMEIN.nl

S5L Certificate: logind.wind.surfnet.nl N

View

Spacify Service Account Federation Service Name: adfsd-aai.wind.surfnet.nl

Specify Database Example: fs.contoso.com
Federation Service Display Name: Logind SURFnet
Users will see the display name at sign in.

Example: Contoso Corporation

| < Previous | | Next > | Configure Cancel

a

15. De waarschuwing in de gele balk kan opgelost worden door op Show more” te klikken en het voorgestelde commando “Add-
KdsRootKey -EffectiveTime (Get-Date).AddHours(-10)" in een Powershell uit te voeren. Kies voor een eenvoudige installatie

een domain Administrator account voor het installeren van de ADFS service. Uit veiligheidsoogpunt en voor de
beheersbaarheid kan er voor worden gekozen om een Group Managed Service Account te gebruiken:

f& Active Directory Federation Services Configuration Wizard - O X

TARGET SERVER

Specify Service Account adfsd-aai.TESTDOMEIN.nl

| i, Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll... Show maore »
Welcome . .
Specify a domain user account or group Managed Service Account,
Connectto AD DS
Create a Group Managed Service Account
Account Name: TESTDOMEINY
s Database @ U g . q
L ® Use an existing domain user account or group Managed Service Account
Account Name: TESTDOMEIN\Admi.. | Clear || Select.

Account Password: ssesvesnernne |

| < Previous. | | Next > | Configure Cancel

a

16. Selecteer “Create a database on this server using Windows Internal Database.” en klik op “Next >":




[ Active Directory Federation Services Configuration Wizard — O X

5 ) c TARGET SERVER
Specify Configuration Database adfsd-aai. TESTDOMEIN.nl

Welcome ) - . - -
Specify a database to store the Active Directory Federation Service configuration data.

®

Connect to AD DS

21

Specify Service Properties
Specify Service Account () Specify the location of a SOL Server database.

Database Host Name:

Review Cptions

Pre-requisite Chacks Database Instance:

To use the defoult instance, leave this field blank.

< Previous. | | Next > Configure

a.
17. Klik op “Next >":
s Active Directory Federation Services Configuration Wizard O X
R . O : TARGET SERVER
eview Options adfs4-aai. TESTDOMEIN.nl
Welcome Review your selections:
Connect to AD DS Th_IS server will be Iconflgured as the primary server in a new AD FS farm ‘adfsd-
aai.wind.surfnetnl’.
Specify Service Properties
Specify Service Account AD FS configuration will be stored in Windows Internal Database.
Spacify Datzbasze Windows Internal Database feature will be installed on this server if it is not already installed.

Federation service will be configured to run as TESTDOMEIN\Administrator.

Pre-requisite Checks

These settings can be exported to a Windows PowerShell script to automate

additional installations
< Previous | | Next > Configure

a

18. Klik op.“Configure”:



& Active Directory Federation Services Configuration Wizard — O X

P 2 o C h |< TARGET SERVER
re-requl site eCKsS adfs4-aai. TESTDOMEIN.nl
| @ Al prerequisite checks passed successfully. Click ‘Configure’ to begin installation. Show more x

Welcome - ’ A . B ) -

Prerequisites must be validated before Active Directory Federation Services is configured on this

Connact to AD D5 computer.

Sp vice Properties Rerun prerequisites check

Sp ervice Account

Specify Database (@) View resuits

Review Options @ Prerequisites Check Completed

o All prerequisite checks passed successfully. Click ‘Configure’ to begin installaticn.

Pre-requisite Checks

Next > Configure | | Cancel

a.
19. Wacht tot de installatie voltooid is en klik op “Close”:

[z Active Directory Federation Services Configuration Wizard — O *

R It TARGET SERVER
esults adfs4-aai. TESTDOMEIN.nl

| ® This server was successfully configured Show more x

@ View detailed operation results

1. A machine restart is required to complete ADFS service configuration. For more
information, see: hitp://go.microsoft.com/fwlink/7Linkld=798725

1. The S50 certificate subject alternative names do not support host name 'certauth.adfs4-
aai.wind.surfnet.nl’. Configuring certificate authentication binding on port '49443" and
hostname ‘adfs4-aai.windsurfnetnl’.

1. The S5L certificate does not contain all UPN suffix values that exist in the enterprise. Users
with UPN suffix values not represented in the certificate will not be able to Workplace-Join
their devices. For more information, see http://go.microsoft.com/fwlink/?Linkld=311954.

Next steps required for completing your federation service deployment

Need to monitor AD FS service? Use Azure Active Directory Connect Health.

< Previous Next > Close Cancel
a

20. Om ve.rder te gaan zijn er claim beschrijvingen nodig. “step 4” op de wiki (https://wiki.surfnet.nl/display/services
/Configure+Office+365+with+AD FS+and+SURFconext+Step-by-Step) is hierbij nodig. Open PowerShell en voer de volgende
commando’s uit:

Claim description PowerShell

# Create AD FS O ai m Descri ptions

# ADD U D CLAI M DESCRI PTI ON
Add- ADFSC ai nDescription -Name urn:nace:dir:attribute-def:uid -d ai nType urn:mace: dir:
attribute-def:uid -ShortName uid -1sAccepted $false -1sOfered $fal se

# ADD MAIL CLAI M DESCRI PTI ON
Add- ADFSCl ai nDescription -Nanme urn:mace:dir:attribute-def: mail -d ainType urn: mace: dir:
attribute-def:mail -ShortName mail -1sAccepted $false -1sOfered $fal se


https://wiki.surfnet.nl/display/services/Configure+Office+365+with+ADFS+and+SURFconext+Step-by-Step
https://wiki.surfnet.nl/display/services/Configure+Office+365+with+ADFS+and+SURFconext+Step-by-Step

# ADD DI SPLAYNAME CLAI M DESCRI PTI ON
Add- ADFSCl ai nDescri ption -Nanme urn:mace:dir:attribute-def:di splayNanme -d ai nifype urn: mace:
dir:attribute-def:displayName - ShortNane di spl ayNanme -1sAccepted $false -1sOffered $fal se

# ADD schacHoneOr gani zati on CLAI M DESCRI PTI ON

Add- ADFSCl ai nDescri pti on - Nanme schacHomeOr gani zation - ai nifype urn: nece:terena.org:
attri but e-def: schacHomeOr gani zati on - Short Name schacHonmeOr gani zation -1sAccepted $true -
IsOfered $true

# ADD eduPersonAffiliation CLAI M DESCRI PTI ON

Add- ADFSCl ai nDescri ption -Nanme urn:mace: dir:attribute-def: eduPersonAffiliation -C ainfType
urn:mace: dir:attribute-def: eduPersonAffiliation -ShortName eduPersonAffiliation -1sAccepted
$true -1sOfered $true

# ADD eduPer sonEntitlenent CLAl M DESCRI PTI ON

Add- ADFSCl ai nDescri ption -Nanme urn:mace: dir:attribute-def: eduPersonEntitlement -d ainfType
urn: mace: dir:attribute-def: eduPersonEntitl ement -ShortNanme eduPersonEntitlenment -1sAccepted
$false -1sOffered $fal se

# ADD enpl oyeeNunber CLAI M DESCRI PTI ON

Add- ADFSC ai nDescri ption -Name urn:nace:dir:attribute-def:enpl oyeeNunber -C ai nifype urn: mace:
dir:attribute-def: enpl oyeeNunber -ShortNane enpl oyeeNunber -1sAccepted $false -1sOffered

$f al se

21. Stap 5 in de wiki beschrijft het toevoegen van de “SURFconext Relying Party Trust”. Download het configuratiebestand: Claiml

22.

23.

24. Start “ADFS Management”:

ssuanceRules.txt (op https://edu.nl/grg3c)
De url van de metadata ($MetaDataURL) is afhankelijk op welke omgeving van SURFconext wordt aangesloten (De productie-
of testomgeving):

a. De "productie omgeving van SURFconext" is t.b.v. productie diensten en productie IdP's. De Public SAML
metadata (de entity descriptor) van de SURFconext SP Proxy voor deze omgeving staat op https://metadata.
surfconext.nl/sp-metadata.xml.

b. De "test omgeving van SURFconext" is voor het aansluiten van nieuwe diensten & IdP's. Deze omgeving heeft
eigen SAML endpoint en staat geheel los van de "productie omgeving van SURFconext" omgeving van SURFconext".
De metadata voor jouw IdP is hier te vinden: https://metadata.test.surfconext.nl/sp-metadata.xml

De Public SAML metadata (de entity descriptor) van de SURFconext IdP Proxy voor deze omgeving is te vinden op onze meta
data-pagina. Overweeg om te beginnen op onze testomgeving. Raadpleeg onze wiki wat deze omgevingen voor je kunnen
betekenen. Gebruik de SURFconext SP proxy metadata van test of productie. Kopieer onderstaande PowerShell commando’
s en voer deze uit nadat bij $MetaDataURL de juiste url is ingesteld (22.) en $ClaimlssuanceFile het pad naar het zojuist
gedownloade bestand is ingesteld

Claim description PowerShell

# CREATE SURFCONEXT RELYI NG PARTY TRUST

$Rel yi ngPart yTrust Nane = " SURFconext"

$Met aDat aURL = "https:// nmetadat a. surfconext.nl/sp-netadata. xm"

$C ai m ssuanceFil e = "THE LOCATI ON OF YOUR CLAI M | SSUANCE RULE FI LE"
$ACPNane = "Pernit everyone"

Add- ADFSRel yi ngPartyTrust -Name $Rel yi ngPartyTrust Nane - Met adataUr|l $MetaDat aURL -
| ssuanceTr ansf ornRul esFi | e $C ai m ssuanceFi | e - Aut oUpdat eEnabl ed: $true -
Moni t ori ngEnabl ed: $true - AccessCont rol Pol i cyNane $ACPNane

Active Directory Users and Com...
M

AD F5 Management

ADSI Edit
M

Component Services

m 6 ;|

25. Ga naar “Relying Party Trust” en klik rechts op “SURFconext” > “Edit Claim Issuance Policy..."

a


https://edu.nl/grq3c
https://edu.nl/grq3c
https://edu.nl/grq3c
https://metadata.surfconext.nl/sp-metadata.xml
https://metadata.surfconext.nl/sp-metadata.xml
https://metadata.test.surfconext.nl/sp-metadata.xml
https://metadata.surfconext.nl/sp-metadata.xml
https://metadata.surfconext.nl/sp-metadata.xml
https://wiki.surfnet.nl/display/surfconextdev/Environments

@i ADFS - X
g File Action View Window Help - 8%
= xo B
[£] ADFS Relying Party Trusts Actions
v [ Senvice h
Relying Party Trusts -
[7] Attribute Stores Ensbled _ Type ket ((RElyingParmy
= ; / Add Relying Party Trust..
= 2“‘";”““““” Wethods Update from Federation Metadata... ying Party
7] Certificates
- Edit Access Control Policy... View s
[ Claim Descriptions
[ Device Registration Edit Claim Issuance Policy... New Window from Here
[ Endpoints Enable |G Refresh
1 Scope Descriptions Properties ﬂ Help
[] Web Application Proxy
[ Access Control Policies Delete SURFconext -
7 [Py (e T Help Updste from Federation Metadata...
[ Claims Provider Trusts
= Application Groups Edit Access Control Policy...
Edit Claim Issuance Policy...
Enable
Properties
K Delete
H Help
< >
it claim issuance poli ‘or the selected relying party trust
a. |Editci policy for the selected relying party
26. Kilik op “eduPersonEntitlement (SURFdrive)” en kies “Remove Rule...” > “OK":
Edit Claim Issuance Pelicy for SURFconext X

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

1 AD attributen um mace dirattibute-def:...
2 schacHomeOrganization schacHomeOrganization

3 eduPerson Affiliation (employee) um mace dirattibute-def:...
4 eduPerson Affiliation (student) um mace dirattibute-def:...
3 eduPersonEntitlement (SURFdrive) um mace dirattibute-def:...
6 schacPersonal UnigueCode <See claim rules

7 Immutable!D <See claim rule>

Add Rule.. | EdtRule.. | | Remove Rule.. :

0K Cancel

a

Apply

27. Kies voor “schacHomeOrganization” > “Edit rule...”:



Edit Claim Issuance Policy for SURFconext X

Issuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims
1 AD attributen um:mace:dirattibute-def:...
2 schacHomeOrganization schacHomeOrganization
3 eduPersonAffiliation (employee) um:mace:dirattibute-def:..
4 eduPersonAffiliation (student) um:mace:dirattibute-def:..
5 schacPersonalUniqueCode <See claim nile:
3 ImmutablelD <See claim nule>
Add Rule... Remove Rule...
QK Cancel Apply

a.
28. Kies voor “Browse” bij “User's group” en vul “Domain Users” in > “OK” en weer “OK™:

Yeu o corfigues i rule 0 send adar baved on o uter's Actowe Drectory grog membarsiep. Specily te
group il e uses s o memiber ol and woeoly e ol pong clam (e ancl ke 1 s

it e e
e ———
Fude tempsiae - Sered Group Membershp o o O

; User's gromgy.

| |52 T | S0 ETERS B 12 ER62 513 Brrwse
| O Sotect Group *

=
Saluct s chiuct frpm
[P byt Trpax
Feom this lacstion

| e Dirwclary Locatens.

"™ Eniee e tweol rames 10 sslect jrgie

orye Loy uedh Marses
Advanosd aK Canodd
v Fude Larguage. O Carwesl

a.

29. Doe hetzelfde voor de eduPersonAffiliation Student en Employee. Vul bij Student de studenten AD groep in. Bij Employee de
medewerkers AD groep. Indien deze AD groepen nog niet bestaan maak deze dan aan. En Klik “OK” om dit scherm te sluiten.

30. Custom claim rules. Het kan voorkomen dat de gewenste waarde van een bepaald attribuut niet beschikbaar is in AD maar
wel daaruit afgeleid zou kunnen worden. Een voorbeeld is schacPersonalUniqueCode. De vereiste syntax van dit attribuut is: u
rn:schac:personalUniqueCode:nl:local:<schacHomeOrganisation>:<id_type>:<id_token>. Let op dat de waarde een URN is en
daarom moet voeldoen aan de eisen die aan een URN gesteld worden. Een belangrijke eis is dat een URN geen spaties mag
bevatten. Bijvoorbeeld: urn:schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:90210. Hiervan is het employeeid
“90210" waarschijnlijk wel beschikbaar als medewerkernummer en kan het attribuut dus samengesteld worden uit de tekst “urn:
schac:personalUniqueCode:nl:local:uniharderwijk.nl:employeeid:” en bijvoorbeeld (de waarde van) het AD attribuut Employee-
Number. Hiervoor kennen we de waarde van het AD attribuut Employee-Number eerst toe aan “urn:mace:dir:attribute-def:
employeeNumber” en stellen daarmee later de personalUniqueCode samen.

31. Edit opnieuw de Claim Rules van de Relying Party SURFconext


http://uniharderwijk.nl
http://uniharderwijk.nl

a

G File Action View Window Help

b (7] Service

4 [ Trust Relationships
(] Claims Provider Trusts
7 Relying Party Trusts
7 Attribute Stores

b [ ] Authentication Policies

Relying Party Trusts | Actions

Display Name
ice Registration Service

Enabled Type Identifier

Yes WS-T.

| Update from Federation Metadata...

Edit Claim Rules...

Disable

Properties

Delete

Help

<[

D]

Add Relying Party Trust
Add Mon-Claims-Aware Relying...
View
New Window from Here

Refresh

Help

Update from Federation Metada...
Edit Claim Rules..
Disable
Properties

K Delete

Help

»

Edit claim rules for the selected relying party trust

32. Edit opnieuw de “AD Attributen” rule.

a

Issuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name
AD Mtributen

schacHomeOrganization
eduPerson Affiliation (employes)
eduPerson Affiliation (student)
eduPemson Entitlement {admin)
schacPersonal UniqueCode

Issued Claims

MName |0 um:mace dir:attr...
um:maceterena ongattrb....
um:mace:dirattibute-def...
um:mace:dirattibute-def:...
um:mace:dirattibute-def:...

«See claim rule:

33. Voeg een regel toe die Employee-Number koppelt aan “urn:mace:dir:attribute-def:employeeNumber”.




You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAF attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.

Claim rule name:

[AD Attributen

Rule template: Send LDAP Attributes as Claims

Attribute store:
| Active Directory W

Mapping of LDAP attributes to outgeing claim types:

;E:E_Ix;ibute (Select ortypeto COutgoing Claim Type (Select or type to add mare) fad
User-Principal-Name v |[Name |D

SAM-Account-Name v (ummace dirattribute-def uid =
Display-Name v [lum:mace dir:attribute-def displayMame w
E-Mail-Addresses v |ummace dirattribute-def mail vl
» Employee-Number v [[ummace dir attribute-def employse Number| w
b
View Rule Language... [ ok |[ cancel |

a.
34. Sla de rule op en voeg een Custom claim rule toe door op de “Add Rule...” knop te klikken.

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order FRule Name Issued Claims

1 AD Attributen Name 1D,um:mace dir:attr...
2 schacHomeOrganization um:mace terena org:attrb. ..
3 eduPersonAffiligtion (employee) um:mace dirattibute-def:...
4 eduPersonAffiliation (student) um:mace dirattibute-def...
5 eduPersonEntitlement (admin) um:mace dirattibute-def:..

a.

35. Kies in het volgende venster voor “Send Claims Using a Custom Rule” en klik op “Next”:

36. Geef de rule een beschrijvende naam zoals “schacPersonalUniqueCode” en creéer de gewenste attribuutsamenstelling op
basis van een tekst en één of meerdere bestaande attributen.

c:[Type == "urn:mace: dir:attribute-def: enpl oyeeNunber"]

. => jssue(Type = "urn:schac: attribute-def: schacPersonal Uni queCode", Value = "urn:schac:
i personal Uni queCode: nl : | ocal : uni harderw j k. nl : enpl oyeei d:" + c.Val ue);




# Bovenstaande code dient als vol gt gel ezen worden:

#Al's een attribuut van het type “urn:mace:dir:attribute-def: enpl oyeeNunber” bestaat, bewaar
dit attribuut dan in variabele “c” en geef een nieuw attribuut van type “urn:schac:attribute-
def : schacPer sonal Uni queCode” uit nmet een sanenstelling van de letterlijke tekst urn:schac:
per sonal Uni queCode: nl : | ocal : uni harderwi j k. nl : enpl oyeei d:” en de waarde van het attribuut in
variabele “c”.

Het venster ziet er dan ongeveer zo uit:

Edit Rule - schacPersonalUnigueCode -

You can configure a custom claim rule, such as a rule that requires muttiple incoming claims or that extracts
claims from a SQL attibute store. To corfigure a custom rule, type one or more optional condtions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

schacPersonalUniqueCode

Rule template: Send Claims Using a Custom Rule

Custom rule:

c:[Type == "urn:mace:dir:attribute-def:employeelumber”] ~
=> isgsgue(Iype = "urn:schac:attribute-def:schacPerscnallnigquelode™,

Value =
"urn:schac:peracnallniqueCode:nl:local:uniharderwijk.nl:employeeid:" +

c.Value) ..'|

[ ok || cenea |

37. Als de Rule compleet is, klik dan op “OK".
38. Een meer geavanceerde rule, welke ook de “schacHomeOrganization” en de “affiliation” meeneemt, ziet er dan als volgt uit:

cl:[Type == "urn:mace:dir:attribute-def:enpl oyeeNunber"] &&
c2:[Type == "urn: mace:terena.org: attri but e-def: schacHomeOr gani zati on"] &&
c3:[Type == "urn:mace: dir:attribute-def: eduPersonAffiliation"]
=> jssue(Type = "urn:schac: attribute-def:schacPersonal Uni queCode", Value = "urn:schac:
per sonal Uni queCode: nl : local : " + c2.Value + ":" + c¢3.Value + "id:" + cl.Value);

39. eduPersonScopedAffiliation. Om eduPersonScopedAffiliation toe te voegen aan de ADFS claims kan de volgende Custom
claims rule gebruikt worden, er vanuit gaande dat de claims "urn:mace:dir:attribute- def:eduPersonAffiliation" en "urn:mace:tere
na.org:attribute-def:schacHomeOrganization" zoals eerder in deze handleiding beschreven, correct gedefinieerd zijn. Kies
weer voor "Edit Claim rules" en "Add Rule". Kies in het volgende scherm voor "Send Claims Using a Custom Rule" en klik op
"Next". Geef de Rule een beschrijvende naam zoals "Create eduPersonScopedAffiliation” en plak de volgende code in het
"Custom Rule" venster:

def : eduPer sonScopedAffiliation", Value = cl.Value + "@ + c2.Val ue);

i cl:[Type == "urn:mace:dir:attribute-def:eduPersonAffiliation"] && H
i c2:[Type == "urn:nece:terena.org: attribute-def:schacHomeO gani zation"] :
: => issue(Type = "urn:mace:dir:attribute-

Klik "Finish" en klik "Ok" in de "Edit Claims Rules" dialoog. Test hierna de uitgifte van het nieuwe attribuut.


http://terena.org
http://terena.org

lssuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the refying party.

Order FRule Name

AD Attributen
schacHomeOnganization
eduPersonAffiliation (employes)
eduPersonAffiliation (student)
eduPersonEntitlement (admin)
schacPersonalUniqu: e

Pl (N D P =

Issued Claims

Name |D.um:mace:dirattr...
um:mace terena.org attrib....
ummace dirattribute-def:...
um mace dirattibute-def:. .
um mace dirattibute-def:...

OK

| [ cancel

ooty |

a

40. Toevoegen claim op basis van groepslidmaatschap, bv eduPersonEntitlement:

c: [ Type

Original | ssuer,

hi er het SID van de juiste AD groep>"
=> jssue(Type = "urn: mace: dir:attribute-def:eduPersonEntitlenent"”,
nl : surfconext.nl:surfnet.nl:eduvpn: adm n",
Val ueType = c. Val ueType);

| ssuer

| ssuer

= c. | ssuer,

http://schemas. mi crosoft. conf ws/ 2008/ 06/ i dentity/clai nms/groupsid, Value == "<Type
"AD AUTHORI TY"]
Val ue = "urn: nace: surfnet.
Originallssuer = c.

41. Klik "Finish" en klik "Ok" in de "Edit Claims Rules" dialoog. Test hierna de uitgifte van het nieuwe attribuut.

42. Klik rechts op “SURFconext” en kies “Enable”:

<

Opens the properties dialog box for the current selection

i ADFS - O 4
G File Action View Window Help |- =%
L AR ol 7|
[ ADFS Relying Party Trusts Actions
v [ Senice e "
11 Attribute Stores Display Name Enabied  Type  identfi | Relying Party Trusts A
Add Relying Party Trust...
g ’2“:‘:"“[‘3“"" Methads Update fram Federation Metadata... i ying Party
ertificates
1 Clim Descriptions Edit Access Control Policy. View 4
[ Device Registration Edit Claim Issuance Policy... New Windaw from Here
(] Endpoints Enable |G Refresh
] Scope Descriptions Biopethes H rep
[ Web Application Proxy
[ Access Control Policies Delete | SURFconext -
g Relying Party Trusts Help Update from Federation Metadats...
Claims Provider Trusts
) Applcation Groups Edit Access Control Policy.
Edit Claim Issuance Policy..
Enable
Properties
K Delete
H Hep




43. De Server Manager moet eruitzien zoals onderstaand:

| % Server Manager

3@ ~  Server Manager * Dashboard @1 F Manege Tods  view Help

WELCOME TO SERVER MANAGER

| Dashboard

§ Local Server

& Al Servers . .
- 0 Configure this local server
i ADDs =
&% ADFS ‘QUICK START
2 DNs 2 Add roles and features
] 3 .
J et S e s 3 Add other servers to manage
WHAT'S NEW . )
4 Create a server group
5 r to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:4 | Servergroups:1 | Servers total: 1
i§ apDs 1 2% ADFs 1 £ Dns 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results

ADFS Proxy installeren

Algemeen

Het is belangrijk dat de ADFS Proxy de ADFS server onder de voor de ADFS service gekozen DNS naam kan bereiken. De Proxy zelf moet
echter onder dezelfde naam voor de buitenwereld (het internet) bereikbaar zijn. Hiervoor kan een split-DNS configuratie ingericht worden. Dit is
een Domain Name System (DNS) implementatie waarbij verschillende verzamelingen DNS gegevens worden geleverd afhankelijk van de bron
van het DNS verzoek. In de praktijk komt het er op neer dat de DNS server voor een computer binnen het intranet een private adres van de
server binnen de intranet grenzen geeft en voor gebruikers van buitenaf (het internet) het adres van de server in de DMZ of de firewall/router die
verbonden is met de server. Als dat niet mogelijk is, moet de Proxy op een andere manier verteld worden wat het IP adres van de ADFS server
is. Dit kan met behulp van de hosts file (C:\Windows\System32\Drivers\etc). Voeg hiervoor een regel toe met vooraan het fysieke adres van de
ADFS server en daarachter de servicenaam waaronder de ADFS dienst beschikbaar is:

Copyright (c) 1993-2009 M crosoft Corp.
This is a sanple HOSTS file used by Mcrosoft TCP/IP for W ndows.

This file contains the mappings of |IP addresses to host names. Each
entry should be kept on an individual line. The |IP address shoul d

be placed in the first colum followed by the correspondi ng host nane.
The I P address and the host nane shoul d be separated by at |east one
space.

Addi tionally, coments (such as these) may be inserted on individual
lines or follow ng the machi ne nane denoted by a '#' synbol.

For exanpl e:

102. 54. 94. 97 rhi no. acne. com # source server
38.25.63. 10 X. acme. com # x client host
| ocal host name resolution is handled within DNS itself.
#127.0.0.1 | ocal host
#:.:1 | ocal host


https://en.wikipedia.org/wiki/Split-horizon_DNS

145.0. 6. 22 | ogi n2. wi nd. surfnet.nl

Let op: dit bestand is alleen als Administrator te bewerken. Start hiervoor een Notepad op onder “run as Adminstrator” conditie.

ADFS Proxy installeren

We gaan nu de ADFS Proxy installeren. Volg de stappen zoals hieronder aangegeven.

(D Stappenplan AD FS Proxy Installeren

1. Kies in het Server Manager Dashboard weer voor “Add roles and features” en klik zoals hiervoor beschreven door de eerste
schermen en selecteer ditmaal “Remote Access”:

= Add Roles and Features Wizard — O >

DESTINATION SERVER

Select server roles s

Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description

Server Selection . ) ) i
[] Active Directory Certificate Services - Remote Access provides seamless

[] Active Directory Domain Services connectivity through DirectAccess,
VPN, and Web Application Proxy.

[] Active Directory Federation Services

Feanures [] Active Directory Lightweight Directory Services DirectAccess provides an ""“E‘\‘al‘"s On
Remote Access [] Active Directory Rights Management Services and Alwa:_,rs Manag?d SXpEriEnce.
q [] Device Health Attestation RAS provides traditional VPN
Rolakenvices [] DHCP Server services, including site-to-site
Confirmation [] DNS Server (branch-office or cloud-based)
[] Fax Server connectivity. Web Application Proxy
I [m] File and Storage Services (1 of 12 installed) enables the publishing of selected
[] Host Guardian Service HTTP- and HTTPS-based

[ Hyper-v applications from your corporate

] MultiPoint Services network to client devices outside of
[ Metwork Controller the corporate network. Routing

[] Network Policy and Access Services pro\.'ld_e_s_tra(_iltlona_l routing

[ Brint and Document Services Capabllltl?s, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-

[] Remote Desktop Services X
tenant or multi-tenant mode.

[ Volume Activation Services
[] Web Server (1IS)

| < Previous | | MNext > | Install

2. Klik “Next >" tot je bij “Role Services” bent en kies “Web Application Proxy” > “Next >":
= Add Roles and Features Wizard — O =

DESTIMATION SERVER

Select role services T —

Before You Begin Select the role services to install for Remote Access

Installation Type Role services Description

Server Selection [ Directhccess and VPN (RAS) Web Application Proxy enables the

Server Boles ] Routing publishing of selected HTTP- and
leb Application Prosy HTTPS-based applications from your

Features corporate network to client devices

outside of the corporate network. It
can use AD FS to ensure that users
are authenticated before they gain
access to published applications.
‘Web Application Proxy also provides
proxy functionality for your AD FS
SErvers.

Confirmation

< Previous | | Next > Install




3. Klik op “Install”, wacht eventueel de installatie af en klik op “Close”:

= Add Roles and Features Wizard — [} *
Confirm installation selections B e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation T [] Restart the destination server automatically if required

Sarver Salection Optional features (such as administration toels) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

Group Policy Management

RAS Connection Manager Administration Kit (CMAK)

Remote Access

Role Services
- - Remote Access
Confirmation .

Web Application Proxy

Remaote Server Administration Tools
Role Administration Tools
Remote Access Management Tools

Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Export configuration settings
Specify an alternate source path

< Previ MNext > | Install | | Cancel |

4. De Proxy configuratie vereist een geldig en werkend SSL certificaat. Installeer hiervoor eerst het SSL certificaat dat ook op de
ADFS Server geinstalleerd is door het daar bijvoorbeeld als .pfx bestand te exporteren. Zie voor de installatie van een SSL
certificaat “Appendix A: Certificaat Installeren”.

5. Na installatie verschijnt een Post-deployment alert “Configuration required for the Federation Service Proxy at ...” in het Server
Manager Dashboard. Klik op deze link:

T Server Manager

Server Manager * Dashboard

Post-deployment Configura...

Dashboard 'WELCOME TO SERVER MANA

Configuration required for Web Application Proxy at

U lemleses ADF54-PROXY
H& All Servers n i Open the Web Application Proxy Wizard
W% File and Storage Services b
_ O Festureinstallation
gl Remote Access QUICK START —
l Installation succeeded on adfsd-proxy.
Add Roles and Features
WHATS NEw 4 Task Details
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total: 1
=m File and Storage =
g 1 Remote Access 1
¥ Services &
@ Manageability @ Manageability
Events Events
Performance Services




6. De “Web Application Proxy Configuration Wizard” wordt geopend, klik op “Next > “:
E‘é Web Application Proxy Configuration Wizard X

WE|Come DESTINATION SERVER

adfsd-proxy

‘Web Application Proxy is a Remote Access service used to publish web applications that end users can

interact with from any device. It also provides proxy functionality for Active Directory Federation Services
(AD FS) to help system administrators provide secure access to an AD FS server, By using Web Application
Proxy, system administrators can choose how end users should authenticate themselves to a web
application and which users are authorized to use a web application.

Federation Server

7. Kies dezelfde DNS naam als de ADFS Server voor “Federation Service Name” en vul de username en password in:

£4 Web Application Proxy Configuration Wizard *
. DESTIMATIOMN SERVER
Federation Server atsa proy
Welcome Select the Active Directory Federation Services (AD FS) server to use for Web Application Proxy

authentication and authorization.

Federatiol

AD FS Proxy Certificate Federation service name:

logindwind.surfnet.nl

Enter the credentials of a local administrator account on the federation servers,

User name:

Administrator

Password:




8. Selecteer het certificaat (Appendix A) en klik op “Next >":

E‘,é Web Application Proxy Configuration Wizard X

DESTINATION SERVER

AD FS Proxy Certificate st prony

Welcome Select a certificate to be used by the AD FS proxy:

Fadzration Server

| logindwind.surfnet.nl - View...

Confirmation

9. Klik op “Configure”™:

£4 Web Application Proxy Configuration Wizard X

DESTINATION SERVER

Confirmation sdist-proy

The following PowerShell command will be run when you click Configure. It can also be used to automate
additicnal installations. If you want to use automation, copy the command before you click Configure.

Welcome
Federation Server

ADIESIRICCarificate Install-WebApplicationProxy
-FederationServiceTrustCredential System.Management.Automation.PSCredential
-CertificateThumbprint ‘E028E92BF7DBBC0O645A13967550229ABE0FI9CTT
-FederationServiceName ‘logind.wind.surfnet.nl’

To configure Web Application Proxy, click Configure.




10. Klik op “Close™

3 Web Application Proxy Configuration Wizard

DESTINATION SERVER
adfsd-proxy

Web Application Proxy was configured successfully.

11. Surf ter controle naar de ADFS service URL (zowel vanuit een plek die op de ADFS Server uitkomt als vanaf een plek die op
de Proxy uitkomt) en controleer de inhoud van de volgende URL: https://<servicenaam>/federationmetadata/2007-06
/federationmetadata.xml. Deze URL dient zoals hieronder te zien is een XML document te bevatten. Als de browser geen

document laat zien kan met “View Source” het document in een editor getoond worden

o] x

@ logind:wind.surfnstnl

WTKPIjffkaWCZxFIDg0C+jnl
AddressThe e-mail address of thel
userCommon NameThe common|
1.0GroupA group that the user is
BasSurnameThe surname of the U
display the time and date that the
sroup SID of the userDeny only

userGroup SIDThe group SID of|
nameThe demain account name

<domain>'\<user>https://login w
AddressThe e-mail address of thel
userCommon NameThe common|
1.0GroupA group that the user is
hasSurnameThe surname of the U
display the time and date that the
sroup SID of the userDeny only

userGroup SIDThe group SID of|
nameThe domain account name

<domain>\<user=htips-//login2 w|
format:emailA ddressurn-oasis:naj
format:transientMIICTiCCAdagA
format:emailA ddressurn-oasis:naf

&l

File

httpsi/flogin2wind surfnetnl/federati onmetadata/2007-06/federationmetadataxml - Original Source
Edit

Farmat

98238005 -5e53-A78e-0705-109820d1 141" entityll 2/ Logln2. wind. surfnet nl/ads/services  trust”
S imetadata”><Signature smlns="http: //www w3 or g/ 2000/ LgH"><5ignedInfos rtionhethod
fEEp:/ /W, W3 nrg/ZB 1Lyl -exc -CLan™/> ¢ Lgnaturetethod ALEor TEM="CCp i/ /Wew. 43, OFE/ 2001 /6% mlds1 g-mor s -shazsen><Reference
EE 9705 -1h9829d1141 "> <Trans orms><Transform Algnr‘)thm- ETpE /. 3. org/ 2000/ 05/l dsgenvel oped-signature’/>
£ 4/ /Wi, w3 org/ 2001/ 18/ 5l /3¢

D/ /. ui nrg/zbm/aﬂ/;ﬂlen(#shaﬁﬁ /)(DlgestvaluemSTKPI]ffkaw(vaFngz(ﬂnPuhSDRWFPx]yJZEZI </Digestvaluer</Reference>
</signedInfos<signaturevalues

BEyUALcd5A24G/<RCy ph7RealcS 2P OwEggTHr Ay e drLwhIgEalmbLkRy3]CYEZ62H3WCIAQqrhANC wrL FFab-bn Cge: 10M18EnDkLid Lu+dg IT@VHOOB /2 st
“+ALHETupktCd10] 3 3enqgnhCythQ TE BrhuoCWYET As /ASMOHELPNE IHdChD158E 2u1RTXE7pI0C ShFRhICSEIK M TWYWSFIRHYUN 8 CpackNHKGE Pk iz / avEH3neh ] xseak/Rixvek 1 1An
PGGUEOqEODmadl iy bxashul (&) PEUS AN UL 7 JpuCHDlicg==c /= 1gnatreval el ey o> o090 2> O503Cen s Ficatey
HITCEDCCAdCgRuTBAGTOP IV, 8260RMIL IFNp225pbmcgl SBsb2dpbiTud2l dImbrivoL EyNTE
ZMiCuNFaKDT! RGLYBT 2l duakisnIc 1dC5ubDCCAS THDQ Y] KoZ ThvcHAQEBBRADEEEP ADCCAQOCEEER Aicznd
y/k\/]EJBT\/A)AEM+MNN)(SlNShDLNdYBrlMDﬁPJ)G(ng\lqulldR(xK(/)(S/)fSg]QANGhZLEqunryPQWRH/E)qXngLDT7TTp§x]EuBr‘NijhIT5uH+h7:|IBJqudMSOuquuluEIHgdr‘
MyLCb+T] Bt +ky 3005 Zp  ADKAURC/
+Rk{nTPkebaD2]5aU50k5 Y221 rkmDLE TXH52057q3ulL 7SpMnd U SEynHevUKYT c ZBA0VHPIOB1 3hFERChUQKY ZVPS1283/nsF Y 7peBALINNS aC hkCPubZ] 76L DUBG7E0PIND 1P ULy
SCVVAHEBT 2L0K Lk / CKXECAWERATANDgkqhk L6908 AQSFAROCAQE A 062N/ 61 3BRULFESTs Juno/ BEpMTgrosSBuk /klh13VNiZhs 7FSUHHIZpASYInMIRMDELAS gB5/k10bLOTbkGbT
293M2MIGLOr TTyeeynrUa3rpagsl SgniHj T EUNuecps] AF LjNO7ULKCSQ/1Ir7LZLIQ
FAJFAPUTKR}HmegEaL{ Zayiml rGOCYI Wi fi e L lepghS Qb+ 0P UANN==< /X505 er i Ficat er ¢/¥5090atar
€/KeyInfore/Signature>cRolebescriptor xsiityp ll:at)nniervl:ETypE protocol Support Enumeration="http://docs. casis-open. org/us-sx/us-
trust /200512 htt, emas . ml s03p. ﬂV‘g/us/ZEBS/B?/trust http ://docs. oasis-open. org/usfed/ federation/ 200706

ServicenispLayame-"1ogin2.wind. surfnet 1" smlns isesi-https//uaw. u5. org/2001/KHLSchams -instance™ smlns: fed-"http: //docs.oasis-

open. or g/ usTed/ federation/200706"><KeyDescriptor use="encryption”><KeyInfo xmlns="http: /. u3.org/2008/ 09/ Mmldsig"><K509Dat >

<X509Certi FicateXKIIC7]CCATagATBAGIQN/ UvBOvSEdB2gle

Eul VY3 pl Bsb2dpbiTud2] X Imbmiy@LmSSHEAXD T EBHTEYHTE ZH] I @HLOKDTELNT EyHTEZH] IOHL owhzE

XMC86 AL UERXHOQURE Ly BFbmHy &XB 02l BT CBEhGIn alidy L ndpbrduc 3y Zm51dC5ub DCCASTWDQYI KoZ ThwcHAQEB 5QADEEERADCC AQ OC ZEBAK NI 4T Z1rRGF SN AL TEmJDOOX Ul
1LFd 0xqHQnC TR@YHQPXWEH-CEDIy N EOChYZ3EPUBEZ81GSL 1 IFP 2L nByliaFLIZBON { HUKATOC dnBTSQANS ApGXaPHCP MCPT+LNYP S5 7 LOTRA/ TYSH 2 75)MvHVQ 1N 3auCy 830U /UEBE75E
VAT 503 CYWRHRTRYA4TOCYBS UpHRCQNVLM2TmpAEL U2 FLBELY K au /Lw2CTKL pH20ERBASY1GZRAZY i Zecs1.09b 6F FFOH3uweS FL S TWExSYRoImhGLANDIEC 7¢ §u 2B 75 aT0RQRNulley
OLles 70t BUStKMHy b DL SCAUEAAT ABEK N 1G9 PBAQSFAROC AQE ACEKTHASKT ADH CKFGO20UGAZE5L3nCEOCHTuNHAT uAs15UZUGIEIKMOIDDDV e
FRZLHS SYHSVG T3 JOHSdOUI1ZINTRIRT SAWNRVPHVS SLEXyrgbEN/ ) 25Lhy+-72 7011 g TnAHSEGL 3CKOPBYrYC2y FECKSuN, 2hIK 9ApLbUY-+Ctvpp HLrCOKOMRUGS ZE{OEL Uy §2TUFp
FTpHImg; pPol)wddevIsal PxCKE262T 238LL bR 7D} 7345 5Lk 31 cdNIaT LEODA==</X509Certi ficat
</KeyInforc/KkeyDescriptors<fed :ClaimlypesRequested><suth: CLaimType Uri="http://schemas.mlsoap. org/us/2005/@5/ ident ity Claims/enalladdress”
sanlns :auth="http://decs. oasis-open. org/usfed/authord zat ion/200706"> cauth:DisplayNamesE-Mail Address</auth:Displayliamescauth :DescriptionThe e-
mail address of the userc/auth:Description></auth:ClaimTypes<auth:ClaimType

Uri="http:/schemas. snlsoap. org/ws 2005/ 05/ Ldentity/clains/givenname" smlns :auth="http://docs. casis-open. org/usfed/authorization/ 200706
<auth:DispLayliame>Given Hamec/auth:Displayhane>eauth:Description>The given name of the usercfauthiDescription></auth:ClainType>caut
ttp://schemas. amlsosp . wrg/wszB@S/@S/Ldentlty/:lal.ms/name smlnssauth="http://docs. oasis-open. or g/ wsfed/authorization/200786"

i h:p: ription>The unique name of the user</auth:Description></auth:Claimmype><auth:C
heps/ jschenas erlsozp. urg/us/QZzE/ZE/1dEnt)ty/(131ms/upn smlns:auth="http: //docs. 0asis-open. org/usfed/authorization/200726">
<auth:Di auth:Displ iption>The user principal name (UPN) of the user</auth:Descriptions</auth:Claimlypes
<auth: (lalmTypE Uri="http://schemas.mlsoap. arg/claims/ Commontiame™ sanlns:auth="http://docs. casis-open. org/wsfed/authorization/200786"
<auth:DisplayName>Cammon Name</auth:DisplayName><auth:Description>The common name of the userc/auth:Description></auth:ClaimType»
<auth:ClaimType Uri="http://schemas.smlsoap. org/claims/EmailAddress™ smlns :auth="http://docs. casis-open. org/usfed/authorization /200706
<authipisplayiamerAD FS 1.x E-hail Address</authiDisplayamer<authibescription>The e-mail sddress of the user when interoperating with AD Fs
1.1 or ADFS 1.@</auth:Description></auth:ClaimType><suth:Claimiype Uri="http://schemss.xmlsoap. org/claims/Group™ smlns

N

http:/fdocs . oasis-

<

>

“Metadata doorgeven aan SURFconext”.

12. Als deze test slaagt kan de metadata URL aan SURFconext doorgegeven worden zoals beschreven in het hoofdstuk

Op de ADFS Proxy is deze URL nu nog plaintext (http) beschikbaar. Dit kan geen kwaad, maar kan voor de zekerheid

uitgeschakeld worden door de binding van de default site in [IS met poort 80 ongedaan te maken.




Metadata doorgeven aan SURFconext

Als de ADFS server en ADFS Proxy of Web Application Proxy geinstalleerd zijn en hun werking gecontroleerd kan de metadata URL doorgeven
worden aan SURFconext. Om er voor te zorgen dat de metadata voor de Identity Provider langer houdbaar is verlengen we de duur van het
Token Signing certificaat op de ADFS server eerst even door in een Powershell de volgende commando's uit te voeren:

Set - ADFSProperties -CertificateDuration 1825

Als er nog geen andere Relying Party Trusts configuraties bestonden voor deze installatie:

Updat e- ADFSCertificate -CertificateType Token-Si gning - U gent

(deze worden namelijk onbruikbaar door het uitvoeren van bovenstaande commando)
En ter controle:

Get - ADFSCertificate -CertificateType Token-Si gni ng

e Administrator: Windows PowerShell

gning -Urgent
gning

gning - laginz.wind. surfnet.

gning - laginz.wind. surfnet.

administrator: _

Het Token-Signing certificaat is nu als het goed is vijf jaar geldig.

Aanleveren Metadata

Vervolgens kan een mail naar SURFconext gestuurd worden (support@surfconext.nl) met daarin de volgende informatie:



* Metadata URL: https://<servicenaam>/federationmetadata/2007-06/federationmetadata.xml

En alle onder deze URL genoemde extra gegevens: https://wiki.surfnet.nl/display/surfconextdev/Vereiste+metadata. Het advies is om Appendix
B door te nemen over openstaande poorten op de server.

Appendix A Certificaat installeren

Deze handleiding gaat er vanuit dat het certificaat plus private key beschikbaar is in de vorm van een .pfx bestand. Als het certificaat en de
private key alleen los beschikbaar zijn als respectievelijk cert.pem en cert.key met certificate chain chain.pem, is daar met het volgende openssl
commando een cert.pfx bestand van te maken:

#openssl| pkcs12 -export -passout pass:123welkom -in cert.pem -certfile chain.pem -inkey cert.key -out cert.pfx

Het cert.pfx bestand heeft nu als voorbeeld wachtwoord 123welkom.

Volg het stappenplan zoals hieronder aangegeven.

(D Stappenplan Certificaat Installeren

1. Open MMC in het start menu.
2. Ga naar “File” -> “Add/Remove Snap-in”.
3. Kilik links op “Certificates” en op “Add™:

Add or Remove Snap-ins x

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:

SnapHn Vendor ~ [] Console Root Edit Extensions...

| Active Directory Do...  Microsoft Cor...
Ep}.ﬁ.cﬁ\te Directory Site... Microsoft Cor...
: Active Directory Use... Microsoft Cor...
~ ' ActiveX Control Microsoft Cor... Maove Up

‘@AD F5 Management Microsoft Cor...

Remave

2 ADSI Edit Micrasoft Cor... Hove Dawn
Auﬂ'uorization Manager Microsoft Cor...
@ Microsoft Cor...
. Component Services Microsoft Cor...
;ﬁ‘ Computer Managem... Microsoft Cor...
HlDevice Manager Microsoft Cor...
= Disk Management Microsoft and...
5_., DNS Microsoft Cor... CieEml
A P e -
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Cancel

4. Kies voor “Computer account” en klik op “Next”.
5. Klik op “Finish”.
6. En klik op “OK".


https://wiki.surfnet.nl/display/surfconextdev/Vereiste+metadata

7. Klik rechts op “Personal” -> “All Tasks” -> “Import..."
Consolel - [Conscle Root\Certificates (Local Computer)\Personal]

File Action

View  Favorites

Window  Help
e n@ a6z HE

~| Console Root

W Iﬁl Certificates (Local Computer)

Ohbject Type

| Personal

= Trusted | Find Certificates...

J Enterpris o) Tasks Find Certificates...

~| Intermec

| Trusted f View Request New Certificate..,
~| Untruste MNew Window from Here Import...

| Third-Pa

| Trusted | Mew Taskpad View... Advanced Operations
f Cller?t A Refrech

~| Preview )

= Local Ne Export List...

g Rem.o.te Help

| Certificaic conomone rogucses

| Smart Card Trusted Roots

~| Trusted Devices

~| Windows Live D Token lssuer

8. Klik op “Next”:

o* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location

Current User

Local Machine

To continue, dick Mext.




9. Klik op “Browse” en selecteer het certificaat en klik op “Next”:

€ &# Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:

| I Browse...

ﬁ Open

Organize = New folder
Documents & *

[&] Pictures -

Mame

legindwind.surf

[ This PC

= Motk i

U <« login.. » logindwind.surfn..,

E‘ logind.wind.surfnet.nl.pfx

x

v O Search logind.wind.surfnet.nl_.. @

= [ @
Date modified Type

2-2-2018 15:36 Personal |

File name: | logind.wind.surfnet.nl.pfx

v| |Persona| Information Exchange V|

| Open

Cancel |

&«

10. Vul het wachtwoord in en klik op “Next”:

&% Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

Mark this key as expartable, This will allow you to back up or transpart your
keys at a later time.

Incdude all extended properties.

[ Nex | Cancel




11. Kies de “Personal store” en klik op “Next”:

& ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following storei

Certificate store:
| Personal Browse...

Cancel

=
E

12. Klik op “Finish”:

& 4 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User JESgEsu =

Content Certificate

File Name C:\Users\Administrator\DocumentsYogin4. wind, surfn
£ >

inish Cancel

13. Klik op “OK” als aangegeven wordt dat de import succesvol is.
14. Controleer of het certificaat, inclusief private key, correct geimporteerd is. Aanwezigheid van de private key is te herkennen

aan het sleuteltje linksboven het icoontje van het certificaat.
Issued To . Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te...

?ﬂlugm4.W|nd.surfnetnl TERENA 55L CA 3 17-11-2020 Server Authenticati..  <Mone>




Appendix B Poorten dichtzetten

Om verkeerd gebruik van je proxy te voorkomen kun je Outbound en Inbound regels definieren. Doorloop onderstaande stappen en maak
aanpassingen waar nodig om poorten dicht te zetten of regels te definieren.

{D Firewall en poortconfiguraties

1. Ga naar de ADFS server
2. Open “Windows Firewall”.
3. Ga naar “Inbound Rules":

@ Windows Firewall with Advanced Security — [m] X

File Action View Help
2| amHl= H
W Windows Firewall with Advanc TR LI Actions
B2 Inbound Rules .
Y Outbound Rules
i Connection Security Rules 0 Active Directory Domain Controller - Ec.. Active W@ NewRule..
. Menitoring ) Active Directory Domain Controller - Ec... Active

Name Group * || Inbound Rules a

T Filter by Profile »
Active Directory Domain Controller - LD...  Active
Active Directory Domain Controller - LD... Active || 7 Fiter by State 4
Active Directary Domain Controller - LD...  Active T Filter by Group 4
@ Active Directory Domain Controller - Net... Active View N
@ Active Directory Domain Controller - SA...  Active S Refresh
@ Active Directory Domain Controller - SA...  Active =
18 Active Directory Domain Controller - Sec... Active || = Export List..
1 Active Directory Domain Controller - Sec... Active H Hep

0 Active Directory Domain Controller - W3...  Active
@ Active Directory Domain Contraller (RPC)  Active
@ Active Directory Domain Controller (RPC... Active

Active Directory Web Services (TCP-In)  Active

% AD FS HTTP Services (TCP-In) ADFS

9 AD FS HTTPS Services (TCP-In) ADFs

% AD FS Smart-card Authentication Service.. AD FS

@ Allloyn Router (TCP-In) Alloyr

@ Allloyn Router (UDP-In) Allloyr
< > € >

a.
4. Disable de volgende regels:
a. Active Directory Domain Controller - LDAP (TCP-In)
b. Active Directory Domain Controller - LDAP (UDP-In)
c. Active Directory Domain Controller - LDAP for Global Catalog (UDP-In)
d. Active Directory Web Services (TCP-In)
e. DNS (TCP, Incoming)
f. DNS (UDP, Incoming)
5. Ga naar Outbound rules en disable de volgende regels:
a. Xbox Game Ul
6. Ga nu naar de ADFS Proxy en open daar ook Windows Firewall
7. Ga naar Outbound rules en disable de volgende regels:
a. Xbox Game Ul
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