
SURFsecureID Metadata for Service Providers

Production environment
Second Factor Only (SFO) endpoint
Metadata signing certificate

Test environment
Second Factor Only (SFO) endpoint
Metadata signing certificate

Production environment
Click   for the .here SAML 2.0 metadata for the Production environment

Click   for the supported  identifiers.here AuthenticationConextClassRef

EntityID https://sa-gw.surfconext.nl/authentication/metadata

Metadata https://metadata.surfconext.nl/surfsecureid-metadata.xml

signing certificate -----BEGIN CERTIFICATE-----/yFGa+N
vTZIo4YBoOESgcDyjU+XrlkmWmyMpYkn6TPdYMKo/bMQkFAE48JhREdpvHWpIrT1
PfUiCy/SLWy0HN0wCQIDAQABMA0GCSqGSIb3DQEBCwUAA4IBgQCPrFBvw53LMd5w
2VpdmZCJuHg09uIu5F3Cy8eGg+hTLtb2CC9f66Ue/CsH4qrBFGSuBWdSBWS3fzVw
mPYbI882J7JtLXZCOyZFMVKaL2kk5D5pP8/NBCam9+cDnJ4zjYJJS3wcY2VMjH24
fNYu+Fix6p4mL8o8itTCqJhb4zz4Ft8GZigxD8DXB/jYUTHWtS5ubMs
/mOwxuQ2U
E7QFdeE064TqSPpRVI8PBPxetRy5n00/JGFNou/pivUTavRMA3LZpIkxzlcddzf2
zUSaWnAGf1JoPxRWjMq5F1C/hZvW7qDX0jrYK7UE3oXi4NHrER0EUFwCS0PrDQRd
DEYs/kVZmPsMT9thR0l11B7xU8xFOaYYOdP1tCY2jqBruspx9ApnRI+es5j8Lr
/q
TbILTe3pVdNgWoNIeIBj2mINQQp0O0TqXSzbWO+nLJSkbZhPZAXyX9ZP00aU4Sbn
kkGJ29xWeqSL+Jh+rUSyMFU16Ri7gHZce+3VgkgyzvSBQFjfG6U=
-----END CERTIFICATE-----

SingleSignOnService Location https://sa-gw.surfconext.nl/authentication/single-sign-on

SingleSignOnService Binding urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect

You can use   for testing.Onegini

Second Factor Only (SFO) endpoint
For   you must use a different endpoint with different metadata.Second Factor Only (SFO) authentication

Click  for the .here SAML 2.0 metadata for the SFO endpoint of the production environment

Click   for the supported  identifiers.here AuthenticationConextClassRef

The SURFsecureId Production and Test environments use different  .  identifiers AuthnContextClassRef
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EntityID https://sa-gw.surfconext.nl/second-factor-only/metadata

Metadata https://metadata.surfconext.nl/surfsecureid-sfo-metadata.xml

signing certificate

( )download certificate as PEM .crt file

-----BEGIN CERTIFICATE-----/yFGa+N
vTZIo4YBoOESgcDyjU+XrlkmWmyMpYkn6TPdYMKo/bMQkFAE48JhREdpvHWpIrT1
PfUiCy/SLWy0HN0wCQIDAQABMA0GCSqGSIb3DQEBCwUAA4IBgQCPrFBvw53LMd5w
2VpdmZCJuHg09uIu5F3Cy8eGg+hTLtb2CC9f66Ue/CsH4qrBFGSuBWdSBWS3fzVw
mPYbI882J7JtLXZCOyZFMVKaL2kk5D5pP8/NBCam9+cDnJ4zjYJJS3wcY2VMjH24
fNYu+Fix6p4mL8o8itTCqJhb4zz4Ft8GZigxD8DXB/jYUTHWtS5ubMs
/mOwxuQ2U
E7QFdeE064TqSPpRVI8PBPxetRy5n00/JGFNou/pivUTavRMA3LZpIkxzlcddzf2
zUSaWnAGf1JoPxRWjMq5F1C/hZvW7qDX0jrYK7UE3oXi4NHrER0EUFwCS0PrDQRd
DEYs/kVZmPsMT9thR0l11B7xU8xFOaYYOdP1tCY2jqBruspx9ApnRI+es5j8Lr
/q
TbILTe3pVdNgWoNIeIBj2mINQQp0O0TqXSzbWO+nLJSkbZhPZAXyX9ZP00aU4Sbn
kkGJ29xWeqSL+Jh+rUSyMFU16Ri7gHZce+3VgkgyzvSBQFjfG6U=
-----END CERTIFICATE-----

SingleSignOnService Location https://sa-gw.surfconext.nl/second-factor-only/single-sign-on

SingleSignOnService Binding urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect

Metadata signing certificate
The metadata above of SURFSecureID production is signed with a key that corresponds to the public key embedded in the following certificate. 
You can use this certificate to verify that the metadata you use from SURFsecureID is valid.

SURFconext metadata signing certificate

Test environment
Click   for the SAML 2.0 metadata for the Test environment.here

Click   for the supported  identifiers.here AuthenticationConextClassRef

EntityID https://sa-gw.test.surfconext.nl/authentication/metadata

Metadata https://metadata.test.surfconext.nl/surfsecureid-metadata.xml

https://metadata.surfconext.nl/surfsecureid-sfo-metadata.xml
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https://metadata.test.surfconext.nl/surfsecureid-metadata.xml


signing certificat

( )Download certificate as PEM .crt file

-----BEGIN CERTIFICATE-----/h5MrSmrRNYDQ
cmd8kkKGop/0a08IIcTVL56X2oIJckWX3GLZDmRpssp4vI4REEy55P8EoyD943ug
Pn4s6p+88cS2cAlARjV0vehNNmPkTlly1UyZ0oY5ljyvy3aadMdE1aLbdRW4axEb
O4iZ/+Ym/EnfTncCAwEAAaNQME4wHQYDVR0OBBYEFFvR
/86aQkE4Icbcm9XAz6Pm-----END CERTIFICATE-----

SingleSignOnService Location https://sa-gw.test.surfconext.nl/authentication/single-sign-on

SingleSignOnService Binding urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect

You can use   as an IdP for testing.Onegini

Second Factor Only (SFO) endpoint
For second factor only authentication you must use a different endpoint with different metadata.

Click   for the SAML 2.0 metadata for the SFO endpoint of the Test environment.here

Click  for the supported  identifiers.here AuthenticationConextClassRef

EntityID https://sa-gw.test.surfconext.nl/second-factor-only/metadata

https://wiki.surfnet.nl/download/attachments/10870918/sa_test_saml_signing_certificate_2020_pem.crt?version=1&modificationDate=1587895330886&api=v2
https://wiki.surfnet.nl/display/SsID/Using+eduID+as+IdP+for+testing+SPs
https://metadata.test.surfconext.nl/surfsecureid-sfo-metadata.xml
https://wiki.surfnet.nl/display/SsID/Using+Levels+of+Assurance+to+express+strength+of+authentication#UsingLevelsofAssurancetoexpressstrengthofauthentication-SFOauthenticationSecondFactorOnly(SFO)authenticationLoA
https://sa-gw.test.surfconext.nl/second-factor-only/metadata


signing certificate

( )Download certificate as PEM .crt file

-----BEGIN CERTIFICATE----------END CERTIFICATE-----

SingleSignOnService Location https://sa-gw.test.surfconext.nl/second-factor-only/single-sign-
on

SingleSignOnService Binding urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect

You can use .eduID to test SPs

Metadata signing certificate
The metadata above of SURFSecureID test is signed with a key that corresponds to the public key embedded in the following certificate. You can 
use this certificate to verify that the metadata you use from SURFsecureID is valid.

SURFconext TEST metadata signing certificate

https://wiki.surfnet.nl/download/attachments/10870918/sa_test_saml_signing_certificate_2020_pem.crt?version=1&modificationDate=1587895330886&api=v2
https://wiki.surfnet.nl/display/SsID/Using+eduID+as+IdP+for+testing+SPs
https://metadata.test.surfconext.nl/SURFconext-metadata-signer.pem
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